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[bookmark: _Toc11323170]* * * First Change * * * *
[bookmark: _Toc11315029][bookmark: _Toc11315237]5.2.5	QoS Enforcement Rule Handling 
[bookmark: _Toc11315030]5.2.5.1	General
The CP function shall provision QER(s) for an PFCP session in an PFCP Session Establishment Request or an PFCP Session Modification Request to request the UP function to perform QoS enforcement of the user plane traffic.
[bookmark: _Toc11315031]5.2.5.2	Provisioning of QoS Enforcement Rule in the UP function
The CP function may request the UP function to perform the following QoS enforcement actions in a QER:
-	Gating Control, as specified in clause 5.4.3;
-	QoS Control, i.e. MBR, GBR or Packet Rate enforcement, as specified in clause 5.4.4;
-	CIoT specific APN Rate Control Parameres and Small Data Rate Control Parameters that are encoded within Packet Rate IE. Their usage is specified in clause 5.4.4;
-	DL flow level marking for application detection, as specified in clause 5.4.5;
-	SCI (Service Class Indicator) marking for service identification for improved radio utilisation for GERAN, as specified in clause 5.4.12;
-	for 5GC reflective QoS for uplink traffic.

* * * 2nd Change * * * *
[bookmark: _Toc19717090][bookmark: _Toc11315242]5.4.4	QoS Control
QoS control refers to the authorization and enforcement of the maximum QoS that is authorized:
-	for EPC,
-	at the session level (APN-AMBR, TDF session UL and DL bitrates, or UL and DL Packet Rate of a PDN connection);
-	at the bearer level (GBR, MBR for GBR bearers);
-	at the service data flow (SDF) or application level.
-	for 5GC,
-	at the session level (Session-AMBR or UL and DL Packet Rate of a PDU session);
-	at the QoS Flow level;
-	at the service data flow (SDF) or application level.
See clause 4.3.3 of 3GPP TS 23.203 [7] clause 4.5.5 of 3GPP TS 29.212 [8] and clause 4.7.7 of 3GPP TS 23.401 [14].
The CP function shall control the QoS enforcement in the UP function by:
-	creating the necessary PDR(s) to represent the service data flow, application, QoS Flow (for 5GC), bearer or session, if not already existing;
-	creating QERs for the QoS enforcement at session level, SDF/application level;
-	creating QERs for the QoS enforcement of the aggregate of SDFs with the same GBR QCI;
-	creating QERs for the QoS enforcement of the aggregate of SDFs with the same GBR QFI (for 5GC);
-	associating the session level QER to all the PDRs defined for the session;
-	associating the SDF or application QER to the PDRs associated to the SDF or application;
-	associating the QER of the aggregate of SDFs to the PDRs associated to SDFs or applications that share the QER.
The same QER may be associated to UL and DL PDRs. The UP function shall identify the UL and DL flows by the Source Interface IE in the PDRs or the Destination Interface IE in the FARs. The UP function shall enforce the QoS for the UL or DL flows accordingly.
The CP function shall map the precedence of a PCC rule to the precedence of the PDRs associated to the corresponding service data flows.
For 5GC, 3GPP TS 23.501 [28] clauses 5.31.14.2 and 5.31.14.3 specify that the rate of user data sent to and from a UE (e.g. a UE using CIoT 5GS Optimisations) can be controlled in two different ways:
-	Serving PLMN Rate Control, which determines rates for S-PLMN;
-	Small Data Rate Control, which determines rates for H-PLMN.
The Rate Control is configured in the (S/H-)SMF. The SMF sends the Rate Control command (parameters) to the UE to limit UL data and to the UPF to limit the DL data.
The Rate Control information is separate for uplink and downlink and shall be in the form of:
-	an integer "number of packets per time unit", which indicate the basic rates granted by the network;
-	an integer "number of additional allowed exception report packets per time unit" once the rate control limit has been reached, which indicate the additional rates, if granted by the network.
For EPC 3GPP TS 23.401 [14] clauses 4.7.7.2 and 4.7.7.3 specify the same functionality. In EPS however 'APN' is used instead of 'Small Data'. Another difference is that in EPC, initially UEs did not support additional rates and therefore its support needs to be signalled to the network. Hence, in addition to the same parametsrs as in 5GC, in EPC the UEs signal the following indication:
-	an indication as to whether or not exception reports can still be sent if the rate control limit has been met, 
NOTE:	The AER flag, as specified in 3GPP TS 24.008 [5] indicates to the EPC if additional rates are supported by the UE.
Yet another difference is this:
-	in 5GC PDU Sessions to the same DNN may be connected via different SMFs and therefore there is no central point for controlling the rate limits;
-	in EPC PDN Connections to the same APN are connected via the same MME and therefore there is a central point for controlling the rate limits.

* * * 3rd Change * * * *
[bookmark: _Toc19717288]7.5.2.5	Create QER IE within PFCP Session Establishment Request
The Create QER grouped IE shall be encoded as shown in Figure 7.5.2.5-1.
Table 7.5.2.5-1: Create QER IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that PFCP session
	-
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several PFCP sessions, for APN-AMBR enforcement of multiple UE's PDN connections to the same APN.
	-
	X
	-
	X
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

For EPC, this IE may be set to the value of:
-	the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection;
-	the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-	the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

For 5GC, this IE may be set to the value of:
-	the Session-AMBR, for a QER that is referenced by all the PDRs of the non-GBR QoS flows of a PDU session;
-	the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
	-
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of:
-	the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;
-	the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);
-	the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) shall be applied to packets matching this PDR.
When present, this IE shall indicate the uplink and/or downlink maximum packet rate to be enforced for packets matching the PDR.
This IE may be set to the value of:
-	uplink and/or downlink packet rate for Serving PLMN Rate Control, for a QER that is referenced by all PDRs of the UE belonging to the PDN connection using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2] and 3GPP TS 23.501 [28]);
-	uplink and/or downlink packet rate for APN Rate Control, or for Small Data Rate Control for a QER that is referenced by all the PDRs of the UE belonging to PDN connections to the same APN/DNN using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2] and 3GPP TS 23.501 [28]).
	-
	X
	-
	-
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the UP function is required to mark the packets for QoS purposes:

-	by the TDF-C, for DL flow level marking for application indication (see clause 5.4.5);
-	by the PGW-C, for setting the GTP-U Service Class Indicator extension header for service indication towards GERAN (see clause 5.4.12).
	-
	X
	X
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if the QoS flow identifier shall be inserted by the UPF.
	-
	-
	-
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if the UP function is required to insert a Reflective QoS Identifier to request reflective QoS for uplink traffic.
	-
	-
	-
	X
	RQI

	Paging Policy Indicator
	C
	This IE shall be present if the UPF is required to set the Paging Policy Indicator (PPI) in outgoing packets (see clause 5.4.3.2 of 3GPP TS 23.501 [28]).
When present, it shall be set to the PPI value to set. 
	-
	-
	-
	X
	Paging Policy Indicator

	Averaging Window
	O
	This IE may be present if the UP function is required to use a different Averaging window than the default one. (NOTE)

	-
	-
	-
	X
	Averaging Window

	NOTE:	As 5QI is not signalled over N4, one default averaging window shall be pre-configured in the UPF.




* * * 4th Change * * * *
[bookmark: _Toc19717408]8.2.63	Packet Rate
The Packet Rate IE contains the packet rate thresholds to be enforced by the UP function. It shall be encoded as shown in Figure 8.2.63-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 94 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	SDCP
	AER
	SPRS
	DLPR
	ULPR
	

	
	m
	Spare
	Uplink Time Unit
	

	
	(m+1) to (m+2)
	Maximum Uplink Packet Rate 
	

	
	p
	Spare
	Downlink Time Unit
	

	
	(p+1) to (p+2)
	Maximum Downlink Packet Rate
	

	
	q
	Spare
	Additional Uplink Time Unit
	

	
	(q+1) to (q+2)
	Additonal Maximum Uplink Packet Rate 
	

	
	r
	Spare
	Additional Downlink Time Unit
	

	
	(r+1) to (r+2)
	Additonal Maximum Downlink Packet Rate 
	

	
	sq to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.63-1: Packet Rate
The following flags are coded within Octet 5:
-	Bit 1 – ULPR (Uplink Packet Rate): If this bit is set to "1", then octets m to (m+2) shall be present, otherwise these octets shall not be present.
-	Bit 2 – DLPR (Downlink Packet Rate): If this bit is set to "1", then octets p to (p+2) shall be present, otherwise these octets shall not be present.
-	Bit 3 – SPRC (Serving PLMN Rate Control): If this bit is set to "1", then octets m to (p+2), the Maximum Uplink/Downlink Packet Rate shall be present and determine the Serving PLMN Rate Control limits.
[bookmark: _GoBack]-	Bit 4 – AER (Additional Exception Reports): If this bit is set to "1", then the presence of octets q to (r+2) is determined as follows:
-	If bit 1 (ULPR) is set to "1", then octets q to (q+2), the Additonal Maximum Uplink Packet Rate shall be present. Otherwise, octets q to (q+2) shall not be present;
-	If bit 2 (DLPR) is set to "1", then octets r to (r+2), the Additonal Maximum Downlink Packet Rate shall be present. Otherwise, octets r to (r+2) shall not be present.
-	Bit 5 – SDCP (Small Data Rate Control Parameters): If this bit is set to "1", then the Packet Rate IE represents Small Data Rate Control Parameters, otherwise Packet Rate IE represents APN Rate Control Parameters.
-	Bits 63 to 8: Spare, for future use and set to 0.
At least one bit in Octet 5 shall be set to 1. Several bits may be set to 1.
When present, octets m to (m+2) indicate the maximum number of uplink packets allowed to be sent within the uplink time unit (see APN rate control parameters in 3GPP TS 24.008 [5]).
When present, octets p to (p+2) indicate the maximum number of downlink packets allowed to be sent within the downlink time unit.
When present, octets q to (q+2) indicate the additional maximum number of uplink packets allowed to be sent within the uplink time unit (see Additional APN rate control parameters for exception data in 3GPP TS 24.008 [5]).
Editors' note: Maximum Uplink Packet Rate is 2 octets long in the above Figure 8.2.63-1, while it is 3 octets long in TS 24.008. Aligning these specs will require backward incompatible change. 
When present, octets r to (r+2) indicate the additional maximum number of downlink packets allowed to be sent within the downlink time unit.
The Uplink/Additional Uplink/Downlink Time Unit encoding is specified in Table 8.2.63.1.
Table 8.2.63.1: Uplink/Downlink Time Unit
	Uplink/Downlink Time unit
Bits 1 to 3 define the time unit as follows:
Bits
3 2 1
0 0 0  minute
0 0 1  6 minutes
0 1 0  hour
0 1 1  day
1 0 0  week

Other values shall be interpreted as 000 in this version of the protocol.



Editors' note: Time Unit encoding in the NAS spec (TS 24.008) is different from the above encoding in Table 8.2.63.1:
· Binary 000 in the NAS spec represents 'unlimited' time unit
· Binary 001 in the NAS spec represents 'minute' time unit
· "6 minutes" time unit (binary 001 in this spec) was not specified in the NAS spec
The Maximum Uplink/Downlink Packet Rate shall be encoded as an Unsigned16 binary integer value. They shall indicate the maximum number of uplink/downlink packets allowed to be sent in the indicated uplink/downlink time unit respectively.

* * * End of Changes * * * *

