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Draft Recommendation ITU-T Q.SR-Trust


Signalling requirements and architecture for interconnection
between trustable network entities
1 Scope
[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: _Toc252261268]This draft Recommendation presents the signalling architecture and requirement for interconnection between trustable network entities in support of existing and emerging networks. Based on the architecture, it specifies the interfaces and signalling requirements between the functional entities. It also presents procedures to be applied for the signalling, security consideration, etc.
2 References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. 
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
	[ ITU-T X.509]
	Recommendation ITU-T X.509(2016) Information technology – Open Systems Interconnection–The Directory: Public-key and attribute certificate frameworks

	[ITU-T X.1163]
	Recommendation ITU-T X.1163(2015) Security requirements and mechanisms of peer-to-peer-based telecommunication networks



3 Definitions
3.1 Terms defined elsewhere

3.1.1 authority [X.509] An entity responsible for the issuance of certificates or of revocation lists.
3.1.2 certification authority (CA) [X.509]: An authority trusted by one or more entities to create and digital sign public-key certificates. Optionally the certification authority may create the subjects' keys.
3.1.3 cross-certificate [X.509]: A certification authority (CA) certificate where the issuer and the subject are different CAs. CAs issue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence
3.1.4 hash function[X.509]: A (mathematical) function which maps data of arbitrary size into data of a fixed size called a digest.
3.1.5 trust [X.1163] the relationship between two entities where each one is certain that the other will behave exactly as it expects


3.2 Terms defined in this Recommendation

3.2.1 security domain: a set of objects or entities of whose security policy can be administered by one organization 
3.2.2 signalling security gateway (SSGW): an entity on the borders of the security domains that terminates and initiates secure native signalling/protocols, relays signalling traffic between security domains, configures security parameters or protocols and can perform a security policy management function.

4 Abbreviations and acronyms

	AKA
	Authentication and key Agreement

	CA 
	Certificate Authority

	CLI
	Calling Line Identification

	CSP
	Communications Service Providers 

	IAM
	Initial Address Message

	IMSI
	International Mobile Subscriber Identity

	ISUP
	ISDN User Part

	LS
	Local Switch

	MAP
	Mobile Application Part

	NE
	Network Entity

	NNI 
	Network-Network interface

	PKI
	Public Key Infrastructures

	SP
	Signalling Point

	SIP
	Session Initiation Protocol

	SMS
	Short Message Service

	SSGW
	Signalling Security Gateway

	STP
	Signalling Transit Point

	TM
	Tandem switch

	UE
	User Equipment

	UNI
	User-Network Interface



5 Conventions
TBD
6 Overview of interconnection between trustable network entities
Communications service providers (CSPs) have traditionally owned network infrastructure, including access network, core network and service network. UE are connected though UNI which is regarded as untrusted party by network. Many security requirements have been considered and satisfied on the UNI, such as authentication and key agreement (AKA) mechanism which provides authentication and authorization.  The internal network entities of the CSPs are connected though NNI and the relation between network entities are regarded as trusted based on the closedness and isolation of the network. Connection between network entities of different CSPs is also trusted based on the commercial contracts or agreements rather than security technologies. Security measures and policies on NNI are usually not implemented due to this trusted relationship. Nowadays, telecommunications network is more and more open. Customer’s entities are accessed to network through various interfaces and protocols which are used for NNI, e.g. SIP, No.7 signalling and Diameter. Under such circumstances, signalling for controlling and management maybe abused, resulting theft, fraud of sensitive information related to the user, such as CLI, IMSI and location etc. Furthermore, SMS and calls of user will be under surveillance illegally.
Thus, trust relationship should be built between network entities based on appropriate mechanism. The behaviour and results between entities should be predictable, traceable and controllable. 
Editor’s Note：The introduction of PKI may be put into the Appendix. FFS.
6.1 Introduction of PKI 
Public key cryptography is a cryptographic technique that enables entities to securely communicate on an insecure public network, and reliably verify the identity of an entity via digital signatures. A public key infrastructure (PKI) is a system for the creation, storage, and distribution of digital certificates which are used to verify that a particular public key belongs to a certain entity. PKIs help establish the identity of devices, network entities and services – enabling controlled access to systems and resources, protection of data, and accountability in transactions.
PKI management of public-keys is usually based on the certificate standard X.509 which provides verification of ownership of a private-key by some external entity (certificate authority). The X.509 certificate is defined as a data structure that binds public-key values to subjects (e.g., domain names). The binding is asserted by trusted Certificate Authorities (CA) digitally signing each certificate. The CA may base this assertion by profoundly validating the identification of the private certificate holder

[image: ]
According to X.509, the digital signature signer goes through the following procedure:
1)	The signer creates a hash digest over the PKI/PMI data using a secure hashing algorithm.
2)	The hash digest is then supplemented by additional information in preparation for generation of the digital signature for improved security and for padding the hash digest to a length required by the asymmetric cryptographic function. For the RSA algorithms, that supplementation can be the addition of some information to the hash digest and in some cases, to perform yet another hashing operation. For the DSA and ECDSA signature algorithms, additional domain parameters are added.
3)	The result from item 2) together with the private key of the signer and the use of a specific algorithm result in a bit string that together with the used algorithm constitute the digital signature.
4)	The signature is appended to data to be signed.
Having received the data, the recipient (validator) goes through a similar procedure:
1)	The validator goes through the same procedure as in steps 1) and 2) above, and if the received data is unmodified, the result will be the same as for the signer. If not, the next step will fail.
2)	From the result from item 1) together with the public key of the signer, the bit string of the signature and the use of an associated algorithm, the digital signature is evaluated as either valid or invalid.
If the digital signature proves valid, the validator has ensured that the data has not been modified and that the signer is in the position of the private key that corresponds to the public key used by the validator, i.e., the digital signature provides insurance of data integrity and authentication of the signer.
If the digital signature proves invalid, either the data has been modified or the signing private key does not correspond to the public key used by the validator.
6.2 Cross-certification
When two independent CA hierarchies need to be connected or a sub-CA needs to be created, cross-certification is involved. Cross-certification allows entities from the different hierarchically-certified organizations to access entities in the other organization, and to verify the digital signature of entities from another organization. Different model can be applied to the cross-certification.
6.2.1 Peer to peer model
Figure 6.1 shows the peer to peer model. In this cross-certifications mode, authorities directly recognise each other. Peer-to-peer cross-certification must occur between CAs. Each CA needs to create an initial trust matrix from its certiﬁcate store and saves it locally. When an authority A chooses to trust an authority B, the authority A signs the certificate of the authority B and distributes the new certificate (B's certificate signed by A) locally.


Figure 6.1 Peer to peer model
6.2.2 root CA model
Figure 6.2 shows the root CA model. In a strict hierarchy, the CA at the top of the hierarchy is the root CA. The trusted root CA will issue a certificate to subordinate CAs. Depending on the relevant policy, those CAs may certify other CAs. CAs trust each other because the higher CA that certifies it is trusted. Only the root CA must be trusted on its own.


Figure 6.2 Root CA model

6.2.3 bridge CA model
Figure 6.3 shows the bridge CA model. The bridge CA model is based around a central (bridging) CA which cross-certifies with each CA. It functions as a communication channel between each of the CAs. 
This combines aspects of both the root model and the peer to peer model. The bridge CA acts like a bridge between the authorities.  It only requires one pair of cross-certifications for each CA, rather than need to know about each other in a fully meshed system.


Figure 6.3 Bridge CA model



7 Architecture for interconnection between trustable network entities
This clause describes the architecture, functional entities and interfaces for interconnection between trustable network entities 

7.1 Reference architecture


  
Figure 7.-1: reference architecture of interconnection between trustable network entities 

Figure 7-1 shows the reference architecture of interconnection between trustable networks. The CA of a security domain issues certificates to the SSGWs in the domain for communication between domains. When SSGW of the security domain A establishes a secure connection with the SSGW of the domain B, they shall be able to authenticate each other by cross-certificate. NE is the origination or destination of signalling message. The message which should be routed or transitedsucceeded to the other security domain will be delivered to the SSGW. The SSGW signs the messages using the certificate issued by CA and routes the messages to another security domain over the Sa-interface. 
Note: security mechanism employed is optional in the interaction between NEs within the security domain.
Editor’s note: highlighted word should be considered.
7.2 Functional entities
7.2.1 CA
CA issues end entity digital certificates which contain a public key and the identity of the owner to the SSGWs/NEs within a particular security domain. The certificate is also a confirmation or validation by the CA that the public key contained in the certificate belongs to the entity noted in the certificate. CA binds public keys with respective SSGWs/NEs, accepts requests for digital certificates and authenticates the SSGWs/NEs making the request. The binding is established through the registration and issuance process. Depending on the assurance level of the binding, this may be carried out by software at a CA or under human supervision.
Editor’s note: Whether such kind of function is required for NE?

7.2.2 Bridge CA
The bridge CA is a system that facilitates an entity accepting certificates issued by another entity for a transaction. The bridge CA servers as a hub allowing the entity to create a trust path from its security domain back to another security domain of the entity that issued the certificate. Bridge CA provides interoperability by managing tables including policies and procedures created by CAs. 
Note: bridge CA is not mandatory, and entities in a PKI may use other methods to determine trust.


7.2.3 SSGW
SSGW is an entity on the border of security domain and used for communication between two security domains. The security policies are specified in the SSGW. SSGW is responsible for whether protection shall be applied and enforcing security policies towards external domain.
SSGW initials request to CA for issuing or validating certificate. All outgoing messages are protected by the SSGW belong to the domain, including signature, encryption, and etc.. Then, the messages are transited to the destination domain. Security of all incoming messages from another domain should be validated by the SSGW, including authentication, validate, decryption and etc. After the messages are validated by a SSGW of the destination domain, the SSGW shall deliver the message to the destination NE. If the message does not comply with the security policy, it will be blocked or discarded by the SSGW. 
SSGW shall not be impact message routing.  Therefore, SSGW are stateless at protected level that mean no states of signalling procedure are maintained in the SSGW since the request messages and corresponding response message maybe transited by different SSGW.
SSGW may be standalone or integrated with NE. 
7.2.4 NE
NE is the original or destination of the messages. It generates messages, e.g. ISUP message, MAP message，and receives, interprets and processes the received message. If NE combined with SSGW, NE would have the responsibility enforcing security policies towards other security domains.

7.3 Reference points
7.3.1 Sa reference point
Sa reference point is located between SSGWs, NEs or SSGW and NE which belongs to different security domains. This reference point is for providing security interconnection, to support protection of domain. The Sa-interface covers all signalling between domains and is mandatory for connecting between operators. 
The implementation of Sa-interface between SSGW and NE or NEs is optional which is mean that it depends on security policy of operator.

7.3.2 Sb reference point
Sb reference point is located between SSGWs and NEs or between NEs within the same security domain. The Sb-interface is optional for implementation. 
Sb-interface is legacy interface without security connection, which means that neither NE nor SSGW need mutual authentication each other.
The SSGW shall maintain explicit policy configuration for each NE allowed to communicate with when Sb interface is implemented.


Editor’s note: Interface between NEs should be different from interface between NE and SSGW.


7.3.3 Sc reference point
Sc reference point is located between SSGW/NE and CA. This reference point is for distribution and validation certificates for NE and SSGW. CA issues certificates to NEs for communication between NEs and between NE and SSGW within the responsible domain i.e. Sb-interface. The procedures of Sc is are referred to ITU-T Recommendation X.509.

Editor’s note: Interface between NE and CA should be different from interface between SSGW and SSGW.

8 Signalling requirements for interconnection between trustable network entities
[editor note] This clause describes the signalling requirements between different entities.
Such as:  key management, ensuring backward compatibility
TDB
The signalling between SSGWs (security domains) shall provide:
-	signalling data integrity;
-	data origin authentication;
Each SSGW has keys associated with the entity for signing and validation by the SSGW received. Digital signature derive from the key and hash of data shall be included in the sending message for the receiver to validate the sender. Execution of signalling process at receive side occurs only when the sender is validated.
The Sa reference point should allow information exchange as follows:
	Information element
	Description
	Category

	Original information
	The original payload should be verified by receiver
	M

	Digital signature
	the special algorithm result from private key and data (original information) hashing 
	


The information elements are sent together with other IEs received from the NEs, e.g. IE1, IE2 in the message on the Sa interface.
Figure 8-1 shows the information flow between the SSGWs through the Sa interface.

Figure 8-1 – Information flow
This procedure is used to push digital signature information from the sender SSGW to the other SSGWs in another security domain. This information flow occurs on the connection between the two SSGWs that afford trustable signalling traffic.


9 Procedures for interconnection between trustable network entities
TDB
10 Security considerations
TDB

_______________________
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