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Source:	Nokia, Nokia Shanghai Bell
Title:	Pseudo-CR on UDICOM Authentication
Spec:	3GPP TS <TS number and version>
Agenda item:	6.1.8
Document for:	Decision

1. Introduction
<Introduction part (optional)>
2. Reason for Change
Add Authentication flow to the TS
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS <TS number and version>.

* * * First Change * * * *
[bookmark: _Toc6922552]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.002: "Network Architecture".
[x]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[y]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[bookmark: _Toc3301738]* * * Next Change * * * *
[bookmark: _Toc3301741]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ACRONYM>	<Explanation>
5GS UDR	5G Unified Data Repository
EPS UDR	EPS User Data Repository

[bookmark: _Toc3301742]* * * Next Change * * * *
[bookmark: _Toc3301744]4.2	Authentication
4.2.1	General
A subscriber's authentication vectors shall be calculated in one single place in the system which is either the UDM or the HSS. For a 5G subscriber without EPS subscription this shall be the UDM; for an EPS subscriber without 5GS subscription this shall be the HSS. For subscribers with both 5G and EPS subscription two alternative options exist: Vector calculation in the UDM and vector calculation in the HSS. Subscription data stored in the 5GS-UDR and EPS-UDR indicates which option is to be used for a given subscriber.
4.2.2	Vector Generation in HSS
When the UDM receives an authentication information Request from the AUSF it shall check (by means of an 5GS-UDR query) whether the subscribed authentication method is 5G_AKA or EAP_AKA_PRIME and if so whether 5G authentication vector generation for the identified subscriber shall be done in the HSS. If so, the UDM shall make use of the Nhss_UEAuthentication Get service operation to retrieve a 5G authentication vector from the HSS.
Figure 4.2-1 shows the scenario where the authentication vector request for a 5G subscriber who also has an EPS subscription is received by the UDM.


Figure 4.2-1: Authentication for 5G subscriber with authentication vector generation in HSS
1.	The UDM receives an Authentication Vector request, containing the identity of the user (SUPI or SUCI). If SUCI is received, the UDM performs SUCI to SUPI de-concealment. For details of the Nudm_UEAuthentication Service see 3GPP TS 23.502 [x] and 3GPP TS 33.501 [y].
[bookmark: _GoBack]2.	The UDM queries the 5GS-UDR using the SUPI to retrieve Authentication Subscription Information. In this scenario the Authentication Subscription Information contains a subscribed authentication method of 5G_AKA or EAP_AKA_PRIME and an indicator indicating that authentication vector generation shall be performed in the HSS.
3.	The UDM uses the Nhss_UEAuthentication Get service operation to retrieve an authentication vector from the HSS. The request contains the IMSI the authentication method and serving network name.
4.	The HSS reads authentication subscription data from the EPS-UDR. This step is ommitted if all relevant authentication subscription data are stored locally in the HSS.
5.	The HSS (AuC) calculates the requested authentication vector taking into account the serving network name and authentication method received in step 3 and the authentication subscription information retrieved from the EPS-UDR.
6.	The calculated authentication vector is sent to the UDM.
7.	The HSS updates the EPS-UDR with the new sequence number. This step is ommitte if the sequence number is stored locally in the HSS.
8.	The UDM forwards the authentication vector to the AUSF.
4.2.3	Vector Generation in UDM
tbc
[bookmark: _Toc3301745]* * * Next Change * * * *
[bookmark: _Toc3819406]5.1	HSS Services
[bookmark: _Toc532315947]5.1.1	General
The following table illustrates the HSS Services.
Table 5.1.1-1: NF services provided by HSS
	NF service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	UE Authentication
	Get
	Request/Response
	UDM



5.1.2	Nhss_UEAuthentication_Get service operation
Service operation name: Nhss_UEAuthentication_Get
Description: Requester NF gets the authentication vector from HSS. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. 
Inputs, Required: IMSI, authentication method, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication vector.
Outputs, Optional: None. 

* * * Next Change * * * *
5.3	UDR Services
The UDM shall make use of the Nudr_DataRepository Query service operations specified in 3GPP TS 23.502 [x] to retrieve Authentication Subscription Data. If the subscribed authentication method is 5G_AKA or EAP_AKA_PRIME, the AuthenticationSubscriptionData shall include an indicator indicating whether for the identified subscriber authentication vector generation is to be performed by the HSS. 
[bookmark: historyclause][bookmark: _Toc3301752]
* * * End Of Change * * * *
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