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1. Introduction
This pCR targets to add new subclause in clause 9 of this TR to address the impacts of QUIC on troubleshooting matters.
2. Reason for Change
This pCR proposes to add new subclause in clause 9 of this TR to address the impacts of QUIC on troubleshooting matters in general and in particular on network level troubleshooting and application level troubleshooting.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.893 v1.1.0.

* * * First Change * * * *
9.Y	Impacts on Troubleshooting
9.Y.1	Introduction
This subclause aims at highlighting the main impacts of QUIC introduction on maintenance and troubleshooting matters.
Indeed, in order to improve end-to-end protection, TLS 1.3 and QUIC enforce the usage of ephemeral cipher suites and Perfect Forward Secrecy (PFS). The latter prevents an attacker that managed somehow to steal the private key of a server from extracting the application layer content of exchanges she captured in the past. In practice, the existing OAM (Operation And Maintenance) solutions which are designed to work for RSA cipher suites would hence not be able to troubleshoot PFS traffic. 
This subclause also details the impacts of using QUIC-based signalling protocol stack between 2 5G NFs for the cases introduced in annex E of 3GPP TS 23.501 [2].
For the troubleshooting of communication options C and D (see annex E of 3GPP TS 23.501 [2]), it is important to recall that:
-	HTTP multiplexing (for either HTTP/2, QUIC or both) adds complexity as it requires streams identifiers mapping;
-	Credentials (e.g. from session keys to private keys) exchange across PLMNs or with MVNOs is something rarely acceptable for all parties.
The following two subclauses point out the main identified impacts of QUIC on network level and HTTP/3 level troubleshooting. 

9.Y.2	Traffic analysis and application tracing with PFS
Debugging requires traffic analysis and inspection of application layer exchanges. As QUIC encrypts together the transport headers and the application data (i.e. payload), debugging would require full connection decryption. Usually, exchanges are captured in a large ring buffer and decrypted if necessary with the server credentials. Perfect Forward secrecy adds a lot of operational complexity because it requires either the storage of any session keys in advance or the replay, the storage of the session keys of the sessions to be tracked and the saving of the session key. 
PFS complexity applies to TLS 1.3. But QUIC decryption is per design trickier as each QUIC connection has at least 3 keys (0-RTT key, 1-RTT key, packet number encryption key) and also because 1-RTT key changes dynamically.

9.Y.3	Network level troubleshooting
The following impacts are foreseen for network level troubleshooting:
-	QUIC is intended to replace both TLS and TCP. One of the main differences indeed is that QUIC encrypts the transport header in addition to the payload, which is highly relevant for the network level troubleshooting matters. The existing Network OAM (Operation And Maintenance) solutions which are designed to make use and act on TCP headers would hence not be able to troubleshoot QUIC traffic and even less be easily adaptable to perform this task.
-	Moreover, QUIC includes a measurement bit, named spinbit, which allows in-path probes to measure both the round trip delay and the decomposition of the delay on both sides. This is directly usable for options A and B for monitoring and troubleshooting the performance of the network between 2 NFs. Its usage for the options C and D though requires additionally the mapping of the observations on both legs of the SCP.
-	As of version 19, QUIC specifications do not support packet loss measurement. 
-	So as to enable an  in dept analysis of the performance (e.g. flow control, etc.) between a consumer NF and a producer NF the decryption of the entire QUIC message is often required in order to read the transport parameters of the QUIC packet header. Contrary to HTTP2 over TLS, this has the side effect of decrypting and revealing application layer information to network probes.
-	As already mentioned, options C and D (see annex E of 3GPP TS 23.501 [2]) flow control troubleshooting would also require streams identifiers mapping in order to get an end to end view.
.
9.Y.4	Application level troubleshooting
The identified impacts on application level troubleshooting are depicted hereinafter for each one of the four communication option defined in annex E of TS 23.501.
-	Option A - Direct communication without NRF interaction;
Analysing the exchanges between a consumer NF and a producer NF requires the decryption of QUIC traffic. Debugging currently relies on the analysis of the exchanges captured by probes. As QUIC imposes the usage of PFS, the decryption of PFS traffic by a probe requires credentials information from the 2 peers. This would increase the complexity of the OAM (Operation And Maintenance) solutions.
-	Option B - Direct communication with NRF interaction;
Same as option A.
-	Option C - Indirect communication without delegated discovery;
HTTP/2 is carried either in clear or over TLS. When carried over TLS, HTTP/2 can use either TLS 1.2 or TLS 1.3 versions. When HTTP/2 is carried over TLS 1.2, the two legs of the communication might not use the same cypher suites because both HTTP/2 and QUIC specifications do not recommend the same cypher suites.
As the signalling path is made of at least two legs, application level troubleshooting by external probes would require the credentials of the two sessions so as to be able to decrypt the message exchanges. Analysis would additionally require stream identifiers mapping. 
QUIC is used only in one leg of the communication path.
Case where QUIC is used in both legs:
There is only one version of HTTP/2.  Versioning is a feature of QUIC though. Consequently, the application level troubleshooting tools must be able to decode, map and synchronize exchanges of different versions of QUIC.
-	Option D - Indirect communication with delegated discovery.
Same as option C.
* * * End of Changes * * * *

