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	Reason for change:
	In subclause 19A in TS 23.007, there is a requirement:

"The Recovery Time Stamp signalled in the PFCP message is associated with the PFCP entity identified by the sender's F-SEID or IP address of CP or UP function if present in the message, otherwise (e.g. in Heartbeat request message) it is associated with the PFCP entity identified by the source IP address of the message."

However, there is no PFCP message that can include both Recovery Time Stamp and sender's F-SEID. There are only Heartbeat Request/Response and PFCP Association Setup Request/Response messages that can include Recovery Time Stamp, but these messages have no F-SEID.

In addition, there are many implementations that a node has front-end and back-end IP address, e.g. a CPF may use another IP address other than the IP address used for establishing the PFCP Association to establish a PFCP Session. In such case, that IP address may also be path supervised, so that it may receive a heartbeat request or send a heartbeat request, where the Recovery Time Stamp is included. 
In PFCP, the Node ID is used to identify a PFCP association; where the Node ID can be an IP address or a FQDN.
As in C4-187078, it was proposed that a PFCP entity shall include the same local Recovery Time Stamp to a given PFCP peer entity when there are multiple signalling IP paths between two PFCP entities.
However, most of companies prefer to associate the Recover Time Stamp with an IP address, as it is in GTPv2.

So, in Rev1, it is proposed:
The Recovery Time Stamp signalled in a PFCP message shall be interpreted as follows:
-
the Recovery Time Stamp included in a PFCP Association Setup Request/Response message is associated with the sending PFCP entity identified by the Node ID, i.e. if a newer Recovery Time Stamp is received, this indicates all PFCP sessions associated with that PFCP Association, identified by the Node ID, have been lost; 
-
the Recovery Time Stamp included in the Heartbeat Request/Response message is associated with the sending PFCP entity identified by the source IP address, i.e. if a newer Recovery Time Stamp is received, this indicates all PFCP session associated with the IP address have been lost. 
The Recovery Time Stamp signaled in the PFCP Association Setup Request/Response and Heartbeat Request/Response message are independent and shall be stored separately by the PFCP peer. 
Rev2: Specify the requirement that a PFCP Peer shall only detect the Recovery Timestamp included in the Heartbeat Request/Response message. 

A PFCP entity, that receives a PFCP Association Setup Request shall always establish a new PFCP association and delete the existing PFCP Association identified by the Node ID included in the request and any PFCP Sessions associated with, regardless of the Recovery Timestamp received in the request.


	
	

	Summary of change:
	Clarify the handling of Recovery Time Stamp in PFCP.

	
	

	Consequences if not approved:
	Ambigous requirements lead incorrection implemention and interworking between different vendors will not be possible. 

	
	

	Clauses affected:
	19A

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

19A
PFCP based restart procedures

Across PFCP based interfaces, an SGW-C, SGW-U, PGW-C and PGW-U Node shall utilize PFCP Heartbeat Request and Heartbeat Response messages to detect and handle a peer PFCP failure or restart.

A PFCP entity shall maintain two Recovery Time Stamps:

-
in volatile memory a remote Recovery Time Stamp of a peer with which the entity is in contact;

-
in non-volatile memory own, or local Recovery Time Stamp that was sent to a peer.
After a PFCP entity has restarted, it shall immediately update all local Recovery Time Stamps and shall clear all remote Recovery Time Stamps. 

A PFCP entity may have a common local Recovery Time Stamp for all peers, or it may have a separate local Recovery Time Stamp for each peer.

A PFCP entity may probe the liveliness of each peer with which it is in contact by sending a Heartbeat Request message (see clause 20 "Path management procedures"). 
The Recovery Time Stamp signalled in the PFCP Heartbeat Request and Response messages is associated with the PFCP entity identified by the source IP address of the message.
The PFCP entity that receives a Recovery Time Stamp Information Element from a PFCP peer shall compare the received remote Recovery Time Stamp value with the previous Recovery Time Stamp value stored for that peer entity. 

-
If no previous value was stored, the Recovery Time Stamp value received in the Heartbeat Request or Response messages shall be stored for the peer.

-
If the value of a Recovery Time Stamp previously stored for a peer is smaller than the Recovery Time Stamp value received in the Heartbeat Request or Response message, this indicates that the entity that sent the Heartbeat Response or the PFCP message has restarted. The received, new Recovery Time Stamp value shall be stored by the receiving entity, replacing the value previously stored for the peer. 
-
If the value of a Recovery Time Stamp previously stored for a peer is larger than the Recovery Time Stamp value received in the Heartbeat Request or Response message, this indicates a possible race condition (newer message arriving before the older one). The received Sx node related message and the received new Recovery Time Stamp value shall be discarded and an error may be logged.
A PFCP entity, that receives a PFCP Association Setup Request shall proceed with: 

-
establishing the PFCP association; and 

-
deleting the existing PFCP association and associated PFCP sessions, if a PFCP association was already established for the Node ID received in the request, regardless of the Recovery Timestamp received in the request.
A PFCP entity shall ignore the Recovery Timestamp received in PFCP Association Setup Response message.
* * * End of Changes * * * *


