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1. Reason for Change
This document starts comparing HTTP/QUIC features that are applicable to 5GC SBIs with HTTP/2 over TLS/TCP as supported in Rel-15. 
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.893 v0.3.0.
* * * First Change * * * *
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* * * Next Change * * * *

5.6
Comparison of Applicable Features with R15 Transport


Table 5.6-1 provides a comparison of the features supported by HTTP/QUIC that are applicable to the 5GC SBI with HTTP/2 over TLS/TCP, based on the requirements from Transport Protocol for 3GPP 5GC SBI defined in subclause 5.2 and additional evaluation criteria. 
Table 5.6-1: Comparison of HTTP/QUIC and HTTP/2
	Requirement/ Evaluation Criterion
	HTTP/2 over TLS/TCP

	HTTP/QUIC


	R1. Reliable message delivery


	TCP supports reliable and order-of-transmission delivery of data. 
	QUIC supports reliable and order-of-transmission delivery of data per stream.


	R2. Flow control and congestion control mechanism


	Flow control is supported at connection and stream levels.
TCP provides end-to-end congestion control, but with significant throughput reduction in case of packet loss.

	Flow control is supported at connection and stream levels.
QUIC provides a congestion control mechanism based on TCP NewReno. Performance is FFS.

	R3. Support of connection semantics

	One HTTP connection maps to one TCP connection. 
	One HTTP connection maps to one QUIC connection. 

	R4. Failure to deliver one message shall not block subsequent messages

	Head-Of-Line (HOL) blocking occurs if TCP segments get lost, delaying the delivery of all subsequent HTTP requests/responses until the lost segments are retransmitted.
	QUIC avoids blocking the delivery of data for any other streams when a packet loss contains only part of a stream. 



	R5. Transport protocol supports mechanisms to authenticate peer endpoint and to secure transfer of application messages

	Authentication and secure transfer of application messages are provided by TLS (unless security is provided by other means).
NF service access authorization relies on OAuth2 using TLS. 

	QUIC uses TLS 1.3 for key establishment, but it has its own encryption and integrity layer that protects the QUIC packets. 
NF access authorisation is FFS.
 

	A1. Framing and Multiplexing
	HTTP/2 supports multiplexing multiple parallel requests in separate streams in a non-blocking fashion (at HTTP level) over the same TCP connection. 
See also R4 for HOL at TCP level. 
	QUIC/HTTP supports multiplexing of multiple parallel requests in separate streams in a non-blocking fashion over the same QUIC connection.
HTTP/2 streams are mapped one to one into QUIC streams. 


	A2. Connection Setup Improvements
	
	By combining connection setup and TLS handshakes, QUIC improves connection setup latency and security allowing 0-RTT connection setup. However, the precondition of the improvement is that the NF service consumer has had an earlier connection with the NF service provider so that it can reuse the earlier learnt connection settings including the security keys for 0-RTT. When using stateless services, no earlier connection to the same service instance can be assumed. In addition, if the connection is persistent the impact of 0-RTT connection setup is minimal to the overall performance.  This improvement has a limited applicability to SBI.   



	A3. Failover to Alternate Path 
	TCP does not support multi-homing. 

Failover to alternate paths can be supported by setting up additional TCP connections.


	QUIC supports client-side migration after the handshake has completed, and server-side migration shortly after the connection handshake, giving some flexibility to move the connection between interfaces without terminating the QUIC connection. 
Failover to alternate paths can also be supported by using additional QUIC connections.

	A4. Low Response Time
	Significant throughput reduction by TCP in overload and TCP head-of-line blocking are potential issues.
	QUIC based transport avoids head of-line blocking. 

	A5. Scalability
	FFS
	FFS

	A6. Time of Availability of used standards
	Already available.
	Planned completion by July 2019.

	A7. Ease of troubleshooting and Monitoring
	Many tools exist to trace/monitor HTTP REST APIs. 

If TLS end-to-end encryption is used, this renders centralized logging at intermediates impossible.

An HTTP response follows the same path as its request as it is sent on the same TCP connection.
	Many tools exist to trace/monitor HTTP REST APIs, but less widespread support for QUIC so far.
QUIC requires end-to-end encryption that would render centralized logging at intermediates impossible.

An HTTP response follows the same path as its request as it is sent on the same QUIC connection.

	A8. Ease of traversal of carrier-grade ALG/NAT/firewall
	Need to configure operator-grade firewalls to pass TCP/TLS/HTTP. For bidirectional communication, configuration for two connections may be required, but security gateways can reduce the number of required connections (see 3GPP TS 33.210 [x]).
	Need to configure operator-grade firewalls to pass UDP/QUIC. For bidirectional communication, configuration for two connections may be required, but security gateways can reduce the number of required connections (see 3GPP TS 33.210 [x]).

	A9. Impacts to GSMA GRX/IPX
	Support being defined for Rel-15 

(see GSMA NG.113 [y]). 
	No HTTP/QUIC support so far. 

	A10.
Use of proxies

	HTTP/2 supports the use of proxies in the path.
	Proxy functionality still at very early stage (see subclause 6.2).

	A.11 Idle HTTP connections 
	PING frames are used to test whether a connection is still alive.
	PING frames are used to test whether a connection is still alive and to keep the connection alive (QUIC endpoint declares an idle timeout during the handshake. If the connection remains idle (no packets received) for longer than the advertised idle timeout, the peer will assume that the connection has been closed).


* * * End of Changes * * * *

