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* * * First Change * * * *

5.4.2.2.1
General

This service operation is used by an NF Service Consumer to request an OAuth2 access token from the authorization server (NRF).
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Figure 5.4.2.2.1-1: Access Token Request 

1.
The NF Service Consumer shall send a POST request to the "Token Endpoint", as described in IETF RFC 6749 [16], clause 3.2. The "Token Endpoint" URI shall be:


{nrfApiRoot}/oauth2/token


where {nrfApiRoot} represents the concatenation of the "scheme" and "authority" components of the NRF, as defined in IETF RFC 3986 [17].

The body of the HTTP POST request shall indicate that the required OAuth2 grant must be of type "Client Credentials". The "scope" parameter shall include the name of the NF Service that the NF Service Consumer is trying to access (i.e., the expected NF service name) and the following information shall be carried as additional parameters:

-
NF Instance Id of the the NF Service Consumer requesting the OAuth2.0 access token;

-
The NF type of the NF Service Producer; and 

-
NF Service Consumer type

Editor's Note: Whether NF instance Id of the NF service producer needs to be included in the request is FFS.

The NF Service Consumer shall use TLS for mutual authentication with the NRF in order to access this endpoint, if the PLMN uses protection at the transport layer. Otherwise the NF Service Consumer shall use NDS or physical security to mutually authenticate with the NRF as specified in subclause 13.3.1 of 3GPP TS 33.501 [15].

2.
On success, "200 OK" shall be returned, the payload body of the POST response shall contain, among other parameters, the requested access token, the token type and the expiration time for the token. The access token shall be a JSON Web Token (JWT) as specified in IETF RFC 7519 [25]. The access token returned by the NRF shall include the claims encoded as a JSON object as specified in subclause 6.3.5.2.4 and then digitally signed using JWS as specified in IETF RFC 7515 [24] and in subclause 13.4.1 of 3GPP TS 33.501 [15].

The digitally signed access token shall be converted to the JWS Compact Serialization encoding as a string as specified in clause 7.1 of IETF RFC 7515 [24].

If the access token request fails at the NRF, the NRF shall return "400 Bad Request" status code, including a JSON object in the response payload, that includes details about the specific error that occurred. 

* * * Next Change * * * *

A.4
NRF OAuth2 Authorization
openapi: 3.0.0

info:

  version: '1.PreR15.1.0'

  title: 'NRF OAuth2'

  description: 'NRF OAuth2 Authorization'

paths:

  /oauth2/token:

    post:

      summary: Access Token Request

      operationId: AccessTokenRequest

      tags:

        - Access Token Request

      security:

        - basic: []

      requestBody:

        content:

          application/x-www-form-urlencoded:

            schema:

              $ref: '#/components/schemas/AccessTokenReq'
        required: true

      responses:

        '200':

          description: Successful Access Token Request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AccessTokenRsp'
          headers:

            Cache-Control:

              $ref: '#/components/headers/cache-control'

            Pragma:

              $ref: '#/components/headers/pragma'

        '400':

          description: Error in the Access Token Request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AccessTokenErr'
          headers:

            Cache-Control:

              $ref: '#/components/headers/cache-control'

            Pragma:

              $ref: '#/components/headers/pragma'

components:





  headers:

    cache-control:

      required: true

      schema:

        type: string

        enum:

          - no-store

    pragma:

      required: true

      schema:

        type: string

        enum:

          - no-cache

  schemas:

    AccessTokenReq:

      format: x-www-form-urlencoded

      required:

        - grant_type

        - nfInstanceId

        - nfType

        - targetNfType

        - scope

      properties:

        grant_type:

          type: string

          enum:

            - client_credentials

        nfInstanceId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        nfType:

          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'

        targetNfType:

          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'

        scope:

          type: string

          pattern: '^([a-zA-Z0-9_]*[*]{0,1})$'

    AccessTokenRsp:

      type: object

      required:

        - access_token

        - token_type

      properties:

        access_token:

          type: string

          description: JWS Compact Serialized representation of JWS signed JSON object (AccessTokenClaims)

        token_type:

          type: string

        expires_in:

          type: integer

        scope:

          type: string

          pattern: '^([a-zA-Z0-9_]*[*]{0,1})$'

    AccessTokenClaims:
      type: object

      required:

        - issuer

        - subject

        - audience

        - scope

        - expiration

      properties:

        issuer:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        subject:
          type: string

        audience:
          type: array

          items:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'

        scope:
          type: string

          pattern: '^([a-zA-Z0-9_]*[*]{0,1})$'

        expiration:
          type: integer

    AccessTokenErr:

      type: object

      required:

        - error

      properties:

        error:

          type: string

          enum:

            - invalid_request

            - invalid_client

            - invalid_grant

            - unauthorized_client

            - unsupported_grant_type

            - invalid_sope

        error_description:

          type: string

        error_uri:

          type: string

externalDocs:

  description: Documentation

  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.510/'

* * * End of Changes * * * *
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