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* * * First Change * * * *

Annex A (normative):
OpenAPI Specification
A.x1
General 

This Annex specifies the formal definition of the N32 Handshake API(s) on the N32-c interface. It consists of OpenAPI 3.0.0 specifications, in YAML format.

A.x2
N32 Handshake API
openapi: 3.0.0

info:

  version: '1.PreR15.1.0'

  title: 'N32 Handshake API'

  description: 'N32-c Handshake'

servers:

  - url: '{apiRoot}/n32c-handshake/v1'

    variables:

      apiRoot:

        default: https://example.com

        description:  apiRoot as defined in subclause 4.4 of 3GPP TS 29.501.
paths:

  /exchange-capability:

    post:

      summary:  Security Capability Negotiation 

      tags:

        - Security Capability Negotiation

      operationId: PostExchangeCapability

      requestBody:

        description: Custom operation for security capability negotiation

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SecNegotiateReqData'

      responses:

        '200':

          description: OK (Successful negitiation of security capabilities)

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SecNegotiateRspData'

        '400': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '411': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          description: Unexpected error

  /exchange-params:

    post:

      summary: Parameter Exchange

      tags:

        - Parameter Exchange

      operationId: PostExchangeParams

      requestBody:

        description: Custom operation for parameter exchange

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SecParamExchReqData'

      responses:

        '200':

          description: OK (Successful exchange of parameters)

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SecParamExchRspData'

        '400': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '411': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          description: Unexpected error

  /n32f-terminate:

    post:

      summary: N32-f Context Terminate

      tags:

        - N32-f Context Terminate

      operationId: PostN32fTerminate

      requestBody:

        description: Custom operation for n32-f context termination

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/N32fContextInfo'

      responses:

        '200':

          description: OK (Successful exchange of parameters)

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/N32fContextInfo'

        '400': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '411': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503': 

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          description: Unexpected error

components:

  schemas:

    SecurityCapability:

      anyOf:

        - type: string

          enum:

            - TLS

            - ALS

        - type: string

    ApiSignature:

      oneOf:

        - $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

    HttpMethod:

      anyOf:

        - type: string

          enum:

            - GET

            - PUT

            - POST

            - DELETE

            - PATCH

            - HEAD

            - OPTIONS

            - CONNECT

            - TRACE

        - type: string    

    IeType:

      anyOf:

        - type: string

          enum:

            - UEID

            - LOCATION

            - KEY_MATERIAL

            - AUTHENTICATION_MATERIAL

            - AUTHORIZATION_TOKEN

            - OTHER

            - NONSENSITIVE

        - type: string

    IeLocation:

      anyOf:

        - type: string

          enum:

            - URI_PARAM

            - HEADER

            - BODY

            - MULTIPART_BINARY

        - type: string

    IeInfo:

      type: object

      required:

        - ieLoc

        - ieType

      properties:

        ieLoc:

          $ref: '#/components/schemas/IeLocation'

        ieType:

          $ref: '#/components/schemas/IeType'

        reqIe:

          type: string

        rspIe:

          type: string

        isModifiable:

          type: boolean

    ApiIeMapping:

      type: object

      required:

        - apiSignature

        - apiMethod

        - IeList

      properties:

        apiSignature:

          $ref: '#/components/schemas/ApiSignature'

        apiMethod:

          $ref: '#/components/schemas/HttpMethod'

        IeList:

          $ref: '#/components/schemas/IeInfo'

    ProtectionPolicy:

      type: object

      required:

        - apiIeMappingList

      properties:

        apiIeMappingList:

          type: array

          items:

            $ref: '#/components/schemas/ApiIeMapping'

        dataTypeEncPolicy:

          type: array

          items:

            $ref: '#/components/schemas/IeType'

    SecNegotiateReqData:

      type: object

      required:

        - sender

        - supportedSecCapabilityList

      properties:

        sender:

          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'

        supportedSecCapabilityList:

          type: array

          items:

            $ref: '#/components/schemas/SecurityCapability'

    SecNegotiateRspData:

      type: object

      required:

        - sender

        - selectedSecCapability

      properties:

        sender:

          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'

        selectedSecCapability:

          $ref: '#/components/schemas/SecurityCapability'

    SecParamExchReqData:

      type: object

      required:

        - n32fContextId

      properties:

        n32fContextId:

          type: string

        jweCipherSuiteList:

          type: array

          items: 

            type: string

        jwsCipherSuiteList:

          type: array

          items:

            type: string

        protectionPolicyInfo:

          $ref: '#/components/schemas/ProtectionPolicy'

    SecParamExchRspData:

      type: object

      required:

        - n32fContextId

      properties:

        n32fContextId:

          type: string

        selectedJweCipherSuite:

          type: string

        selectedJwsCipherSuite:

          type: string

        selProtectionPolicyInfo:

          $ref: '#/components/schemas/ProtectionPolicy'

    N32fContextInfo:

      type: object

      required:

        - n32fContextId

      properties:

        n32fContextId:

          type: string
* * * End of Changes * * * *

