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	Reason for change:
	In clause 5.13.2 and 5.13.3, the mechanism for detecting ARP / IPv6 Neighbour Discovery is specified as
-
an Ethernet Packet Filter containing EtherType 34525 (hexadecimal 0x86DD), a SDF Filter containing a Flow Description identifying IPv6 Next Header type as 58 and ICMP Field Type as 135 and associate the PDR with a FAR, for forwarding ARP traffic to the SMF.

However the description of Flow Description of SDF Filter in clause 8.2.5 states:

The Flow Description field, when present, shall be encoded as an OctetString as specified in subclause 5.4.2 of 3GPP TS 29.212 [8]. 

Subclause 5.4.2 of TS 29.212 says:

The IPFilterRule type shall be used with the following restrictions:

-
The parameter encoding shall comply with  IETF RFC 6733 [61].

-
No "options" shall be used.
-
The invert modifier "!" for addresses shall not be used.

The ICMP field type values are specified in an IPFilterRule through the "options" part as specified in section 4.3.1 of IETF RFC 6733
IPFilterRule filters MUST follow the format:

         action dir proto from src to dst [options]

options:

icmptypes types ICMP packets only. Match if the ICMP type is in the list types. The list may be specified as any combination of ranges or individual types separated by commas. Both the numeric values and the symbolic values listed below can be used. The supported ICMP types are:

echo reply (0), destination unreachable (3), source quench (4), redirect (5), echo request (8), router advertisement (9), router solicitation (10), time-to-live exceeded (11), IP header bad (12), timestamp request (13),

timestamp reply (14), information request (15),

information reply (16), address mask request (17),

and address mask reply (18).

There are multiple issues:

1. TS 29.212 doesnt allow to specify "options" part in Flow Description and hence there is no way to specify ICMP Type 138

2. Even if the rule in TS 29.212 were to be relaxed, the list of allowed ICMP types specified in RFC 6733 does not contain 138.

Hence the right way to classify a IPv6 neighbour discovery packet in the UPF is to use a pre-defined application ID as specified in subclause 8.2.5

-
extend the packet inspection beyond the possibilities described above and look further into the packet. Such service data flow filters need to be predefined in the PGW-U, as specified in subclause 5.11 of 3GPP TS 23.214 [2].



	
	

	Summary of change:
	1. Clarify that for IPv6 ND packet classification, a pre-defined application ID is used.

	
	

	Consequences if not approved:
	IPv6 Neighbor Discovery Proxying functionality will not work for Ethernet PDU sessions

	
	

	Clauses affected:
	5.13.2, 5.13.3
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	Other comments:
	This is a re-submission of revision 2 of CR 0155 (C4-186400) since at the moment pre-defined PDR concept is not yet agreeable and the only agreed mechanism that can be used to describe the packet filters for IPv6 ND is application ID.


* * * First Change * * * *

5.13.2
ARP or IPv6 Neighbour Advertisement Proxying in SMF

If the SMF requests the UPF to forward all ARP or IPv6 Neighbour Solicitation traffic to the SMF to do the ARP or IPv6 Neighbour Advertisement proxying for Ethernet PDU sessions, the SMF shall provision a PDR in the UPF with:

-
an Ethernet Packet Filter containing EtherType 2054 (hexadecimal 0x0806) and associate the PDR with a FAR, for forwarding ARP traffic to the SMF; and/or
-
 a PDI containing an application ID such that the identified application ID matches against EtherType 34525 (hexadecimal 0x86DD), IPv6 Next Header type as 58 and ICMP Field Type as 135 and associate the PDR with a FAR, for forwarding IPv6 Neighbour Solicitation traffic to the SMF.

In this case, the user plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using GTP-U encapsulation (see subclause 5.3.1).

The SMF shall perform ARP proxying as specified in IETF RFC 1027 [32] and/or IPv6 Neighbour Advertisement Proxying as specified in IETF RFC 4861 [33] in this case.
* * * Next Change * * * *

5.13.3
ARP or IPv6 Neighbour Advertisement Proxying in UPF
If the SMF requests the UPF to do ARP or IPv6 Neighbour Advertisement proxying for an Ethernet PDU session, the SMF shall provision a PDR in the UPF with:

-
an Ethernet Packet Filter containing EtherType 2054 (hexadecimal 0x0806) and associate the PDR with a FAR that has the ARP bit in Proxying IE of the Forwarding Parameters IE set to 1; or

-
a PDI containing an application ID such that the identified application ID matches against EtherType 34525 (hexadecimal 0x86DD), IPv6 Next Header type as 58 and ICMP Field Type as 135 and associate the PDR with a FAR that has the INS bit in Proxying IE of the Forwarding Parameters IE set to 1.

The UPF shall perform ARP proxying as specified in IETF RFC 1027 [32] and/or IPv6 Neighbour Advertisement Proxying as specified in IETF RFC 4861 [33] in this case.

* * * End of Changes * * * *

