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* * * First Change * * * *

5.2.2.2.2
5G AKA 

In this procedure, the NF Service Consumer (AMF) requests the authentication of the UE by providing UE related information and the serving network name and the 5G AKA is selected. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the UE:
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Figure 5.2.2.2.2-1: 5G AKA
1.
The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the Serving Network Name.
2a.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "5g-aka-confirmation". The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a PUT for the confirmation.

2b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. If the serving network is not authorized, the AUSF shall use the SERVING_NETWORK_NOT_AUTHORIZED "cause".

3.
Based on the relation type, the NF Service Consumer (AMF) deduces that it shall send a PUT containing the "RES*" provided by the UE to the URI provided by the AUSF or derived by itself.
4a.
On success, "200 OK" shall be returned.

4b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
* * * Next Change * * * *

6.1.3.1
Overview
The structure of the Resource URIs of the "Authenticate" service is shown in Figure 6.1.3.1-1
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Figure 6.1.3.1-1: Resource URI structure of the AUSF API

Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.1.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-authentications

(Collection)
	{apiRoot}/nausf-auth/v1/ue-authentications
	POST
	Initiate the authentication process by providing inputs related to the UE

	5g-aka-confirmation

(Document)
	{apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}/5g-aka-confirmation


	PUT
	Put the UE response from the 5G-AKA process.

	eap-session 

(Document)
	{apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}/eap-session
	POST
	Post the EAP response from the UE.
See NOTE.

	NOTE:
This POST is used to provide EAP response to the AUSF in a sub-resource (Document) generated by the first POST operation. As this operation is not idempotent (it triggers subsequent EAP operations), a PUT was not adequate.


* * * Next Change * * * *

6.1.6.2.7
Type: EapSession
Table 6.1.6.2.7-1: Definition of type EapSession

	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	contains the EAP packet.

	kSeaf
	Kseaf
	C
	0..1
	if the authentication is successful, the Kseaf shall be included

	_links
	map(LinksValueSchema)
	C
	0..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "eap-session" and the URI to continue the EAP session.

See NOTE.

	authResult
	AuthResult
	C
	0..1
	indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.


* * * Next Change * * * *

6.1.6.3.5.2
The "5g-aka" Link relation

The value "5g-aka" specifies that the value of the href attribute is the URI where NF Service Consumer shall send a PUT containing the result "RES*" received from the UE.
* * * Next Change * * * *

A.2
Nausf_UEAuthentication API
openapi: 3.0.0

info:

  version: 1.preR15.0.0
  title: AUSF API

  description: openAPI specification for AUSF

servers:

  - url: '{apiRoot}/nausf-auth/v1'
security:

  - oAuth2Clientcredentials: []
paths:

  /ue-authentications:

    post:

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfo'

        required: true

      responses:

        '201':

          description: UEAuthenticationCtx

          content:

            application/3gppHal+json:

              schema:

                $ref: '#/components/schemas/UEAuthenticationCtx'

        '400':

          description: Bad Request from the AMF

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '403':

          description: Fordidden due to serving network not authorized

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /ue-authentications/{authCtxId}/5g-aka-confirmation:
    put:

      parameters:

        - name: authCtxId
          in: path

          required: true

          schema:

            type: string

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ConfirmationData'

      responses:

        '200':

          description: Request processed (EAP success or Failure)

          content:

            application/json:

              schema:
                $ref: '#/components/schemas/ConfirmationDataResponse'
        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /ue-authentications/{authCtxId}/eap-session:
    post:

      operationId: EapAkaPrime

      parameters:

        - name: authCtxId
          in: path

          required: true

          schema:

            type: string

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/EapSession'

      responses:

        '200':

          description: Use to handle or close the EAP session

          content:

            application/json:

              schema:
                $ref: '#/components/schemas/EapSession'
            application/3gppHal+json:

              schema:

                type: object

                properties:

                  eapPayload:

                    $ref: '#/components/schemas/EapPayload'

                  _links:

                    type: object

                    description: 'URI : /{eapSessionUri}'

                    additionalProperties:

                      $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'

                required:

                  - eapPayload

                  - _links

        '400':

          description: Bad Request

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

        '500':

          description: Internal Server Error

          content:

            application/problem+json:

              schema:

                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

components:
  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows: 

        clientCredentials: 

          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes: {}

  schemas:

    AuthenticationInfo:

      type: object

      properties:

        supiOrSuci:

          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/SupiOrSuci'

        servingNetworkName:

          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'

        resynchronizationInfo:

          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ResynchronizationInfo'

      required:

        - supiOrSuci
        - servingNetworkName

    UEAuthenticationCtx:

      type: object

      properties:

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        authType:

          $ref: '#/components/schemas/AuthType'

        5gAuthData:

          oneOf:

            - $ref: '#/components/schemas/Av5gAka'

            - $ref: '#/components/schemas/EapPayload'

        _links:

          type: object

          additionalProperties:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'

        servingNetworkName:

          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'

      required:

        - supi
        - authType
        - 5gAuthData

        - _links

    Av5gAka:

      type: object
      required:

        - rand

        - hxresStar

        - autn

        - kSeaf

      properties:

        rand:

          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'

        hxresStar:

          $ref: '#/components/schemas/HxresStar'

        autn:

          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Autn'

        kSeaf:

          $ref: '#/components/schemas/Kseaf'
    ConfirmationData:

      type: object

      required:

        - resStar
      properties:

        resStar:

          $ref: '#/components/schemas/ResStar'
    ConfirmationDataResponse:

      type: object

      properties:

        authResult:

          $ref: '#/components/schemas/AuthResult'

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      required:

        - authResult
    EapSession:

      type: object

      properties:

        eapPayload:

          $ref: '#/components/schemas/EapPayload'

        kSeaf:

          $ref: '#/components/schemas/Kseaf'

        _links:

          type: object

          additionalProperties:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'

      required:

        - eapPayload
    AuthResult:

      type: string

      enum:

        - AUTHENTICATION_SUCCESS
        - AUTHENTICATION_FAILURE
        - AUTHENTICATION_ONGOING
    EapPayload:

      type: string

      format: base64

      description: contains an EAP packet

    Kseaf:

      type: string

      pattern: '[A-Fa-f0-9]{64}'

    ResStar:

      type: string

      pattern: '[A-Fa-f0-9]{32}'
    HxresStar:

      type: string

      pattern: "[A-Fa-f0-9]{32}"
    AuthType:

      type: string

      enum:

        - 5G_AKA

        - EAP_AKA_PRIME

externalDocs:

  description: Documentation

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.509
* * * End of Changes * * * *
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