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1. Introduction
-
2. Reason for Change
Align the data types with latest version of TS 33.501 (v0.7.0):
- "5G AKA" vector generated by UDM is called "5G HE AKA" vector

- Kasme is no longer used, and instead Kausf is used

- Number of requested vectors is not used: only 1 vector is requested

In addition it is proposed to agree on the format for the AVs, using: "pattern: '[A-Fa-f0-9]{NN}'".
For fixed-length, short, octet strings, and especially when those strings may have some structure, using hex strings offers easier readability, which may be useful for debugging.
E.g.: the AUTN field contains an "AMF" (16 bits), which includes bits such as the "separation bit", etc…, and this can be easily inspected by looking at an hex string, like:
{

  "autn": "F023AB231245A0E20138A8430078FF01"

} 

3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.503 v0.4.0.
* * * First Change * * * *

5.4
Nudm_UEAuthentication Service

5.4.1
Service Description 
For the Nudm_UEAuthentication service the following service operation is defined:

-
Get

The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate fresh authentication vectors (AV) for the selected method, and provide them to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] subclause 7.5.

Editor’s Note:
 Another service operation (Authentication Result indication) may be needed to cover the requirements from 3GPP TS 33.501 [6] subclause 6.1.4.
5.4.2
Service Operations

5.4.2.1
Introduction

This subclause will contain a generic introduction of the service operationsdescribed in the following subclauses.

5.4.2.2
Get

5.4.2.2.1
General

The following procedure using the Get service operation is supported:

-
Authentication Vector Retrieval
5.4.2.2.2
Authentication Vector Retrieval

Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves a fresh authentication vector for the UE from the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.2). The request contains the UE's identity (supi), the serving network name, and may contain resynchronization info.




Figure 5.4.2.2.2-1: NF service consumer requesting a fresh AV

1.
The NF service consumer sends a POST request (custom method: calculate-av) to the resource representing the UE's security information. 

2.
The UDM responds with "200 OK" with the message body containing the AV. 
* * * Next Change * * * *

6.3.6
Data Model

6.3.6.1
General

This subclause specifies the application data model supported by the API.

Editor’s Note:
It is ffs which data types should be specified in 3GPP TS 29.571. 

Table 6.3.6.1-1 specifies the structured data types defined for the Nudm_UEAU service API. For simple data types defined for the Nudm_UEAU service API see table 6.3.6.3.2-1.

Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Section defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK’, and IK’

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS


Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API. 
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	tbd
	Common data type used in response bodies


* * * Next Change * * * *

6.3.6.2.2
Type: AuthenticationInfoRequest

Table 6.3.6.2.2-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] subclause 6.1.1.3

	
	
	
	
	


	
	
	
	
	

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [6] subclause 7.5


6.3.6.2.3
Type: AuthenticationInfoResult


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


The AuthenticationInfoResult type can take one of the following types:
-
AvEapAkaPrime

-
Av5GHeAka
* * * Next Change * * * *

6.3.6.2.4
Type: AvEapAkaPrime

Table 6.3.6.2.4-1: Definition of type AvEapAkaPrime
	Attribute name
	Data type
	P
	Cardinality
	Description

	avType
	AvType
	M
	1
	Type of authentication vector

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	autn
	Autn
	M
	1
	

	ckPrime
	CkPrime
	M
	1
	

	ikPrime
	IkPrime
	M
	1
	


6.3.6.2.5
Type: Av5GHeAka

Table 6.3.6.2.5-1: Definition of type Av5GAka
	Attribute name
	Data type
	P
	Cardinality
	Description

	avType
	AvType
	M
	1
	Type of authentication vector

	rand
	Rand
	M
	1
	

	xresStar
	XresStar
	M
	1
	

	autn
	Autn
	M
	1
	

	kausf
	Kausf
	M
	1
	


* * * Next Change * * * *

6.3.6.3.2
Simple data types 

The simple data types defined in table 6.3.6.3.2-1 shall be supported.

Table 6.3.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description

	Autn
	string
	pattern: "[A-Fa-f0-9]{32}"

	Auts
	string
	pattern: "[A-Fa-f0-9]{28}"

	CkPrime
	string
	pattern: "[A-Fa-f0-9]{32}"

	IkPrime
	string
	pattern: "[A-Fa-f0-9]{32}"

	Kausf
	string
	pattern: "[A-Fa-f0-9]{64}"

	
	
	

	Rand
	string
	pattern: "[A-Fa-f0-9]{32}"

	ServingNetworkName
	string
	See 3GPP TS 33.501 [6] subclause 6.1.1.3

	Xres
	string
	pattern: "[A-Fa-f0-9]{8,32}"

	XresStar
	string
	pattern: "[A-Fa-f0-9]{32}"



* * * Next Change * * * *

6.3.6.3.4
Enumeration: AvType

Table 6.3.6.3.4-1: Enumeration AvType

	Enumeration value
	Description

	"5G_HE_AKA"
	

	"EAP_AKA_PRIME"
	


* * * End of Changes * * * *
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