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1. Introduction
At SA2#124, SA2 sent LS C4-181187 on encrypting broadcasted positioning data and on provisioning of positioning assistance data via LPPa for broadcast. The LS described two options considered by SA2 for ciphering key distribution to suitably subscribed UEs, and asked CT4 to provide deedback to help SA2 make a choice between these two options. The purpose of this document is to evaluate the impacts of the two options, and to propose a way forward.
2. Discussion
The two options considered by SA2 for ciphering key distribution to suitably subscribed UEs are described in the SA2 LS as follows:
· Option 1: ciphering key data should be transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. 

· Option 2: Ciphering keys are distributed using the EPC-MO-LR procedure. The MME verifies that the subscription data allows MO-LR for key request for the UE and sends a Location Request message to a suitable E-SMLC including an LPP message that includes a request for ciphering keys for the UE requested assistance data SIBs. The E-SMLC delivers the ciphering keys to the UE in LPP messages. For some of the above aspects e.g. MME to E-SMLC interface, corresponding stage-3 changes would be under RAN2, CT1 and CT4 responsibility, and SA2 requests to receive feedback on the foreseen stage-3 impacts before proceeding to approve any CRs.

Based on the above, the impacts of both options in terms of specification impacts, UE impacts, MME impacts, E-SMLC impacts and system operation impacts can be summarized as follows:

	
	Option 1
	Option 2
	Comments

	Specification impacts
	· Addition of new IEs in the ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages for the request and conveyance of ciphering keys (TS 24.301)
· Addition of a new message to LCS-AP (TS 29.171) to convey ciphering key data
	· Addition of new IEs in existing LPP messages for the request and conveyance of ciphering keys (TS 36.355)

· Addition of a new IE value to LCS-AP (TS 29.171) indicating a request for ciphering keys and of a new IE indicating a UE subscription to ciphering keys
	Specification impacts are similar for both options

	UE impacts
	· No new procedures need to be supported by the UE since ciphering keys are delivered via existing mobility management procedures


	· the UE has to support Supplementary Services messages and procedures
· In addition, the UE has to support the new LPP procedures for ciphering key request and delivery 
	Option 2 has more UE impacts than Option 1

	MME impacts
	· the MME has to to collect/store the ciphering keys received from E-SMLCs using a new LCS-AP procedure, and include the ciphering key data for those SIBs for which a UE has a subscription in the mobility management messages when requested by a UE
	· the MME has to support Supplementary Services messages and procedures
· In addition, the MME also has to forward a UE request for ciphering keys (received in an EPC-MO-LR request) to a suitable E-SMLC using an LCS-AP message and include the UE subscription for receiving ciphering keys in the LCS-AP message
	Option 2 has more MME impacts than Option 1

	E-SMLC impacts
	· the E-SMLC has to support a new LCS-AP procedure to push newly assigned ciphering keys to MMEs
	· the E-SMLC has to support a new Location Type (e.g., ciphering keys) in the LCS-AP Location Request and provision of ciphering keys using LPP 
· In addition, and assuming that an MME will not interpret and modify LPP messages, the E-SMLC has to match the ciphering keys delivered to a UE (using LPP) to the UE subscription for ciphering keys received from an MME in the LCS-AP Location Request message
	Option 2 has more E-SMLC impacts than Option 1

	System operation impacts
	· Option 1 will not generate additional signalling since the ciphering keys would be distributed using messages/procedures the UE and network would anyhow perform
	· Option 2 will generate additional signalling since (potentially many) UEs in the network would have to perform an additional MO-LR procedure to obtain ciphering keys
	Option 2 will generate additional signalling whereas Option will not, therefore Option 2 has more system operation impacts than Option 1


3. Proposal
Based on the analysis in the previous section, Option 1 and Option 2 have similar specifications impacts, however Option 2 has more UE impacts, more MME impacts, more E-SMLC impact and more system operation impacts than Option 1.

Consequently, Option 1 seems like a preferable way forward. It is proposed that CT4 reply to SA2 with this conclusion. A corresponding draft LS is provided in C4-182150.

