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1. Overall Description:

SA3 has considered the algorithm selection for encryption and integrity protection of the communication between the UE and the SgNB for EDCE5, in detail.  In particular, the following were considered:
· Support for existing MME interworking interfaces.
· Bidding down protection for both current and future algorithms
· The indication of new 5G algorithms in the future
· The protection of the algorithm indication on registration and handovers.
SA3 have concluded that:
· A new IE should be introduced that indicates the 5G algorithms. This also allows the LTE and 5G capabilities to be indicated separately. A legacy MME that does not understand 5G algorithms must drop the new IE, and not forward it.
· The eNB maps the 5G code points for NEA0, NEA1, NEA2, NEA3, NIA1, NIA2 and NIA3 to EEA0, EEA1, EEA2, EEA3, EIA1, EIA2 and EIA3 when the UE NR security capabilities not present. Therefore, MME upgrade is not required in R15 for security reasons.
· The current R14 MME hash function should protect the new IE.
The attached CR to TS 33.401 R15 (S3-173445) details these decisions.
2. Actions:

To CT1, CT4, RAN2 and RAN3 groups.

ACTION: 
SA3 kindly asks CT1, CT4, RAN2 and RAN3 to take this decision into account and update their specifications accordingly. 
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