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Changes from C4-175078: The EPC has following requirement in TS 23.401. The N4 can reuse CUPS functionality for it. Therefore, this pCR concludes that the required functionality is supported by CUPS and there are no required modifications on CUPS.
TS 23.401 v15.1.0:
5.4.4.1 PDN GW initiated bearer deactivation
For an emergency PDN connection the PDN GW initiates the deactivation of all bearers of that emergency PDN connection when the PDN connection is inactive (i.e. not transferring any packets) for a configured period of time or when triggered by dynamic PCC.
Changes from C4-175225: Changing the word: "a configured period" -> "a specified Inactivity period provided by the SMF". This change is to align with the latest TS 23.502 v1.3.0.
NOTE:
This pCR depends on the CR 29.224 #0026 which introduces the required functionality for CUPS.
1. Introduction

According to TS 23.502, there is a requirement that the SMF determines that the UP connection of the PDU Session can be deactivated when the UPF detects that that the PDU Session has no data activity for a configured period. That has not been captured yet. On N4 and UPF aspects, this pCR proposes to capture the above requirement, and subsequently extracts required modifications on CUPS.
2. Reason for Change

According to TS 23.502 v1.2.0, there is a requirement that the SMF determines that the UP connection of the PDU Session can be deactivated when the UPF detects that that the PDU Session has no data activity for a configured period, as shown below.
**** Excerpts from 4.3.7 CN-initiated deactivation of UP connection of an existing PDU Session in TS 23.502 ****
4.3.7
CN-initiated deactivation of UP connection of an existing PDU Session

NOTE:
This procedure is not applicable to non-3GPP access.
The following procedure is used to deactivate UP connection (i.e. data radio bearer and N3 tunnel) for an established PDU Session of a UE in CM-CONNECTED state.
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Figure 4.3.7-1: CN-initiated deactivation of UP connection for an established PDU Session

1.
The SMF determines that the UP connection of the PDU Session can be deactivated in following cases:

-
All the QoS Flows of a PDU Session are rejected by the target NG-RAN during handover procedure as described in clause 4.9.1;

-
The UPF detects that the PDU Session has no data activity for a configured period;

-
For a LADN PDU Session, the AMF notifies to the SMF that the UE moved out of the LADN service area; or

-
The AMF notifies to the SMF that the UE moved out of the allowed area.
2.
The SMF initiates an N4 Session Modification procedure indicating the need to remove RAN Tunnel Info for N3 tunnel of the corresponding PDU Session. When the PDU Session corresponds to a LADN, the SMF may notify the UPF to discard downlink data for the PDU Sessions and/or to not provide further Data Notification messages.
3.
The SMF sends an N11 message containing N2 SM Session Release Request to release the NG-RAN resources associated with the PDU Session.

**** End of excerpts ****
PROPOSAL 1: Capturing the requirement
In TR 29.891, subclause 7.1 provides an overview of the stage 2 requirements on N4 and UPF. However, the above requirement has not been captured yet. Then, it is proposed to capture it with adding a reference to 4.3.7 of TS 23.502, which originally specifies the above requirement.

PROPOSAL 2: Extracting required modifications on CUPS to fulfill the requirement
With capturing the above requirement, its relationship to CUPS should be described in the subsequent subclause 7.2.2 Mapping of N4 requirements to CUPS.

About the CUPS specification in TS 29.244, there is a reporting feature which enables the CP function to provide reporting triggers, including a reporting trigger when no packets have been received for a period exceeding the Quota Holding Time, as shown below.
**** Excerpts from 5.2.2 Usage Reporting Rule Handling in the UP function in TS 29.244 v14.1.0 ****
5.2.2
Usage Reporting Rule Handling 

5.2.2.1
General

The CP function shall provision URR(s) for an Sx session in an Sx Session Establishment Request or an Sx Session Modification Request to request the UP function to:

-
measure the network resources usage in terms of traffic data volume, duration (i.e. time) and/or events, according to the provisioned Measurement Method; and

-
send a usage report to the CP function, when the measurement reaches a certain threshold, periodically or when detecting a certain event, according to the provisioned Reporting Triggers.

NOTE:
The UP function sends a usage report without performing network resources usage measurements when being requested to detect and report the the start of an SDF or application traffic.

5.2.2.2
Provisioning of Usage Reporting Rule in the UP function

When provisioning a URR, the CP function shall provide the reporting trigger(s) in the Reporting Triggers IE of the URR which shall cause the UP function to generate and send a Usage Report for this URR to the CP function. When adding or removing reporting trigger(s) to or from the URR, the CP function shall provide the new complete list of applicable reporting triggers in the Reporting Triggers IE in the Sx Session Modification Request message.

(...)

For all the measurement methods (i.e. volume, time or event), the CP function may also provision:

-
a Quota Holding Time, to request the UP function to send a usage report and to also stop forwarding packets when no packets have been received for the duration indicated in this parameter;

NOTE 5:
A Quota Holding Time can be armed in a PGW-U or TDF-U for online charging to request the UP function to send a Usage Report when the Quota Holding Time provided by the OCS (see 3GPP TS 32.299 [18]) expires. The UP function can be instructed in the same Usage Reporting Rule with the Report Triggers – START to generate a new Usage Report upon receiving any subsequent packets associated with this URR.

(...)
**** Excerpts from 8.2.19 Reporting Triggers in TS 29.244 v14.1.0 ****
8.2.19
Reporting Triggers

The Reporting Triggers IE shall be encoded as shown in Figure 8.2.19-1. It indicates the reporting trigger(s) for the UP function to send a report to the CP function.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 37 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	LIUSA
	DROTH
	STOPT
	START
	QUHTI
	TIMTH
	VOLTH
	PERIO
	

	
	6
	Spare
	Spare
	Spare
	Spare
	Spare
	ENVCL
	TIMQU
	VOLQU
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.19-1: Reporting Triggers

Octet 5 shall be encoded as follows:

-
Bit 1 – PERIO (Periodic Reporting): when set to 1, this indicates a request for periodic reporting.

-
Bit 2 – VOLTH (Volume Threshold): when set to 1, this indicates a request for reporting when the data volume usage reaches a volume threshold

-
Bit 3 – TIMTH (Time Threshold): when set to 1, this indicates a request for reporting when the time usage reaches a time threshold.

-
Bit 4 – QUHTI (Quota Holding Time): when set to 1, this indicates a request for reporting when no packets have been received for a period exceeding the Quota Holding Time.
-
Bit 5 – START (Start of Traffic): when set to 1, this indicates a request for reporting when detecting the start of an SDF or Application traffic.

-
Bit 6 – STOPT (Stop of Traffic): when set to 1, this indicates a request for reporting when detecting the stop of an SDF or Application Traffic.

-
Bit 7 - DROTH (Dropped DL Traffic Threshold): when set to 1, this indicates a request for reporting when the DL traffic being dropped reaches a threshold.

-
Bit 8: - LIUSA (Linked Usage Reporting): when set to 1, this indicates a request for linked usage reporting, i.e. a request for reporting a usage report for a URR when a usage report is reported for a linked URR (see subclause 5.2.2.4).

Octet 6 shall be encoded as follows: (...)

**** End of excerpts ****
This reporting is supposed to be mapped to the above requirement. However, the above requirement requires to allow the reporting to indicate initiating a deactivation of UP connection, independent from sending a usage report with performing network resources usage measurements, that should be commented as required extensions on CUPS. Then, proposed change is adding a new item in Table 7.2.2-1 which describes such a comment. Also, its support status is given as "partially supported" because current CUPS is missing the commented functionality. Finally, the comment is described in subcluase 7.3.1.1, as one of required extensions on CUPS.
3. Conclusions

PROPOSAL 1: Capturing the requirement - It is proposed to capture the above requirement with adding a reference to 4.3.7 of TS 23.502, which originally specifies the above requirement.
PROPOSAL 2: Extracting required extensions on CUPS to fulfill the requirement - Proposed change is adding a new item in Table 7.2.2-1 which describes a comment that the above requirement requires to allow the reporting to indicate initiating a deactivation of UP connection, independent from sending a usage report with performing network resources usage measurements. Also, its support status is given as "partially supported". Finally, the comment is described in subcluase 7.3.1.1, as one of required extensions on CUPS.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.891 v1.1.0.

* * * First Change * * * *

7.1
Requirements

This subclause will provide an overview of the stage 2 requirements on N4 and UPF.

This subclause provides an overview of the stage 2 requirements and procedures for the UPF and the User Plane management over N4 specified in subclauses 5.7.1, 5.8.2, 6.2.3 and A.3.1.3 of 3GPP TS 23.501 [2] and subclause 4.4 and 4.3.7 of 3GPP TS 23.502 [3]. Refer to these stage 2 references for a comprehensive description of the requirements.

The User Plane Function (UPF) handles the user plane path of PDU sessions. The UPF transmits the PDUs of the PDU session in a single tunnel between 5GC and (R)AN.

The UPF supports the following functionalities:

-
External PDU session point of interconnect to Data Network;
-
Anchor point for Intra-/Inter-RAT mobility (including sending End Marker packets);
-
PDU session type: IPv4, IPv6, Ethernet, Unstructured (type of PDU totally transparent to the 5GS); 

-
support of IPv6 multi-homed PDU session;

-
traffic detection capabilities; 
-
packet routing & forwarding;
-
traffic usage reporting, e.g. allowing SMF support for charging, and/or allowing the SMF to initiate a CN initiated deactivation of UP connection of an existing PDU session when the UPF detects that the PDU Session has no user plane data activity for a specified Inactivity period provided by the SMF;

-
SDF mapping to QoS Flows;

-
QoS enforcement for user plane, including:

-
packet filtering, gating, UL/DL rate enforcement, UL/DL Session-AMBR enforcement (with the Session-AMBR computed by the UPF over the Averaging window provisioned over N4, see subclause 5.7.3 of 3GPP TS 23.501 [2]), UL/DL Guaranteed Flow Bit Rate (GFBR) enforcement, UL/DL Maximum Flow Bit Rate (MFBR) enforcement, etc;

-
marking packets with the QoS Flow ID (QFI) in an encapsulation header on N3 (the QoS flow is the finest granularity of QoS differentiation in the PDU session);

-
enabling/disabling reflective QoS activation via the User Plane, i.e. marking DL packets with the Reflective QoS Indication (RQI) in the encapsulation header on N3, for DL packets matching a QoS Rule that contains an indication to activate reflective QoS.

-
Downlink packet buffering and downlink data notification triggering;

-
this includes the support and handling of the ARP priority of QoS Flows over the N4 interface, to support priority mechanism (see subclause 5.22 of 3GPP TS 23.501 [2]): 
-
"For a UE that is not configured for priority treatment, upon receiving the "N7 PDU-CAN Session Modification" message from the PCF with an ARP priority level that is entitled for priority use, the SMF sends an "N4 Session Modification Request" to update the ARP for the Signalling QoS Flows, and sends an "N11 SM Request with PDU Session Modification Command" message to the AMF, as specified in clause 4.3.3.2 of TS 23.502 [3].
-
"If an IP packet arrives at the UPF for a UE that is CM-IDLE over a QoS Flow which has an ARP priority level value that is entitled for priority use, delivery of priority indication during the Paging procedure is provided by inclusion of the ARP in the N4 interface "Downlink Data Notification" message, as specified in clause 4.2.3.4 of TS 23.502 [3]."

-
Activation and release of the UP connection of an PDU session, upon UE transition between the CM-IDLE and CM-CONNECTED states (i.e. activation and release of N3 tunnelling towards the access network);
-
Uplink Classifier enforcement to support routing traffic flows to a data network, e.g. based on the destination IP address/Prefix of the UL PDU;
-
Branching Point to support routing of traffic flows of an IPv6 multi-homed PDU session to a data network, based on the source Prefix of the PDU;
-
Lawful intercept;
-
Uplink Traffic verification (SDF to QoS flow mapping, i.e. checking that QFIs in the UL PDUs are aligned with the QoS Rules provided to the UE or implicitly derived by the UE e.g. when using reflective QoS);
-
Transport level packet marking in the uplink and downlink, e.g. based on 5QI and ARP of the associated QoS flow;

-
Data forwarding between the SMF and the UE or DN, e.g. IP address allocation or DN authorization during the establishment of a PDU session;
For IP PDU session type, the UPF traffic detection capabilities may detect traffic using traffic pattern based on at least any combination of:

-
PDU session;
-
5QI;
-
IP Packet Filter Set, comprising:

-
Source/destination IP address or IPv6 network prefix;
-
Source / destination port number;

-
Protocol ID of the protocol above IP/Next header type;
-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask;

-
Flow Label (IPv6);

-
Security parameter index.
-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF.
In the IP Packet Filter Set:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;
-
an IP address or Prefix may be combined with a prefix mask;
-
port numbers may be specified as port ranges.

For Ethernet PDU session type, the SMF may control UPF traffic detection capabilities based on at least any combination of:

-
PDU session;
-
5QI;
-
Ethernet Packet Filter Set, comprising:

-
Source/destination MAC address;

-
EtherType as defined in IEEE 802.3;

-
Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) VID fields as defined in IEEE 802.1Q 

-
Customer-VLAN tag (C-TAG) and/or Service-VLAN tag (S-TAG) PCP/DEI fields as defined in IEEE 802.1Q

-
IP Packet Filter Set, in case Ethertype indicates IPv4/IPv6 payload.

Packet Filter Set is used in the QoS rules or SDF template to identify a QoS flow. The Packet Filter Set may contain packet filters for the DL direction, the UL direction or packet filters that are applicable to both directions.

* * * Next Change * * * *

7.2.2
Mapping of N4 requirements to CUPS

Table 7.2.2-1 provides an overview, for all the N4 requirements identified in subclause 7.1, whether the required functionality over N4 is: 

-
already supported by CUPS (this is denoted as "S");

-
not supported by CUPS (this is denoted as "NS");

-
partially supported by CUPS (this is denoted as "PS"); in this case, the missing functionality or required modifications are documented in the Comments. 

Table 7.2.2-1: Mapping of N4 requirements to CUPS

	N°
	Main functionality


	CUPS
	Comments

	1
	UPF transmits the PDUs of the PDU session in a single tunnel between 5GC and (R)AN
	S
	There is no concept of bearer within the 5G CN and over N3. CUPS has been designed in a way to make the UP function and Sx interface agnostic to the concept of bearer. 

	2
	External PDU session point of interconnect to Data Network
	S
	

	3
	Anchor point for Intra-/Inter-RAT mobility (including sending End Marker packets)
	S
	

	4
	PDU session type: IPv4, IPv6, Ethernet, Unstructured (type of PDU totally transparent to the 5GS)
	PS
	IPv4, IPv6 and non-IP PDN connections are supported in CUPS. Ethernet PDUs are not supported.

	5
	Support of IPv6 multi-homed PDU session
	S
	In EPC, a UE can request additional IPv6 prefixes from the PGW after completing stateless IPv6 address autoconfiguration procedures. 

	6
	Traffic detection capabilities, using traffic pattern based on:

a) for IP traffic
-
PDU session;

-
5QI;

-
Source/destination IP address or IPv6 network prefix;

-
Source / destination port;

-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF;

-
protocol ID of the protocol above IP;

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

b) for Ethernet traffic

-
5QI;

-
802.1q header: VLAN identifier (VID), Priority code point (PCP) in case of simple VLAN tagging and in case of double VLAN tagging per IEEE 802.1ad;

-
MAC address with a possibility to identify Multicast / Broadcast addresses;

-
EtherType as defined in IEEE 802.3;

-
when the EtherType refers to IP, any combination of the information defined for the IP PDU session type

	PS
	Traffic detection is not supported in CUPS based on:

- PDU session

- 5QI

- Ethernet traffic pattern 

	7
	Packet routing & forwarding
	S
	

	8
	Downlink packet buffering and downlink data notification triggering
	S
	

	9
	Activation and release of the UP connection of an PDU session, upon UE transition between the CM-IDLE and CM-CONNECTED states (i.e. activation and release of N3 tunnelling towards the access network)
	S
	

	9A
	Release of the UP connection of a PDU session, when the UPF detects that the PDU Session has no user plane data activity for a specified Inactivity period provided by the SMF. (i.e. release of N3 tunnelling towards the access network)
	S
	

	10
	Uplink Classifier enforcement to support routing traffic flows to a data network, e.g. based on the destination IP address/Prefix of the UL PDU
	PS
	There is no concept of UL Classifier enforcement in CUPS. However, the packet forwarding model allows to provision the UP function with multiple Packet Detection Rules (PDRs) per Sx session and with different forwarding instructions (i.e. FARs) associated to each PDR. For UL traffic, PDRs do only require though to consider the F-TEIDu of the incoming GTP-U endpoint and optionally the source IP address of the packet (for uplink bearer binding verification)

The UL Classifier functionality requires to support UL PDRs with Packet Detection Information also comprising the destination IP address of the packets.

	11
	Branching Point to support routing of traffic flows of an IPv6 multi-homed PDU session to a data network, based on the source Prefix of the PDU
	PS
	There is no concept of Branching Point in CUPS. However, the packet forwarding model allows to provision the UP function with multiple Packet Detection Rules (PDRs) per Sx session and with different forwarding instructions (i.e. FARs) associated to each PDR. For UL traffic, PDRs do only require though to consider the F-TEIDu of the incoming GTP-U endpoint and optionally the source IP address of the packet (for uplink bearer binding verification)

The Branching Point functionality requires to support UL PDRs with Packet Detection Information comprising possibly different source IP addresses for the packets. 

	12
	Lawful intercept
	S
	

	13
	Data forwarding between the SMF and the UE or DN, e.g. IP address allocation or DN authorization during the establishment of a PDU session
	S
	

	
	
	
	

	PCC related features

	14
	SDF mapping to QoS Flows
	PS
	CUPS supports Service Detection and Bearer binding, i.e. mapping SDF to bearers by associating PDRs with FARs including the remote GTP-U's F-TEID.    

	15
	QoS enforcement for user plane, including:
	
	

	
	-
service detection, per SDF traffic matching, for IP and Ethernet PDU traffic 

-
packet filtering, 

-
UL/DL SDF level gating, 

-
UL/DL SDF level MFBR enforcement, 

-
UL/DL Session-AMBR enforcement, 

-
UL/DL 
SDF level GFBR enforcement, 

-
UL/DL Maximum Flow Bit Rate (MFBR) enforcement, etc;

	PS
	MBR, GBR and APN-AMBR enforcement is supported in CUPS, which corresponds to MFBR, GFBR and Session-AMBR enforcement in 5GS.

Service detection using Ethernet traffic pattern is not supported in CUPS.

	
	-
marking packets with the QoS Flow ID (QFI) in an encapsulation header on N3;
	NS
	

	
	-
Reflective QoS Control, i.e. enabling/disabling reflective QoS activation via the User Plane, i.e. marking DL packets with the Reflective QoS Indication (RQI) in the encapsulation header on N3, for DL packets matching a QoS Rule that contains an indication to activate reflective QoS.
	NS
	

	16
	UL QFI to QoS flow mapping verification (i.e. checking that QFIs in the UL PDUs are aligned with the QoS Rules provided to the UE or implicitly derived by the UE e.g. when using reflective QoS)
	PS
	CUPS supports Uplink bearer binding verification, i.e. checking that UL traffic of an SDF or an Application is sent by the UE on the expected uplink bearer and thus with the right QoS. This is done by configuring UL PDRs with the uplink local F-TEIDu, the UE IP address and SDF Filter or Application ID. 

UL traffic verification in the 5GS requires to check that the UL traffic matching the PDR for the specific SDF or Application ID carries the expected QFI in the N3 encapsulation header.

	17
	Transport level packet marking in the uplink and downlink, e.g. based on 5QI and ARP of the associated QoS flow
	S
	Transport level packet marking is based on the QCI and ARP in CUPS, but this has no impact on the Sx interface since the DSCP (and not the QCI/ARP) is signalled over Sx.

	18
	UL/DL SDF level charging (online & offline, per charging key) 
	S (FFS)
	UL/DL SDF level charging (online & offline) is supported by CUPS. 

Potential extensions can be required depending on the charging requirements which will be specified by 3GPP SA WG5.

	19
	Usage Monitoring 
	S
	

	20
	Event Reporting (including application detection)
	S
	

	21
	Traffic Redirection
	S
	

	22
	Predefined PCC rules activation and deactivation
	S
	

	23
	PCC support for SDCI
	S
	

	24
	Traffic steering control
	S
	


CUPS assumes the use of GTP-U tunnels within the Core Network.

* * * End of Changes * * * *
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