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1. Reason for Change
This document details the requirements related to the AUSF, as currently described in the TS 23.501, the TS 23.502 and the TR 33.899.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.891 V0.1.0 as a first draft that will need to be updated according to the progress at the stage 2 level.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]
3GPP TS 23.008: "Organization of subscriber data".
[x]
IETF RFC 7542: "Network Access Identifier".



* * * Next Change * * * *

6.6
Authentication Server Function Procedures and Services 

Editor's Note:
The content of the following subclauses is not stable. It will heavily depend on the work done at SA3 and the progress of the TS 33.501 not yet initiated, capturing the conclusions of the TR 33.899 not yet stable.
6.6.1
Requirements

 6.6.1.x1
General
The following subclauses provide an overview of the Authentication Server Function (AUSF) and the functional requirements associated with the services provided by the AUSF to the AMF related to the UE authentication and security-AUSF information exchange.
6.6.1.x2
AUSF Environment
According to the 3GPP TS 23.501 [x], the AUSF and the AMF may be located:

-
into the same PLMN in non-roaming case, see subclause 4.2.3 of the 3GPP TS 23.501 [2].

-
in different PLMNs in roaming cases; see subclause 4.2.4 of the 3GPP TS 23.501 [2].

The AMF-AUSF message exchange may be internal to a single domain and across multiple domains, with 0 or N interworking networks between the visited PLMN and the Home PLMN.
Moreover, the 5G system should be flexible enough to support 3rd party services and 3rd party based UE authentication, e.g. for credential provisioning or secondary authentication performed by 3rd party service providers. The use of 3rd party credentials for mutual authentication could be achieved in several ways. One of these candidate solutions would be to use a direct interface between the AUSF of the 3GPP 5G operator and the ARPF of the 3rd party domain. In such a case, the AUSF could act as a proxy between the AMF and the 3rd party service provider.
The figure 6.6.1-1 depicts the possible interactions of the AUSF with the other network functions and 3rd Party Service Providers for 3rd party authentication.
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Figure 6.6.1-1: AUSF Environment
6.6.1.x3
AUSF Functionalites

The Authentication Server Function (AUSF) provides the following functionalities:

During the registration procedure over the 5G access network (see subclause 4.2.2 in 3GPP TS 23.502 [3]), the AUSF is contacted by the AMF to retrieve security material used by the AMF to authenticate the UE and generate NAS, CP and UP specific security keys.
The figure 6.6.1-2 depicts the registration phase for UE accessing the 5G core network via a 3GPP access network.
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Figure 6.6.1-2: Authentication during Registration via 3GPP access
During the registration procedure over the non-3GPP access networks (see subclause 4.12.2 in 3GPP TS 23.502 [3]), the AUSF is contacted by the AMF to perform UE authentication, acting as an EAP server. Several EAP request/response messages may be required between the UE and AUSF (via the AMF) depending on the chosen EAP authentication method. Upon successful UE authentication, the AUSF provides the AMF with a security key that will be used by the AMF to generate NAS, CP and UP specific security keys.
The figure 6.6.1-3 depicts the registration phase for UE accessing the 5G core network via a non-3GPP access network.
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Figure 6.6.1-3: Authentication during Registration via non-3GPP access
Editor's Note:
The interaction between AUSF and 3rd party service provider authentication repository/server is FFS
6.6.1.x4
Information Elements
This subclause identifies the set of main information elements exchanged between the AMF and the AUSF.

From AMF to AUSF:
-
The access keys used by the AMF to contact the AUSF are:

-
the SUPI (5G Subscriber Permanent Identity) for the 5G access network. As stated in 3GPP TS 23.501 [2], IMSI has been identified as at least one valid SUPI type for UEs supporting at least one 3GPP Access Technology.
Editor's Note:
It is not clear if other type of SUPI will be supported.
-
the NAI (Network Access Identifier) for non-3GPP access networks. See IETF RFC 7542 [x] for the definition of the NAI.
Editor's Note:
the exact format of the NAI will have to be defined.
-
For EAP based authentication, AMF forwards to the AUSF EAP messages received from the UE
Editor's Note:
it is not clear if the AMF or the N3IWF acts as EAP authenticator.
From AUSF to AMF:
-
For AKA-based authentication, the AUSF provides an Authentication Vector (AV) including the challenge and expected UE response provided by the UDM and the intermediate key generated by the AUSF (e.g. key Kasme).

-
For EAP-based authentication, the AUSF sends the EAP messages generated as EAP server, and, in successful authentication cases, the intermediate key generated by the AUSF (e.g. the key MSK)

Editor's Note:
The interaction between AUSF and 3rd party service provider authentication repository/server is FFS
6.6.1.x5
State model

In the 5G system, the real security anchor is the AMF. The AUSF is only used to authenticate the UE and/or retrieve intermediate security key during the registration phase. In both cases, the user identity provided by the AMF is used by the AUSF to retrieve security material derived from the security root key stored in the UDM. After delivering the security material to the AMF, it is assumed that the AUSF selected by the AMF during the registration phase does not need to maintain any state. As long as the intermediate key retrieved by the AMF is valid, there is no need for the AMF to contact an AUSF. When the UE is anchored to a new AMF, a new authentication procedure is performed. It is then assumed that the AUSF is session stateless. 
Depending on the UE authentication method and the role of the AUSF in the UE authentication process, the dialogue between the AMF and the AUSF can consist of:

-
1 request/response message pair, e.g. when the AUSF only provide an authentication vector to the AMF

-
N request/response message pairs, N >= 2, when the AUSF acts as an EAP server.
It is then assumed that the AUSF is transaction stateful, at least when acting as EAP server.
* * * End of Changes * * * *
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