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1. Introduction

3GPP SA2 has completed the GENCEF work item for rel-14 in S2-166933 (attached).

The overall goal of the feature is to allow the SCEF to request monitoring events (MONTE) for a group of subscribers via the HSS over the S6t interface. The HSS will then configure the necessary monitoring per UE using e.g. S6a/S6d IDR.

As a large number of IoT devices are expected in the networks in the near future, it should be expected that groups may also contain a large number of devices and thus the solution must be scalable to support hundreds, thousands or perhaps even larger groups, to be useful.
Thus, stage 2 (23.682) solves the scalability problem by allowing the HSS to process and report progress for a subset of devices at a time until all devices have been processed.
From 3GPP TS23.682:
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Figure 5.6.1.1-1: Monitoring event configuration and deletion via HSS procedure

(Only applicable steps and text relevant to the group mechanism and the S6t interface remains below, for the complete text please see the attached CR or rel-14 TS23.682). 

3.
If the External Group Identifier is included, External Identifier(s) or MSISDN(s) shall be ignored. For one-time Monitoring Request of Roaming Status, the SCEF does not indicate the Group Reporting Guard Time.

4. 
The HSS stores the SCEF Reference ID, the SCEF ID, Maximum Number of Reports, Monitoring Duration and the SCEF Reference ID for Deletion as provided by the SCEF. For a Monitoring Request for a group, such parameters are stored for every group member UE.


The HSS uses the Group Reporting Guard Time for a Monitoring Event Reporting for the group of UEs when the Monitoring Indication message is sent from the HSS to the SCEF.

4a.
For group based processing, if the HSS receives the Monitoring Request with an External Group Identifier, the HSS sends a Monitoring Response (SCEF Reference ID, Cause) message to the SCEF to acknowledge acceptance of the Monitoring Request immediately before beginning the processing of individual UEs indicating that Group processing is in progress. The HSS deletes the monitoring event configuration identified by the SCEF Reference ID, if it was requested.

5.
If required by the specific Monitoring Type and when Monitoring Event(s) is supported by the serving MME/SGSN, the HSS sends an Insert Subscriber Data Request (Monitoring Type, SCEF ID, SCEF Reference ID, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier) message to the MME/SGSN for each individual UE and for each individual group member UE. If the Monitoring Request message is for a group of UEs, the HSS includes External ID or MSISDN in the monitoring event configuration and sends an Insert Subscriber Data Request message per UE to all the MME/SGSN(s) serving the members of the group.
8.
For group based processing, the HSS accumulates multiple responses for the UEs of the group within the Group Reporting Guard Time. After the Group Reporting Guard Time expiration, the HSS sends a Monitoring Indication with the accumulated responses and indicating whether the Monitoring Indication is an intermediate message or the last message for the group. The HSS includes UE identity(ies) and a Cause value indicating the reason for the failure in the message if the monitoring configuration of the group member failed.

NOTE 4:
For the group-basis Monitoring Event configuration, the HSS may divide the accumulated Monitoring Indications into multiple messages due to e.g. limitation of the message size.
2. Solutions for S6t
2.1 Proposal 1 – Re-use CIR/CIA and RIR/RIA
2.1.1
General
The first solution re-uses the existing S6t command pairs – CIR/CIA and RIR/RIA. New AVPs are introduced to indicate that processing is in progress vs complete:
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1.
The SCEF sends the CIR for the purpose of Monitoring Events and indicates a Group-Id and a Guard timer. No User Identity (MSISDN, External-Id) is included.

2. 
The HSS immediately replies with CIA after authorizing the Group-Id, indicating DIAMETER_SUCCESS and also indicates that group processing will continue. No reports or status indication is included.
3-5. 
For monitoring events that involves the serving node, the HSS sends IDR for each UE that is registered and belonging to the group.
6-7.
The serving node replies with IDA for each IMSI.

8. 
The Guard timer expires.
9. 
Once the guard timer expires, the HSS sends the RIR to the SCEF including the reports and status indications it has received/gathered so far (IMSI1 and IMSI2 in this example). The HSS also indicates that group processing is continuing and resets the Guard timer. Note that stage 2 indicates that the HSS may send RIR earlier if needed due to e.g. internal memory queues being full, but the HSS should not send an RIR later than what is indicated by the guard timer.
10. 
The SCEF replies with DIAMETER_SUCCESS and resets the guard timer if used.
11. 
The serving node for IMSI3 replies with an IDA.

12. 
Since this is the last IMSI of the Group, the HSS sends the RIR to the SCEF with the report and indicates that group processing is completed.
2.1.2
Enhancements to CIR/CIA
--
The proposed changes to the CIR were presented in C4-171285 and involves adding an External-Group-ID and a Group-Reporting-Guard-Time AVPs.
To allow the HSS to indicate to the SCEF that group processing is in progress a CIA-Flags AVP is introduced reserving a bit for that purpose.

2.1.3
Enhancements to RIR

The RIR can be enhanced to support reporting of one or more UEs by introducing a Group-Monitoring-Event-Report AVP that is a grouped AVP.

< Reporting-Information-Request > ::=
< Diameter Header: 8388719, PXY, 16777345 >

< Session-Id >

[ DRMP ]
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

*[ Supported-Features ]

[ User-Identifier ]

*[ Monitoring-Event-Report ]
*[ Group-Monitoring-Event-Report ]
[ RIR-Flags ]
*[ Supported-Services ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
As with the CIR, the existing User-Identifier is enhanced to convey the External-Group-Id.
The existing Monitoring-Event-Report AVP remain to report individual UE reports and is defined as:
Monitoring-Event-Report::=
<AVP header: 3123 10415>

{ SCEF-Reference-ID }

[ SCEF-ID ]
[ Visited-PLMN-Id ] 

[ Roaming-Information ]

[ IMEI-Change ]
[ Reachability-Information ]

[ EPS-Location-Information ]

[ Monitoring-Type ]

[ Event-Handling ]

*[ Service-Report ]
*[AVP]

The Group-Monitoring-Event-Report AVP is used to convey monitoring event reports and status for group members:

Group-Monitoring-Event-Report::=<AVP header: XXXX 10415>
{ SCEF-Reference-ID }

[ SCEF-ID ]
*[ Group-Monitoring-Event-Report-Item ]

*[AVP]

The Group-Monitoring-Event-Report-Item AVP is used to convey monitoring event reports and status for each group member:

Group-Monitoring-Event-Report-Item::=<AVP header: XXXX 10415>

{ User-Identifier }
[ Visited-PLMN-Id ] 

[ Roaming-Information ]

[ IMEI-Change ]
[ Reachability-Information ]

[ EPS-Location-Information ]

[ Monitoring-Type ]

[ Event-Handling ]

*[ Service-Report ]
[ S6t-HSS-Cause ]

*[AVP]

To allow the HSS to indicate to the SCEF that group processing is in progress a RIR-Flags AVP is introduced reserving a bit for that purpose.

2.2 Proposal 2 – Add new command for Group Report and Status Indication
2.2.1
General

The first solution re-uses the existing S6t command pairs – CIR/CIA but adds a new command pair – Group-Information-Request/Answer GIR/GIA.
As a consequence for adding a new Command pair to the S6t Application, a new S6t Application-Id must be assigned by IANA.


[image: image3.emf]MME/

SGSN

HSS SCEF

1. CIR [Group1, Guard-Timer]

2. CIA [Success, Continue]

3. IDR [IMSI1]

4. IDR [IMSI2]

5. IDR [IMSI3]

6. IDA [IMSI1]

7. IDA [IMSI2]

9. GIR [IMSI1, IMSI2, Continue]

10. GIA [Success]

11. IDA [IMSI3]

12. GIR [IMSI3, Complete]

13. GIA [Success]

8. Guard timer expiration


1.
Processing is in line with Solution 1, but the new GIR/GIA command pair is used to indicate status and convey reports from the HSS for groups.
2.2.2
Enhancements to CIR/CIA
--
In-line with Solution 1.
2.2.3
Group-Information-Request
The GIR can be enhanced to support reporting of one or more UEs by introducing a Group-Monitoring-Event-Report AVP that is a grouped AVP that consist of the User-Identifier and the Monitoring-Event-Report AVPs.

< Group-Information-Request > ::=
< Diameter Header: XXXX, PXY, YYYY >

< Session-Id >

[ DRMP ]
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

*[ Supported-Features ]

[ Group-Monitoring-Event-Report ]

[ GIR-Flags ]
*[ Supported-Services ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

*[AVP]
The Group-Monitoring-Event-Report AVP and Group-State AVPs have the same definition as described in Solution 1.
2.3. S6t Solution Comparison

Proposal 1 includes group based processing with little impact to the protocol and does not impose any interoperability concerns.

Proposal 2 allows reporting for groups to be handled outside of the existing RIR but by adding a new command pair to the S6t interface, a new Application-Id must be assigned for the S6t interface, which complicates interoperability between nodes that support the old application-id vs the new application-id.

2.4. S6t Conclusion

As has been shown above in Proposal 1, Group processing can be added to the existing CIR/CIA and RIR/RIA pairs with little impact to the protocol and it is therefore proposed that this solution is added to 29.336 as part of rel-14.
3. User-Identifier on S6a/d and T6a/b
In order for the SCEF to correlate a report from the MME/SGSN that belongs to an individul group member, the MME/SGSN must indicate the User-Identity (MSISDN or Extgernal-Identifier) in monitoring event reports it sends to the SCEF.

Thus, the HSS should include the External-Identifier AVP as part of the S6a/S6d Subscription-Data AVP (ULA/IDR).
That way, if the UE has no MSISDN, the MME/SGSN can include the External-Identifier in the T6a/b RIR.

If the MME/SGSN does not support the External-Identifier, Monitoring Events cannot be supported for UEs that belong to a group and have only been provisioned with an External-Identifier and have no MSISDN.

In this case, during procesing of the CIR command for a group, the HSS should store the configuration and use the S6t-HSS-Cause AVP of the Group-Monitoring-Event-Report-Item AVP to indicate that the UE is Absent.
Subsequently, the HSS will use the RIR command to indicate SUSPEND/RESUME to the SCEF when a UE that only has an External-Identifier (and no MSISDN) provisioned registers in an MME/SGSN that does not/does support External-Identifier to be part of the Subscription-Data.
When the MME/SGSN sends a RIR command over the T6a/b interface, the MME/SGSN includes the External-Identifier AVP if it received it from the HSS.
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HSS
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8. Guard timer expiration



_1541845586.doc


Monitoring Response or Indication







. 







9







Monitoring Response







.  







b







4







Monitoring Response







.  







a







4







handling







SGSN







/







MME







. 







6







handling







HSS







. 







4







Insert Subscriber Data Answer







. 







7







Request







Insert Subscriber Data







. 







5







Monitoring Response or Indication







. 







8







Request







Monitoring







. 







3







SCEF handling







. 







2







Request







Monitoring 







. 







1







SCEF







SGSN







/







MME







HSS







AS







/







SCS












