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* * * First Change * * * *

7.2.1.2
Detailed Behaviour of the HSS

When the Configuration Information Request is received from the SCEF, the HSS shall, in the following order:

1.
Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Configuration Information Answer.

2.
Check whether the requesting SCEF is authorized to request the specified service (e.g. presence of Monitoring Event Configuration AVP indicates the service). If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510) in the Configuration Information Answer.
3.
Check that the requested service (e.g. Monitoring Event Configuration AVP) is authorized for the UE. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the Configuration Information Answer.

If a serving node is registered and is involved in the reporting of the configured monitoring event, the HSS shall forward the monitoring event configuration to the serving node and wait for the answer before sending the Configuration Information Answer to the SCEF. The monitoring event configuration status from the serving node for each event shall be conveyed by the HSS to the SCEF.
4.
If the user is not registered in any serving node, the HSS shall answer successfully and stores the configuration data related to the service; also, it shall indicate to the SCEF that the user is absent, in the Configuration Information Answer, by setting the relevant bit in the S6t-HSS-Cause IE.
5.
For Monitoring if the data related to an immediate reporting is available in the HSS, the HSS (e.g. as being received from the MME/SGSN in the Insert Subscriber Data answer) shall include this data in the Configuration Information Answer. 

If the HSS is aware that the UE is registered in an MME and an SGSN and the services supported by the MME and SGSN are different, the HSS shall report the capabililities of the different nodes with Node-Type indication to the SCEF. If the capabilities are the same reported from the MME, the SGSN and the HSS, the HSS shall report the service capabilities without Node-Type to the SCEF. If the Supported-Services of the SGSN and MME were reported differently to the SCEF and the UE is purged in SGSN or MME the HSS shall report the Supported-Service to the SCEF excluding the Supported-Service from the purged node.

If the HSS receives CIR commad from SCEF and has forwarded it to an MME and an SGSN, the HSS check if the Result-Codes in Monitoring-Event-Config-Status AVPs  reported by the MME and the SGSN are different  

-
the HSS includes Service-Report AVPs with Node-Type in the Monitoring-Event-Config-Status AVP to the SCEF in the CIA command;
-
otherwise the HSS includes one Service-Report AVP without Node-Type in the Monitoring-Event-Config-Status AVP to the SCEF in the CIA command.
If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step.

If the configuration data in the CIR command are out of the allowed range, the HSS shall set the Experimental-Result-Code to DIAMETER_ERROR_REQUESTED_RANGE_IS_NOT ALLOWED.

If the received SCEF Reference ID for Deletion does not exist, the HSS shall set the Experimental-Result-Code to DIAMETER_ERROR_CONFIGURATION_EVENT_NON_EXISTANT.

If the SCEF Reference ID exists and the old configuration data could not be replaced by new Configuration event data, the HSS shall set the Experimental-Result-Code to DIAMETER_ERROR_CONFIGURATION_EVENT_STORAGE_NOT_SUCCESSFUL.

If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

If the HSS needs to report loss of connectivity it shall include the Monitoring-Type AVP set to "LOSS_OF_CONNECTIVITY" in the Monitoring Event Report. In addition the HSS may also include the Loss-Of-Connectivity-Reason AVP in the Monitoring Event Report.
If the SCEF indicates the support of Monitoring event feature to the HSS and the HSS supports Monitoring. The HSS shall include the Supported-Services AVP with the Supported-Monitoring-Events AVP in the CIA command.
If CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID Monitoring events cannot be handled, the HSS shall report the failed SCEF-Reference-ID to the SCEF with an appropriate Experimental-Result-Code or Result-Code.
If a CIR message includes multiple SCEF Reference ID and for a SCEF Reference ID at least one CP parameter set cannot be handled, the HSS shall reply within the AESE-Communication-Pattern-Config-Status the failed SCEF Reference ID to the SCEF with an appropriate Experimental-Result-Code or Result-Code.

If an SCEF Reference ID received in a CIR command match with an SCEF Reference ID stored in the HSS and both SCEF Reference ID are provided by the same SCEF ID, the HSS shall delete the stored CP sets associated with the SCEF reference Id and store the new CP set(s).

If CIR message contains combinations of monitoring events and CP parameter set it shall handle each set belonging to an SCEF Reference ID separately and shall send a combined answer to the SCEF.

If the SCEF-Reference-ID-for-Deletion is present, the receiving node shall delete the corresponding monitoring event configuration, if stored. 
If the SCEF-Reference-ID is present, the receiving node shall store the configuration event.
IF CIR message contains the CIR-Flags with delete all monitoring events, the HSS shall delete all Monitoring events configured by the SCEF for the subscriber. This includes forwarding the deletion to involved serving nodes.
* * * Next Change * * * *

8.4.1
General

The following table specifies the Diameter AVPs defined for the S6t interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 8.4.1-1: S6t specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	AESE-Communication-Pattern
	3113
	8.4.25
	Grouped
	M,V
	
	
	
	No

	Communication-Pattern-Set
	3114
	8.4.26
	Grouped
	M,V
	
	
	
	No

	Periodic-Communication-Indicator
	3115
	8.4.27
	Unsigned32
	M,V
	
	
	
	No

	Communication-Duration-Time
	3116
	8.4.28
	Unsigned32
	M,V
	
	
	
	No

	Periodic-time
	3117
	8.4.29
	Unsigned32
	M,V
	
	
	
	No

	Scheduled-Communication-Time
	3118
	8.4.30
	Grouped
	M,V
	
	
	
	No

	Stationary-Indication
	3119
	8.4.31
	Unsigned32
	M,V
	
	
	
	No

	AESE-Communication-Pattern-Config-Status
	3120
	8.4.32
	Grouped
	M,V
	
	
	
	No

	AESE-Error-Report
	3121
	8.4.33
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Configuration
	3122
	8.4.2
	Grouped
	M,V
	
	
	
	No

	Monitoring-Event-Report
	3123
	8.4.3
	Grouped
	M,V
	
	
	
	No

	SCEF-Reference-ID
	3124
	8.4.4
	Unsigned32
	M,V
	
	
	
	No

	SCEF-ID
	3125
	8.4.5
	DiameterIdentity
	M,V
	
	
	
	No

	SCEF-Reference-ID-for-Deletion
	3126
	8.4.6
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Type
	3127
	8.4.7
	Unsigned32
	M,V
	
	
	
	No

	Maximum-Number-of-Reports
	3128
	8.4.8
	Unsigned32
	M,V
	
	
	
	No

	UE-Reachability-Configuration
	3129
	8.4.9
	Grouped
	M,V
	
	
	
	No

	Monitoring-Duration
	3130
	8.4.10
	Time
	M,V
	
	
	
	No

	Maximum-Detection-Time
	3131
	8.4.11
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Type
	3132
	8.4.12
	Unsigned32
	M,V
	
	
	
	No

	Maximum Latency
	3133
	8.4.13
	Unsigned32
	M,V
	
	
	
	No

	Maximum Response Time
	3134
	8.4.14
	Unsigned32
	M,V
	
	
	
	No

	Location-Information-Configuration
	3135
	8.4.15
	Grouped
	M,V
	
	
	
	No

	MONTE-Location-Type
	3136
	8.4.16
	Unsigned32
	M,V
	
	
	
	No

	Accuracy
	3137
	8.4.17
	Unsigned32
	M,V
	
	
	
	No

	Association-Type
	3138
	8.4.18
	Unsigned32
	M,V
	
	
	
	No

	Roaming-Information
	3139
	8.4.19
	Unsigned32
	M,V
	
	
	
	No

	Reachability-Information
	3140
	8.4.20
	Unsigned32
	M,V
	
	
	
	No

	IMEI-Change
	3141
	8.4.22
	Unsigned32
	M,V
	
	
	
	No

	Monitoring-Event-Config-Status
	3142
	8.4.24
	Grouped
	M,V
	
	
	
	No

	Supported-Services
	3143
	8.4.40
	Grouped
	M,V
	
	
	
	No

	Supported-Monitoring-Events
	3144
	8.4.41
	Unsigned64
	M,V
	
	
	
	No

	CIR-Flags
	3145
	8.4.39
	Unsigned32
	M,V
	
	
	
	No

	Service-Result
	3146
	8.4.37
	Grouped
	M,V
	
	
	
	No

	Service-Result-Code
	3147
	8.4.38
	Unsigned32
	M,V
	
	
	
	No

	Reference-ID-Validity-Time
	3148
	8.4.42
	Time
	M,V
	
	
	
	No

	Event-Handling
	3149
	8.4.43
	Unsigned32
	M,V
	
	
	
	No

	NIDD-Authorization-Request
	3150
	8.4.44
	Grouped
	M,V
	
	
	
	No

	NIDD-Authorization-Response
	3151
	8.4.45
	Grouped
	M,V
	
	
	
	No

	Service-Report
	3152
	8.4.47
	Grouped
	M,V
	
	
	
	No

	Node-Type
	3153
	8.4.48
	Unsigned32
	M,V
	
	
	
	No

	S6t-HSS-Cause
	3154
	8.4.50
	Unsigned32
	M,V
	
	
	
	No

	Loss-Of-Connectivity-Reason
	31xy
	8.4.xx
	Unsigned32
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as "M" indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used by the S6t interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6t. 

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 8.4.1-2, but they may be re-used for the S6t protocol.

Table 8.4.1-2: S6t re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	User-Identifier
	6.4.2
	see 8.4.36
	

	External-Identifier
	6.4.11
	
	

	MSISDN
	3GPP TS 29.329 [10]
	
	

	User-Name
	IETF RFC 3588 [3]
	This AVP shall contain the IMSI of the UE
	

	Supported-Features
	3GPP TS 29.229 [7]
	see 8.4.23 
	

	Feature-List-ID
	3GPP TS 29.229 [7]
	
	

	Feature-List
	3GPP TS 29.229 [7]
	
	

	OC-Supported-Features
	IETF RFC 7683 [15]
	See 6.4.16
	Must not set

	OC-OLR
	IETF RFC 7683 [15]
	See 6.4.17
	Must not set

	Visited PLMN Id
	3GPP TS 29.272 [14]
	
	

	Charged-Party
	3GPP TS 32.299 [16]
	
	

	EPS-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.21
	

	MME-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.34
	

	SGSN-Location-Information
	3GPP TS 29.272 [14]
	see 8.4.35
	

	E-UTRAN-Cell-Global-Identity
	3GPP TS 29.272 [14]
	
	

	Tracking-Area-Identity
	3GPP TS 29.272 [14]
	
	

	Geographical-Information
	3GPP TS 29.272 [14]
	
	

	Geodetic-Information
	3GPP TS 29.272 [14]
	
	

	Current-Location-Retrieved
	3GPP TS 29.272 [14]
	
	

	Age-Of-Location-Information
	3GPP TS 29.272 [14]
	
	

	User-CSG-Information
	3GPP TS 29.272 [14]
	
	

	Cell-Global-Identity
	3GPP TS 29.272 [14]
	
	

	Service-Area-Identity
	3GPP TS 29.272 [14]
	
	

	Routing-Area-Identity
	3GPP TS 29.272 [14]
	
	

	eNodeB-ID
	3GPP TS 29.217 [17]
	
	

	Day-Of-Week-Mask
	IETF RFC 5777 [18]
	
	

	Time-Of-Day-Start
	IETF RFC 5777 [18]
	
	

	Time-Of-Day-End
	IETF RFC 5777 [18]
	
	

	DRMP
	IETF RFC 7944 [20]
	see 8.4.46
	Must not set

	Service-Selection
	IETF RFC 5778 [21]
	See 8.4.49
	

	Load
	IETF draft-ietf-dime-load-03 [22]
	See 6.4.20
	Must not set


* * * Next Change * * * *

8.4.3
Monitoring-Event-Report
The Monitoring-Event-Report AVP is of type Grouped, and it contains the information to be reported as requested by Monitoring-Event-Configuration.

AVP format:

Monitoring-Event-Report::=
<AVP header: 3123 10415>

{ SCEF-Reference-ID }

[ SCEF-ID ]

[ Visited-PLMN-Id ] 

[ Roaming-Information ]

[ IMEI-Change ]
[ Reachability-Information ]

[ EPS-Location-Information ]

[ Monitoring-Type ]

[ Event-Handling ]

*[ Service-Report ]
[ Loss-Of-Connectivity-Reason ]
*[AVP]

* * * Next Change * * * *

8.4.xx
Loss-Of-Connectivity-Reason
The Loss-Of Connectivity-Reason AVP is of type Unsigned32 and shall identify the reason why loss of connectivity is reported. The following values are defined:

UE_DETACHED_MME (0)
UE_DETACHED_SGSN (1)
MAX_DETECTION_TIME_EXPIRED_MME (2)
MAX_DETECTION_TIME_EXPIRED_SGSN (3)
UE_PURGED_MME (4)
UE_PURGED_SGSN (5)
* * * End of Changes * * * *

