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1. Introduction
CT4 has started to design the Sx protocol extensions to support Online and Offline charging at the last CT4 meeting. Several technical aspects, including the encoding of some IEs, were left open.
2. Reason for Change
The following points need to be addressed.
1)  Credit Pooling

Editor's Note:
It is FFS whether the credit pooling requirements specified in subclause 5.5.2.1 of 3GPP TS 32.240 apply to a PGW and TDF, and if so, how to support them.

Credit pooling requirements are specified, in generic terms, in subclause 5.5.2.1 of TS 32.240 (Charging architecture and principles):

Credit fragmentation can occur when it is necessary to grant separate quotas. Granting each quota causes some of the user's credit to be reserved at the Server. It is then possible that all the user's credit may be reserved when the user wishes to start using a new service. The new service may then be denied, despite the fact that there remains unused credit in the user's account.

To avoid such credit fragmentation and unnecessary load on the server, it is possible for multiple quotas provided to be linked into a credit pool. The client may then consider the quotas to form a single pool of credit, from which all services draw units.

The reference to a credit pool includes a translation factor derived from the rating parameter, which translates from units of a specific type (time/volume) to the abstract units in the pool.

The use of credit pooling is described in IETF RFC 4006 [402].

Credit pooling is not further documented in TS 32.251 (PS domain charging).  
The support of credit pooling functionality is specified within a single Diameter session: 
IETF RFC 4006 further specifies:

To support these scenarios optimally, the credit-control application enables independent credit-control of multiple services in a single credit-control (sub-)session.  This is achieved by including the optional Multiple-Services-Credit-Control AVP in Credit-Control-Request/Answer messages.  It is possible to request and allocate resources as a credit pool shared between multiple services.

It is therefore expected that, if credit pooling applies to a PGW or TDF, the scope of a credit pool is limited to a particular Gy session (i.e. it does not span across several sessions), and consequently to a single IP-CAN or TDF session or bearer. 
This entails that the credit pool would also be limited to a single Sx session. It should therefore be possible to provision the UP function with a URR representing the credit pool, with all the services sharing this pool being associated to this URR. 
No specific impacts are thus anticipated at this stage to support this feature in CUPS. It is proposed to request SA5 to confirm whether this feature applies to a PGW and TDF, and if so, whether this feature requires specific considerations for CUPS.

2)  Envelope Reporting

Editor's Note:
It is FFS whether the envelope reporting requirements specified in 3GPP TS 32.251 and subclause 6.5.6 of 3GPP TS 32.299 require any specific consideration for CUPS.

It is proposed to request SA5 whether this feature requires specific considerations for CUPS.
3)  Event-based measurement method

Editor's Note: Potential additions for the event-based measurement method are FFS. 

Editor's Note: It is FFS whether an Event Measurement Threshold needs to be defined to trigger usage reports when a certain number of events has taken place. 

Editor's Note: Potential extensions for reporting Event Measurements are FFS.
The Sx protocol shall allow the UP function to report the start or stop of an application or SDF. 

However no specific use cases have been identified yet to require the UP function to send a report when multiple occurences of an event have occurred. 

It is therefore proposed to not specify any Event Measurement Threshold over Sx at this stage. This means that events (such as start or stop of an Application or SDF) will be reported one by one to the CP function, which still allows the CP function to count these events if needed.

To ensure that CT4 does not miss any requirement, it is also proposed to request SA5 to confirm whether this approach is agreable. 

4)  Requesting a Usage Report at a later absolute time

Editor's Note: It is FFS whether the URR should allow the CP function to specify the absolute time (UTC) at which the UP function should generate its usage report.

For scenarios other than change of Tariff or Time of the day procedure, the CP function does not need to request the UP function to generate a Usage Report at a given absolute time. For offline charging, the CP function may request the UP function to generate a Usage Report periodically, according to a period provisioned in the URR. So no extra parameter is necessary over Sx. 
It is therefore proposed to delete this editor's note.

5)  Change of Tariff 

Editor's Note:
It is FFS whether extensions need to be considered to support change of Tariff and the Time of the day procedure specified in 3GPP TS 23.203 and 3GPP TS 29.212 without causing signalling storms over the Sx reference points.

TS 23.0203 specifies the following requirements:

It shall be possible to change the rate based on the time of day.

TS 32.299 specifies:

6.3.7.1
Support of tariff changes using the tariff switch mechanism

After a tariff switch has been reached, all the active user sessions shall report their session usage by the end of the validity period of the current request and receive new quota for resource usage for the new tariff period. 

In order to avoid the need for mass simultaneous quota refresh, the traffic usage can be split into resource usage before a tariff switch and resources used after a tariff switch. 

The Tariff-Time-Change AVP is used to determine the tariff switch time as described by RFC 4006 [402]. 
In addition to the scenarios described in RFC 4006 [402], the Tariff-Time-Change AVP may also be used in the context of continuously time-based charging.

The Tariff-Change-Usage AVP is used within the Used-Service-Units AVP to distinguish reported usage before and after the tariff time change.

The Tariff-Change-Usage AVP is not used directly within the Multiple-Services-Credit-Control AVP. 
The CP function needs to close CDR or containers and open new ones upon a change of tariff. 

This requires the UP function to report the time/volume usage before the tariff time change and to restart counting time/volume usage after the tariff change. 

To avoid signalling storms over Sx during tariff time change, the CP function should be capable to request the UP function to measure and report separately the volume/time usage before and after the tariff time change. 

One idea could be try to reuse the Monitoring Time IE in the URR (and the associated Subsequent Volume Threshold IE and Subsequent Time Threshold IE) to support these requirements. However with the Monitoring Time requirements, the UP function is expected to not retain (i.e. ignore) the monitoring time and the Subsequent Volume (or Time) Threshold IE if the UP function needs to send a usage report before the Monitoring Time. 
TS 29.212: 
4.5.17.6
Report in case of Monitoring Time provided

If Monitoring-Time AVP was provided within one instance of the Granted-Service-Unit AVP included within the Usage-Monitoring-Information AVP by the PCRF, and if the PCEF needs to report the accumulated usage when one of the events defined in subclauses 4.5.17.1-4.5.17.5 occurs before the monitoring time, the PCEF shall report the accumulated usage as defined in subclauses 4.5.17.1-4.5.17.5 and the PCEF shall not retain the monitoring time; otherwise,
-
If two instances of the Granted-Service-Unit AVP are provided by the PCRF,then the PCEF shall, at the monitoring time, reset the usage threshold to the value of the Granted-Service-Unit AVP with the Monitoring-Time AVP.
-
If only one instance of the Granted-Service-Unit AVP is provided by the PCRF, then the PCEF shall, at the monitoring time, reset the usage threshold to the remaining value of the Granted-Service-Unit AVP previously sent by the PCRF (i.e. excluding the accumulated volume or time usage).
-
For both cases, the usage report from the PCEF shall include two instances of the Used-Service-Unit AVP, one of them to indicate the usage before the monitoring time and the other one accompanied by the Monitoring-Time AVP under the same Used-Service-Unit AVP to indicate the usage after the monitoring time.
When the PCRF receives the accumulated usage report in a CCR command, the PCRF shall indicate to the PCEF if usage monitoring shall continue as defined in clause 4.5.16. The PCRF may provide the Monitoring-Time AVP again within one instance of the Granted-Service-Unit AVP if reports for the accumulated usage before and after the provided monitoring time are required.
For offline and online charging, it is understood that the UP function shall be able to measure the traffic exchanged before and after the tariff change, even if the UP function happens to send a Usage Report before the tariff change (e.g. due to a threshold being reached for online charging or e.g. due to the need to send a periodic report for offline charging). 
Besides, the Monitoring Time IE requires the UP function to re-apply thresholds at the Monitoring Time, whereas a change of tariff may not require any change of threshold, e.g. for offline charging.

The first usage report after the tariff time change was reached shall indicate the usage up to the time and usage after the time.
It is proposed to specify a new Tariff Change Time IE over Sx. Decoupling the Tariff change and Usage Monitoring features may also turn out to be future proof when considering potential future extensions of these features.
Potential Sx extensions for Time of the day procedures remain FFS (and are not specific to charging).
It is FFS to try to reuse the Monitoring Time IE, by modifying the behaviour currently specified over Sx for the Monitoring Time IE, such as to also accommodate requirements for Tariff Change Time.
6)  Reporting usage before and after the Monitoring Time or Tariff Change Time
Editor's Note: It is FFS whether to define a new indication in the URR IE to differentiate URRs with measurements before or after the Monitoring Time.

When the UP function needs to report the traffic usage before and after the Monitoring Time or Tariff Change Time, the UP function includes two Usage Report IEs in the PFCP message (e.g. Sx Session Report Request). 
It is proposed to create a new IE in the Usage Report to indicate whether the reported traffic usage was used before or after the Monitoring Time or Tariff Change Time. Omission of this IE in the Usage Report IE indicates that no tariff change or monitoring time has occurred. 
Note: A possible alternative could be to let the CP function derive from the Start Time and End Time in each URR whether a URR reports the traffic before or after the monitoring time or tariff change time. 
This will allow the CP function to easily derive to which period each Usage Report relates and to set the Tariff-Change-Usage AVP accordingly. See subclause 8.27 of IETF RFC 4006 and subclause 6.3.7.1 of TS 32.299.
7)  Handling of  Quotas for Online charging

Editor's Note: Whether the Final Volume (or Time) Threshold can be set to a granted quota and/or to the final granted quota (i.e. when the OCS provides a Final-Unit-Indication requesting to terminate the traffic upon consumption of the final granted quotas) is FFS. Whether the Final Volume (or Time) Threshold IE is needed, and if so, how to use it, is FFS.
Editor's Note: Potential additions to perform traffic redirection at the UP function when the measured traffic reaches the Final Volume (or Time) Threshold are FFS. 

Editor's Note:
It is FFS how the CP function instructs the UP function to stop forwarding the packets when a granted quota is consumed.
The CP function gets volume, time or events quotas per rating groups from the OCS. The OCS may provide intermediate quotas (by chunks) prior to providing the final granted quota. 

The OCS may specify the behaviour on consumption of the final granted units known as termination action. 
The required termination action is indicated with Final Unit Action and possible values are TERMINATE and REDIRECT. See subclause 6.5.3 of TS 32.299 [50].
6.5.3
Termination action

The termination action is sent over the Ro reference point. Two different approaches are specified:

-
The Final-Unit-Indication AVP with Final-Unit-Action TERMINATE does not include any other information. When the user has consumed the final granted units or zero quota has been granted by the OCS, the Network Element shall terminate the service. This is the default handling applicable whenever the client receives an unsupported Final-Unit-Action value. The Network Element shall send CCR message with CC-Request-Type AVP  set to the value UPDATE_REQUEST and report the Used-Service-Unit AVP for the service that has terminated, as defined in RFC 4006 [402].

-
Another termination action consists in re-directing packets corresponding to a terminated service (consumption of the final granted units or zero quota has been granted by the OCS) to an application server. This allows the client to redirect user originated requests to a top-up server so that network access can be re-instated. This functionality is achieved with the server returning a "REDIRECT" and redirect-to URL in the Final-Units-Action AVP of the Multiple-Services-Credit-Control AVP. Upon receiving this result code, the Network Element shall apply the redirection. The URL should be categorized so that the End-User's ability to reach it is guaranteed. 

When zero quota has been granted by the OCS, the termination action shall be enforced at the reception of the CCA message.

The OCS may provide intermediate quotas, with or without quotas thresholds. The client shall then request a new quota when the quota, or the quota threshold when provided by the OCS, is reached. TS 32.299 further specifies that the client shall continue to forward the traffic, whilst new quotas are being requested to the OCS, until the original quota has been consumed. 
6.5.2
Threshold based Re-Authorization triggers

The server may optionally include as part of the Multiple-Services-Credit-Control AVP, when it is providing a quota, an indication to the client of the remaining quota threshold that shall trigger a quota re-authorization. 
The Time-Quota-Threshold AVP indicates the threshold in seconds when the granted quota is time, and the Volume-Quota-Threshold AVP indicates the threshold in octets when the granted quota is volume. 
The Unit-Quota-Threshold AVP indicates the threshold in service specific units, that are defined in the service specific documents, when the granted quota is service specific.

If the threshold triggers were included along with the quota granted, the Credit-Control client, then, shall seek re-authorization from the server for the quota when the quota contents fall below the supplied threshold. The client shall allow service to continue whilst the re-authorization is progress, until the original quota had been consumed.
Note that implementations may provide the options to allow or block the traffic when exhausting the original quota. 

Not blocking the traffic during the credit renegotiation can be useful when the OCS does not provide quota thresholds as otherwise the user may find it annoying that his application breaks everytime the client does credit negotiation. It is fine then to consume and deduct the amount from the new quota received. Renegotiating the credit ahead of exhaustion (with quota threhold) avoids this over usage.
TS 32.299 further defines the concept of Quota Holding Time:

The server may specify an idle timeout associated with a granted quota using the Quota-Holding-Time AVP. 
If no traffic associated with the quota is observed for this time, the client shall understand that the traffic has stopped and the quota is returned to the server. The client shall start the quota holding timer when quota consumption ceases.  This is always when traffic ceases, i.e. the timer is re-started at the end of each packet. It applies equally to the granted time quota and to the granted volume quota. The timer is stopped on sending a CCR and re-initialised on receiving a CCA with the previous used value or a new value of Quota-Holding-Time AVP if received.

Alternatively, if this AVP is not present, a locally configurable default value in the client shall be used. 
A Quota-Holding-Time AVP value of zero indicates that this mechanism shall not be used.

This functionality requires the UP function to monitor the absence of traffic and to report an event to the CP function when the inactivity period exceeds the Quota Holding Time. This applies regardless of whether volume/time/event based charging is used. 

It has been proposed at the last CT4 meeting to define parameters (Final Time/Volume Threshold IEs and Final Inactivity Time Threshold IE) that allow the CP function to request the UP function to send a Usage Report and stop the forwarding of packets when the traffic usage exceeds a certain time or volume or when the quota holding time expires. 

These parameters are intended to block the traffic at the UP function when an intermediate or a final quota is exhausted or when the quote holding time expires. This allows to ensure that packets are never sent beyond the granted quotas or Quota Holding Time. 
The Figure 1 below illustrates the use case where the OCS provides two intermediate quotas (1 and 2) before granting a final quota (3), in a nominal scenario. The CP function forwards the quotas and quota thresholds (and quota holding time, not represented in the figure) to the UP function, such that the UP function sends a usage report to the CP function and stops forwarding the packet when the granted quota or quota holding time is reached. 
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Figure 1 – Online charging with quota, quota threshold and quota holding time forwarded to the UP function

In the steps 2 and 5 above, the URR is set with the Volume/Time Threshold IE set to the difference between the granted quota and the quota threshold, and with the Final Volume/Time Threshold (renamed further down to Volume/Time Limit IE) set to the granted quota. 
The Figure 2 below illustrates the same use case without supporting the concept of quotas over Sx. 
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Figure 2 – Online charging without the concept of quota, quota threshold and quota holding time over Sx
In steps 2 and 5, the URR would be set with the Volume/Time Threshold IE set to the difference between the granted quota. 

Without supporting the concept of quotas and quota holding time over Sx, packets may be sent by the UP function beyond the granted (intermediate or final) quotas or Quota Holding Time, until the UP function receives a new PFCP request from the CP function to stop the forwarding of the packets, or reroute such packets or terminate the Sx session. The traffic in excess to the granted quotas would depend on the time elapsed between the instant the UP function reports that the quota is reached and the reception of the new CP function's instruction. Loss of PFCP messages, overload in the CP or UP function, or latency on the Gy interface would result in even more traffic sent beyond the granted quotas. Considering the very high throughput supported by E-UTRAN and/or WLAN accesses, the amount of such traffic may not be negligible. 
Considering the above SA5 charging requirements and issues, it is proposed to support the concept of quotas over Sx, as proposed at the last CT4 meeting.
It is also proposed to rename the parameters for the sake of clarity as follows:
Final Volume Threshold ( Volume Limit 

Final Time Threshold ( Time Limit 

Final Inactivity Time Threshold ( Inactivity Time Limit

Potential additions to perform traffic redirection at the UP function when the traffic reaches the Volume/Time or Inactivity Time Limit remains FFS.

An LS is sent to SA5 to check whether it is acceptable to exceed the granted quotas in some relatively rare cases.
8)  Encoding of several IEs
The pCR proposes an encoding for several IEs which were specified at the last CT4 meeting.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.4.0.
* * * First Change * * * *

5.2.2
Usage Reporting Rule Handling 

5.2.2.1
General

The CP function shall provision URR(s) for an Sx session in an Sx Session Establishment Request or an Sx Session Modification Request to request the UP function to: 

-
measure the network resources usage in terms of traffic data volume, duration (i.e. time) and/or events, according to the provisioned Measurement Method; and

-
send a usage report to the CP function, when the measurement reaches a certain threshold, periodically or when detecting a certain event, according to the provisioned Reporting Triggers.

NOTE:
The UP function sends a usage report without performing network resources usage measurements when being requested to detect and report the the start of an SDF or application traffic.
Editor's Note:
It is FFS whether the credit pooling requirements specified in subclause 5.5.2.1 of 3GPP TS 32.240 apply to a PGW and TDF, and if so, how to support them. 
Editor's Note:
It is FFS how to report the network resources usage before and after the PCEF enforcement in a PGW. 

Editor's Note:
It is FFS whether the envelope reporting requirements specified in 3GPP TS 32.251 and subclause 6.5.6 of 3GPP TS 32.299 require any specific consideration for CUPS.

Editor's Note:
It is FFS whether extensions need to be considered to support change of Tariff and the Time of the day procedure specified in 3GPP TS 23.203 and 3GPP TS 29.212 without causing signalling storms over the Sx reference points. It is FFS how to re-use the Monitoring Time IE to support change of Tariff.

Editor's Note: Potential additions to perform traffic redirection at the UP function when the measured traffic reaches the Final Volume (or Time) Threshold are FFS. 
* * * Next Change * * * *

5.2.2.3
Reporting of Usage Report to the CP function
When detecting that a provisioned reporting trigger occurs, the UP function shall generate a Usage Report and send it to the CP function by initiating the Sx Session Report procedure. 
The UP function shall continue to perform the network resources usage measurement after a threshold is reached and before a new threshold may be provided by the CP function. The UP function shall reset its ongoing measurement counts when generating a usage report towards the CP function, i.e. the UP function shall report in a usage report the network resources usage measurement since the last usage report. 
When reporting the network resources usage before and after a Monitoring Time, the UP function shall send two Usage Reports in the PFCP message (e.g. Sx Session Report Request) for the same URR ID. Each Usage Report shall then include the Usage Information IE indicating whether the reported network resource usage was consumed before or after the Monitoring Time. Omission of this IE in a Usage Report indicates that no monitoring time has occurred.
When being instructed to deactivate a network resources usage measurement, via the Active/Inactive Rule IE of the URR, the UP function shall include a Usage Report in the Sx Session Modification Response and reset its ongoing measurements for the URR that is deactivated.

The CP function may request the UP function, in an Sx Session Modification Request, to report its ongoing network resources measurement for one or multiple URRs of the Sx session. In this case, the UP function shall reset its ongoing measurements for the URR(s) being queried and include corresponding usage report(s) in the Sx Session Modification Response. 

NOTE:
It is up to the CP function to request the UP function to generate an immediate report (or not) as specified above when the CP function modifies a URR or any other rules of the Sx session. As an exception, the UP function always generates an immediate report when being instructed to deactivate a network resource measurement via the Active/Inactive Rule IE of the URR.
At the Sx session termination, the UP function shall indicate to the CP function, in the Sx Session Deletion Response, the resources that have been consumed for each URR that was provisioned in the Sx session since the last usage report (respective to each URR).

* * * Next Change * * * *

6.3.4
Sx Session Deletion Procedure

6.3.4.3
UP Function behaviour

When the UP function receives a Sx Session Deletion Request it shall:

-
send the Sx Session Deletion Response message with a rejection cause code set to "session context not found" if the F-SEID include in the Sx Session deletion Request message is unknown;
-
send the Sx Session Deletion Response message with an acceptance cause code if all requested deletions are accepted and all rules associated with the Sx session are deleted, and include any pending Usage Report(s) in the message.

* * * Next Change * * * *

7.5.2.4
Create URR IE within Sx Session Establishment Request
The Create URR grouped IE shall be encoded as shown in Figure 7.5.2.4-1.
Table 7.5.2.4-1: Create URR IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create URR IE Type = 6 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for this Sx session.
	X
	X
	X
	URR ID

	Active/Inactive Rule 
	M
	This IE shall indicate if the measurement shall be performed (active) or be paused (inactive). 
	-
	X
	-
	Active/Inactive Rule

	Measurement Method
	M
	This IE shall indicate the method for measuring the network resources usage, i.e. whether the data volume, duration (i.e. time), combined volume/duration, or event shall be measured.
	X
	X
	X
	Measurement Method

	Reporting Triggers
	M
	This IE shall indicate the trigger(s) for reporting network resources usage to the CP function, e.g. periodic reporting or reporting upon reaching a threshold.
	X
	X
	X
	Reporting Triggers

	Measurement Period 
	C
	This IE shall be present if periodic reporting is required. When present, it shall indicate the period for generating and reporting usage reports. 
	X
	X
	X
	Measurement Period

	Volume Threshold
	C
	This IE shall be present if volume-based measurement is used and reporting is required upon reaching a volume threshold. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Volume Threshold

	Final Volume Threshold
	C
	This IE shall be present if volume-based measurement is used, reporting is required upon reaching a volume threshold and packets are no longer permitted to pass on when reaching this threshold. 

When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Volume Threshold

	Time Threshold
	C
	This IE shall be present if time-based measurement is used and reporting is required upon reaching a time threshold. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Time Threshold

	Final Time Threshold
	C
	This IE shall be present if time-based measurement is used, reporting is required upon reaching a time threshold and packets are no longer permitted to pass on when reaching this threshold. 

When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Time Threshold

	Final Inactivity Time Threshold
	C
	This IE shall be present, for a time, volume or event-based measurement, if reporting is required and packets are no longer permitted to pass on when no packets are received during a given inactivity period. 

When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Final Inactivity Time Threshold

	Dropped DL Traffic Threshold
	C
	This IE shall be present if reporting is required when the DL traffic being dropped exceeds a threshold. 

When present, it shall contain the threshold of the DL traffic being dropped.
	X
	-
	-
	Dropped DL Traffic Threshold

	Monitoring Time
	O
	When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	
	This IE may be present if the Monitoring Time IE is present and volume-based measurement is used. 
When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	
	This IE may be present if the Monitoring Time IE is present and time-based measurement is used. 
When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if time-based measurement is used and the time measurement need to be suspended when no packets are received during a given inactivity period. When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Inactivity Detection Time

	Linked URR ID
	C
	This IE shall be present if linked usage reporting is required. When present, this IE shall contain the linked URR ID which is related with this URR (see subclause 5.2.2.4). 
	-
	X
	X
	Linked URR ID 


Editor’s note: additional and conditions of IEs are FFS.


* * * Next Change * * * *

7.5.5.2
Usage Report IE within Sx Session Modification Response
The Usage Report grouped IE shall be encoded as shown in Figure 7.5.5.2-1.
Table 7.5.5.2-1: Usage Report IE within Sx Session Modification Response 

	Octet 1 and 2
	
	Usage Report IE Type = 78 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	URR ID

	Usage Report Trigger
	M
	This IE shall identify the trigger for this report.
	X
	X
	X
	Usage Report Trigger

	Start Time
	C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic' or 'Stop of Traffic'.

When present, this IE shall provide the timestamp when the collection of the information in this report was started.
	X
	X
	X
	Start Time

	End Time
	C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic' or 'Stop of Traffic'.

When present, this IE shall provide the timestamp when the collection of the information in this report was generated.
	X
	X
	X
	End Time

	Volume Measurement
	C
	This IE shall be present if a volume measurement needs to be reported.
	X
	X
	X
	Volume Measurement

	Duration Measurement
	C
	This IE shall be present if a duration measurement needs to be reported.
	X
	X
	X
	Duration Measurement

	Detected Event 
	C
	This IE shall be present if a detected event needs to be reported.
	-
	X
	X
	Detected Event 

	Time of First Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of Last Packet

	Usage Information 
	C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time. When present, it shall indicate whether the usage is reported for the period before or after that time.
	X
	X
	X
	Usage Information



* * * Next Change * * * *

7.5.7.2
Usage Report IE within Sx Session Deletion Response
The Usage Report grouped IE shall be encoded as shown in Figure 7.5.7.2-1.
Table 7.5.7.2-1: Usage Report IE within Sx Session Deletion Response 

	Octet 1 and 2
	
	Usage Report IE Type = 79 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	URR ID

	Usage Report Trigger
	M
	This IE shall identify the trigger for this report.
	X
	X
	X
	Usage Report Trigger

	Start Time
	C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic' or 'Stop of Traffic'.

When present, this IE shall provide the timestamp when the collection of the information in this report was started.
	X
	X
	X
	Start Time

	End Time
	C
	This IE shall be present, except if the Usage Report Trigger indicates 'Start of Traffic' or 'Stop of Traffic'.

When present, this IE shall provide the timestamp when the collection of the information in this report was generated.
	X
	X
	X
	End Time

	Volume Measurement
	C
	This IE shall be present if a volume needs to be reported.
	X
	X
	X
	Volume Measurement

	Duration Measurement
	C
	This IE shall be present if a duration measurement needs to be reported.
	X
	X
	X
	Duration Measurement

	Detected Event
	C
	This IE shall be present if a detected event needs to be reported.
	-
	X
	X
	Detected Event

	Time of First Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of Last Packet

	Usage Information 
	C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time. When present, it shall indicate whether the usage is reported for the period before or after that time.
	X
	X
	X
	Usage Information



* * * Next Change * * * *

7.5.8.3
Usage Report IE within Sx Session Report Request
The Usage Report grouped IE shall be encoded as shown in Figure 7.5.8.3-1.
Table 7.5.8.3-1: Usage Report IE within Sx Session Report Request 

	Octet 1 and 2
	
	Usage Report IE Type = 80 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall identify the URR for which usage is reported.
	X
	X
	X
	URR ID

	Usage Report Trigger
	M
	This IE shall identify the trigger for this report.
	X
	X
	X
	Usage Report Trigger

	Volume Measurement
	C
	This IE shall be present if a volume measurement needs to be reported.
	X
	X
	X
	Volume Measurement

	Duration Measurement
	C
	This IE shall be present if a duration measurement needs to be reported.
	X
	X
	X
	Duration Measurement

	Detected Event
	C
	This IE shall be present if a detected event needs to be reported.
	-
	X
	X
	Detected Event

	Time of First Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of First Packet

	Time of Last Packet
	C
	This IE shall be present if available for this URR.
	X
	X
	X
	Time of Last Packet

	Usage Information 
	C
	This IE shall be present if the UP function reports Usage Reports before and after a Monitoring Time. When present, it shall indicate whether the usage is reported for the period before or after that time.
	X
	X
	X
	Usage Information




* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Buffering Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update Buffering Parameters
	Extendable / Table 7.5.4.3-3
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-1
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-2
	Not Applicable

	60
	PFD ID
	 / Subclause 8.2.38
	

	61
	PFD contents
	 / Subclause 8.2.39
	

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.43
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.44
	

	66
	Volume Measurement
	/ Subclause 8.2.45
	

	67
	Duration Measurement
	/ Subclause 8.2.46
	

	68
	Detected Event
	/ Subclause 8.2.47
	

	69
	Time of First Packet
	/ Subclause 8.2.48
	

	70
	Time of Last Packet
	/ Subclause 8.2.49
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.50
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.51
	

	73
	Final Volume Threshold
	/ Subclause 8.2.52
	

	74
	Final Time Threshold
	/ Subclause 8.2.53
	

	75
	Start Time
	/ Subclause 8.2.54
	

	76
	End Time
	/ Subclause 8.2.55
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.56
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.57
	4

	x
	Usage Information
	Extendable / Subclause 8.2.x
	1

	83 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.19
Reporting Triggers
The Reporting Triggers IE shall be encoded as shown in Figure 8.2.11-1. It indicates the reporting trigger(s) for the UP function to send a report to the CP function.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 37 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	LIUSA
	DROTH
	STOPT
	START
	INATH
	TIMTH
	VOLTH
	PERIO
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.19-1: Reporting Triggers

Octet 5 shall be encoded as follows:

-
Bit 8: - LIUSA (Linked Usage Reporting): when set to 1, this indicates a request for linked usage reporting, i.e. a request for reporting a usage report for a URR when a usage report is reported for a linked URR (see subclause 5.2.2.4). 

-
Bit 7 - DROTH (Dropped DL Traffic Threshold): when set to 1, this indicates a request for reporting when the DL traffic being dropped reaches a threshold.

-
Bit 6 – STOPT (Stop of Traffic): when set to 1, this indicates a request for reporting when detecting the stop of an SDF or Application Traffic.

-
Bit 5 – START (Start of Traffic): when set to 1, this indicates a request for reporting when detecting the start of an SDF or Application traffic.

-
Bit 4 – INATH (Final Inactivity Time Threshold): when set to 1, this indicates a request for reporting when no packets have been received for a period exceeding the final inactivity time threshold.

-
Bit 3 – TIMTH (Time Threshold): when set to 1, this indicates a request for reporting when the time usage reaches a time threshold (or final time threshold).

-
Bit 2 – VOLTH (Volume Threshold): when set to 1, this indicates a request for reporting when the data volume usage reaches a volume threshold (or final volume threshold).

-
Bit 1 – PERIO (Periodic Reporting): when set to 1, this indicates a request for periodic reporting.

At least one bit shall be set to 1. Several bits may be set to 1.


* * * Next Change * * * *

8.2.41
Usage Report Trigger
The Usage Report Trigger IE shall be encoded as shown in Figure 8.2.41-1. It indicates the trigger of the usage report.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 63 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	IMMER
	DROTH
	STOPT
	START
	INATH
	TIMTH
	VOLTH
	PERIO
	

	
	6
	Spare
	Spare
	Spare
	Spare
	Spare
	LIUSA
	FTITH
	FVOTH
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.41-1: Usage Report Trigger

Octet 5 shall be encoded as follows:

-
Bit 8 – IMMER (Immediate Report): when set to 1, this indicates an immediate report reported on CP function demand.

-
Bit 7 - DROTH (Dropped DL Traffic Threshold): when set to 1, this indicates that the DL traffic being dropped reaches a threshold.

-
Bit 6 – STOPT (Stop of Traffic): when set to 1, this indicates that the stop of traffic is detected.

-
Bit 5 – START (Start of Traffic): when set to 1, this indicates that the start of traffic is detected.

-
Bit 4 – INATH (Final Inactivity Time Threshold): when set to 1, this indicates that no packets have been received for a period exceeding the final inactivity time threshold.

-
Bit 3 – TIMTH (Time Threshold): when set to 1, this indicates that the time usage reaches a volume threshold.

-
Bit 2 – VOLTH (Volume Threshold): when set to 1, this indicates that the data volume usage reaches a volume threshold.

-
Bit 1 – PERIO (Periodic Reporting): when set to 1, this indicates a periodic report.

Octet 6 shall be encoded as follows:

-
Bits 4 to 8: Spare, for future use and set to zero. 

-
Bit 3 - LIUSA (Linked Usage Reporting): when set to 1, this indicates a linked usage report, i.e. a usage report being reported for a URR due to a usage report being also reported for a linked URR (see subclause 5.2.2.4).

-
Bit 2 – FTITH (Final Time Threshold): when set to 1, this indicates that the time usage reaches a Final Time Threshold.

-
Bit 1 – FVOTH (Final Volume Threshold): when set to 1, this indicates that the data volume usage reaches a Final Volume Threshold.

At least one bit shall be set to 1. Several bits may be set to 1.


* * * Next Change * * * *

8.2.42
Measurement Period
The Measurement Period IE contains the period, in seconds, for generating periodic usage reports. It shall be encoded as shown in Figure 8.2.42-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 36 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Measurement Period
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.42-1: Measurement Period

The Measurement Period field shall be encoded as an Unsigned32 binary integer value. 


* * * Next Change * * * *

8.2.47
Time of First Packet
The Time of First Packet IE indicates the time stamp for the first IP packet transmitted for a given usage report. It shall be encoded as shown in Figure 8.2.47-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 33 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Time of First Packet
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.47-1: Time of First Packet
The Time of First Packet field shall contain a UTC time. Octets 5 to 8 shall be encoded in the same format as the first four octets of the 64-bit timestamp format as defined in section 6 of IETF RFC 5905 [12]. 

NOTE: 
The encoding is defined as the time in seconds relative to 00:00:00 on 1 January 1900.

* * * Next Change * * * *

8.2.48
Time of Last Packet
The Time of Last Packet IE indicates the time stamp for the last IP packet transmitted for a given usage report. It shall be encoded as shown in Figure 8.2.48-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 33 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Time of Last Packet
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: Start Time

The Time of Last Packet field shall contain a UTC time. Octets 5 to 8 shall be encoded in the same format as the first four octets of the 64-bit timestamp format as defined in section 6 of IETF RFC 5905 [12]. 

NOTE: 
The encoding is defined as the time in seconds relative to 00:00:00 on 1 January 1900.

* * * Next Change * * * *

8.2.53
Start Time

The Start Time IE indicates the time at which the UP function started to collect the charging information. It shall be encoded as shown in Figure 8.2.53-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 33 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	Start Time
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: Start Time

The Start Time field shall contain a UTC time. Octets 5 to 8 shall be encoded in the same format as the first four octets of the 64-bit timestamp format as defined in section 6 of IETF RFC 5905 [12]. 

NOTE: 
The encoding is defined as the time in seconds relative to 00:00:00 on 1 January 1900.

* * * Next Change * * * *

8.2.54
End Time
The End Time IE indicates the time at which the UP function ended to collect the charging information. It shall be encoded as shown in Figure 8.2.53-1. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 33 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 8
	End Time
	

	
	9 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: End Time

The End Time field shall contain a UTC time. Octets 5 to 8 shall be encoded in the same format as the first four octets of the 64-bit timestamp format as defined in section 6 of IETF RFC 5905 [12]. 

NOTE: 
The encoding is defined as the time in seconds relative to 00:00:00 on 1 January 1900.

* * * Next Change * * * *

8.2.x
Usage Information
The Usage Information IE shall be encoded as shown in Figure 8.2.x-1. It provides additional information on the Usage Report.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	AFT
	BEF
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.21-1: Usage Information
Octet 5 shall be encoded as follows:

-
Bit 2 – AFT (After): when set to 1, this indicates a usage after a tariff change time or monitoring time.

-
Bit 1 – BEF (Before): when set to 1, this indicates usage before a tariff change time or monitoring time.

* * * End of Changes * * * *
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