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1. Introduction
No overview on error codes used in TS 29.244 
2. Reason for Change
Add a table which list all error codes and provide a short description for the cause.
Different kind of causes could apply:
Causes indicating success

Causes indicating protocol errors

Causes indicating transient failures

Causes indicating permanent failures
Causes indicating other failures
At minimum distinguish is needed between successful and unsuccessful rejection causes. For possible future extension ranges should be specified and the handling of causes which are added in future currently unknown should be specified.

It is proposed to reserve arrange of causes values which indicate acceptance of a request and a range of cause values indicating the rejection of a request. To be future proved there should be also range of cause values reserved different from the ranges for acceptance and rejection indications in a response message.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 0.3.0.
*******
* * * First Change * * * *

7.5.3
Sx Session Establishment Response

The Sx Session Establishment Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Establishment Request.

Table 7.5.3-1: Information Elements in a Sx Session Establishment Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to an mandatory IE missing or faulty.
	X
	X
	X
	Offending IE

	Created PDR 
	C
	If present, this IE shall contain the PDR information associated to the Sx session. There may be several instances of this IE.

See table 7.5.3-2.
	X
	X
	-
	Created PDR


Editor’s note: IEs and conditions of IEs are FFS.
Editor’s note: If the handling of one or more rule cause an error the UP rejects the request and may report the rule(s) which causes the error to be clarified and added. 
* * * Next Change * * * *

7.5.5
Sx Session Modification Response 

The Sx Session Modification Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Modification Request.

Table 7.5.5-1: Information Elements in a Sx Session Modification Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to an mandatory IE missing or faulty.
	X
	X
	X
	Offending IE

	Created PDR
	C
	If present, this IE shall contain the PDR information associated to the Sx session. 

See Table 7.5.3-2.
	X
	X
	-
	Created PDR


Editor's Note: If removal/update/creation of one or more rule fails the whole request is rejected and it needs to be clarified if the Rules which causes the error are reported to the CP. This needs to be clarified in the Procedure Clause.

* * * Next Change * * * *

7.5.7
Sx Session Deletion Response 
The Sx Session Deletion Response shall be sent over the Sxa, Sxb and Sxc interface by the UP function to the CP function as a reply to the Sx Session Deletion Request.

Table 7.5.7-1: Information Elements in a Sx Session Deletion Response
	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Cause
	M
	
	X
	X
	X
	Cause

	Offending IE
	C
	This IE shall be included if the rejection is due to an mandatory IE missing or faulty.
	X
	X
	X
	Offending IE


* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	x
	Offending IE
	Fixed / subclause 8.2.x
	2


* * * Next Change * * * *

8.2.1
Cause

Cause IE is coded as depicted in Figure 8.2.1-1.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = 2
	

	
	5 to 6
	Cause value
	

	
	
	
	

	
	
	
	


Figure 8.2.1-1: Cause


-

The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 


Table 8.2.1-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Acceptance in a response
	1
	Request accepted (success)

	
	2-63
	Spare. This value range shall be used by Cause values in an acceptance response message. See NOTE 1.

	Rejection in a response
	64
	Request rejected (reason not specified)

	
	65
	Session context not found

	
	66
	Mandatory IE missing

	
	67
	Conditional IE missing

	
	68
	Invalid length

	
	69
	Mandatory IE incorrect

	
	70 to 255
	Spare for future use in a response message. See NOTE 2

	
	
	

	NOTE 1:
This value is or may be used in future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified acceptance cause. Unspecified/unrecognized acceptance cause shall be treated in the same ways as the cause value 1 " Request accepted (success)".
NOTE 2:
This value is or may be used in a future version of the specification. If the receiver cannot comprehend the value, it shall be interpreted as an unspecified rejection cause. Unspecified/unrecognized rejection cause shall be treated in the same ways as the cause value 32 "Request rejected (reason not specified)".


Editor's Note: 
Cause codes need to be filled when related descriptions are added. 

Editor's Note: 
For GTP we differentiated if the cause was used in an initial message or in a response message. Do we need to distinguish this for PFCP as well or can we remove the column?
Grouping of error causes is FFS.
Acceptance causes:
"Request accepted (success)" is returned when the PFCP entity has accepted a request.
Rejection causes:
"Request rejected (reason not specified)" is returned to report an unspecified rejection cause.
"Session context not found" is returned, if the Session ID included in a Sx Session Modification/Deletion Request message is unknown.
"Mandatory IE missing" is returned when the PFCP entity detects that a mandatory IE is missing in a request message.
"Conditional IE missing" is returned when the PFCP entity detects that a Conditional IE is missing in a request message.
"Invalid length" is returned when the PFCP entity detects that an IE with an invalid length in a request message
"Mandatory IE incorrect" is returned when the PFCP entity detects that a Mandatory IE is missing in a request message.
_______________________________________________________________________________________
The Cause value contains an 16-bit address space representing errors. The following classes of errors are defined, all identified by the thousands digit in the decimal notation:

1xxx : Causes indicating success
2xxx : Causes indicating protocol errors
3xxx : Causes indicating transient failures
4xxx : Causes indicating permanent failures
5xxx : Causes indicating other failures
An unrecognized class (one whose first digit is not defined in this subsection) shall be handled as a permanent failure.

Table 8.2.1-1: Cause values
	Class of errors
	Cause Value
	Meaning
	Comment

	Success (Note 1)
	1000
	Request accepted (success)
	Returned when the PFCP entity has accepted a session request.

	
	1001-1999
	Reserved
	Spare for future use

	Protocol Errors (Note 2)
	2000
	Undefined Request
	

	
	2001-2999
	Reserved
	Spare for future use

	Transient Failures (Note 3)
	
	
	

	
	
	
	

	Permanent Failures (Note 4)
	4000
	Rejected Request (reason not specified)
	Returned to report an unspecified rejection cause

	
	4001
	Session context not found
	Returned if the Session ID included in a Sx Session Request message is unknown

	
	4002
	Mandatory IE missing
	Returned when the PFCP entity detects that a mandatory IE is missing in a request message. In that case, the missing IE type shall be included in the response message.

	
	4003
	Conditional IE missing
	Returned when the PFCP entity detects that a Conditional IE is missing in a request message. In that case, the missing IE type shall be included in the response message.

	
	4004
	Invalid length
	Returned when the PFCP entity detects that an IE with an invalid length in a request message.

	
	4005
	Mandatory IE incorrect
	Returned when the PFCP entity detects that a Mandatory IE is missing or faulty in a request message. In that case, the IE Type value shall be included in the response message.

	
	4006-4999
	Reserved
	Spare for future use

	Other Failures (Note 5)
	5000-5999
	Reserved
	Spare for future use

	
	
	
	

	NOTE 1:
Unrecognized cause value in the Success class shall be treated as "Success" (1000).
NOTE 2:
Unrecognized cause value in the Protocol Errors class shall be treated as " Undefined Request" (2000).
NOTE 3:
Unrecognized cause value in the Transient Failures class shall be treated as TBD.
NOTE 4: 
Unrecognized cause value in the Permanent Failures class shall be treated as "Rejected Request" (4000).

NOTE 5: 
Unrecognized cause value in the Other Failures class shall be treated as "Rejected Request" (4000).


* * * Next Change * * * *

8.2.x
Offending IE
Offending IE IE is coded as depicted in Figure 8.2.x-1.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = 2
	

	
	5 to 6
	Type of the offending IE
	


Figure 8.2.x1-1: Offending IE
The offending IE shall contain a mandatory IE type, if the rejection is due to a mandatory IE is faulty or missing. 

* * * End of Changes * * * *

