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1. Introduction
Subclause 4.3.1 of 3GPP TS 23.214 requires support of Flexible Mobile Service Steering (FMSS) by the PGW and TDF. 
The corresponding requirements for the Sxb and Sxc reference points need to be specified.
2. Reason for Change
As specified in TS 23.003, Traffic Steering refers to the process of applying a specific (S)Gi-LAN traffic steering policy in the PCEF, TDF or the TSSF, for traffic detected based on application level information or service data flow level information, for the purpose of steering the subscriber's traffic to appropriate operator or 3rd party service functions (e.g. NAT, antimalware, parental control, DDoS protection) in the (S)Gi-LAN. 

The PCRF controls traffic steering in the PCEF and TDF by provisioning traffic steering control information in a PCC or ADC rule. The traffic steering control information consists of Traffic Steering Policy Identifier(s), for the uplink and downlink traffic, referencing a traffic steering policy that is locally configured in the PCEF or TDF and that can be used for the uplink, the downlink or for both directions.
The PCEF or TDF performs the necessary actions to enforce the traffic steering policy referenced by the PCRF. For enforcing the traffic steering policy, the PCEF, TDF or TSSF may support traffic steering related functions as defined by other standard organizations. The mechanism used for routing the traffic between the service functions within the (S)Gi-LAN, is out of 3GPP scope.

TS 23.214 specifies the following to support Traffic Steering:
Table 5.6.2-1: Forwarding information for different scenarios

	
	Scenario description
	Packet detection information
	Forwarding target and operation
	Applicable to

	5
	Forwarding of packets between the UP function and the SGi-LAN for Flexible Mobile Service Chaining
	L3, L4 or application level packet filter describing the traffic 
	Reference to a predefined traffic steering configuration (e.g. Traffic-Steering Policy identifier)
	PGW, TDF


Table 7.5-1: Attributes within Forwarding Action Rule

	Attribute
	Description
	Comment
	Applicability

	
	
	
	SGW


	PDN GW
	TDF

	Session ID
	Identifies the session associated to this FAR
	
	X
	X
	X

	Rule ID
	Unique identifier to identify this information.
	
	X
	X
	X

	Forwarding policy 
	Reference to a preconfigured traffic forwarding treatment for FMSS or http redirection
	Contains TSP ID or Redirect Destination and values for the forwarding behaviour (always, after measurement report (for termination action “redirect”))


	
	X
	X


The figure below depicts the possible traffic flows within the UP function with SGi-LAN traffic steering.


[image: image1]
 (traffic with the CP function and traffic duplication for Lawful Interception are not depicted)
For uplink:

· Access to SGi-LAN

· SGi-LAN to SGi
· Access to SGi

For downlink:

· SGi to SGi-LAN

· SGi-LAN to Access

· SGi-LAN to local buffering

· SGi to Access

· SGi to local buffering

The packets received from SGi and SGi-LAN are subject to different processing, and consequently two different PDRs need to be provioned for DL traffic from SGi vs. DL traffic from SGi-LAN. The PDRs provisioned for traffic coming from SGi vs. from SGi-LAN have different Source Interfaces ("Core side" and "SGi-LAN side" respectively).
It is assumed that the UP function can distinguish a packet coming from "SGi-LAN" from a packet coming from "SGi" thanks to UP local configuration e.g. using the VLAN-ID.
Two different PDRs are also required to be provisioned for UL and DL packets received from SGi-LAN (when this scenario is applicable). The UP function can distinguish UL from DL packets coming from "SGi-LAN" thanks to the source and destination IP addresses of the packet (i.e. whether the source or destination IP address is set to the UE IP address). 
Since common QER and URR may be provisioned for both the uplink and downlink directions (to minimize the number of rules to provision over Sx and to be consistent with PCC/ADC Rules which also contain instructions for both UL/DL directions), the UP function shall be able to determine the direction of the traffic in the PDR, such as to apply the UL or DL instructions provided in the QER/URR rules. 
The Source Interface value "Access side" identifies traffic received from the Access Network side, thus UL traffic. 

The Source Interface value "Core side" identifies traffic received from the Core Network side, thus DL traffic. 

The Source Interface values "SGi-LAN side" and "CP side" do not permit to differentiate the direction of the traffic. However the Destination Interface in the FAR allows to determine the direction of the traffic. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 v0.3.0.
* * * First Change * * * *

5.4.3
Gating Control

Gating control refers to the process within the PGW-U and TDF-U of enabling or disabling the forwarding of IP packets, belonging to a service data flow or detected application's traffic, to pass through to the desired endpoint (see subclause 4.3.2 of 3GPP TS 23.203 [7]). 
The PGW-C and TDF-C controls the gating in the PGW-U and TDF-U by creating PDR(s) for the service data flow(s) or application's traffic to be detected, and by associating a QER, including the Gate Status IE, to the PDRs.

The Gate Status IE indicates whether the service data flow or detected application traffic is allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or in downlink directions.
The PGW-U and TDF-U shall identify UL and DL flows by the Source Interface IE in the PDI of the PDRs or the Destination Interface IE in the FARs. The PGW-U and TDF-U shall apply UL and DL gating accordingly.


* * * Next Change * * * *

5.4.4
QoS Control

QoS control refers to the authorization and enforcement of the maximum QoS that is authorized 

-
at the session level (APN-AMBR or TDF session UL and DL bitrates)

-
at the bearer level (GBR, MBR for GBR bearers)

-
at the service data flow (SDF) or application level.

See subclause 4.3.3 of 3GPP TS 23.203 [7] and subclause 4.5.5 of 3GPP TS 29.212 [8].

The CP function shall control the QoS enforcement in the UP function by: 

-
creating the necessary PDR(s) to represent the service data flow, application, bearer or session; 

-
creating QERs for the QoS enforcement at session level, bearer level and SDF/application level;

-
associating the session level QER to all the PDRs defined for the session;

-
associating the bearer level QER to all the PDRs associated to the bearer;

Editor's Note: the need for associating the bearer level QER to all the PDRs associated to the bearer is FFS. Subclause 7.8.3 of 3GPP TS 23.214 [2] documents such requirement. However subclause 6.4.2.1 of 3GPP TS 29.213 [11] specifies that the MBR or GBR per bearer is the Sum of the MBR or GBR for all the PCC Rules bound to that bearer. So it may be sufficient to only provision MBR and GBR per SDF. 

Editor's Note:
Resource sharing is FFS. This may require the need to enforce QER for multiple PDRs/SDFs.
-
associating the SDF or application QER to the PDRs associated to the SDF or application.
The same QER may be associated to UL and DL PDRs. The UP function shall identify the UL and DL flows by the Source Interface IE in the PDRs or the Destination Interface IE in the FARs. The UP function shall enforce the QoS for the UL or DL flows accordingly.

The PGW-C shall map the precedence of a PCC rule to the precedence of the PDRs associated to the corresponding service data flows. 
Editor's Note:
TS 23.214 also specifies a precedence parameter within a QER. The precedence of each QER determines then the order in which the QERs are applied. The need for precedence in the QER is FFS. 

* * * Next Change * * * *

5.4.x
Traffic Steering
Traffic Steering refers to the process of applying a specific (S)Gi-LAN traffic steering policy in the PCEF or TDF (or TSSF), for the purpose of steering the subscriber's traffic to appropriate operator or 3rd party service functions (e.g. NAT, antimalware, parental control, DDoS protection) in the (S)Gi-LAN, per service data flows level or applications level.
The UP function shall set the TRST feature flag in the UP Function Features IE if it supports Traffic Steering (see subclause 8.2.x).
Traffic Steering is supported over the Sxb and Sxc reference points by instructing the UP function to apply a specific Forwarding Policy, that is locally configured in the UP function and that can be used for the uplink, the downlink or for both directions. A Forwarding Policy is identified by a Forwarding Policy Identifier. 

When so instructed, the UP function shall perform the necessary actions to enforce the forwarding policy referenced by the CP function, e.g. performing packet marking and routing the traffic towards the service functions within the (S)Gi-LAN.

See 3GPP TS 23.203 [7] and 3GPP TS 29.212 [8].

The CP function shall control Traffic Steering towards SGi-LAN in the UP function by: 

-
creating the necessary PDRs to represent the service data flows or applications to be steered towards SGi-LAN; 

-
creating a FAR with the Forwarding Policy IE including the Forwarding Policy Identifier set to the Traffic Steering Policy Identifier; and

-
associating the FAR to the above PDRs of the Sx session.
The CP function shall control the processing of the traffic received from the (S)Gi-LAN in the UP function as specified in the rest of this specification for traffic received from any other interface, but with PDR(s) including a PDI with the Source Interface indicating "SGi-LAN".  The UP function shall distinguish packets coming from (S)Gi-LAN based on local configuration.
* * * Next Change * * * *

7.5.2
Sx Session Establishment Request

The Sx Session Establishment Request shall be sent over the Sxa, Sxb and Sxc interface by the CP function to establish a new Sx session context in the UP function.

[…]
Table 7.5.2-3: PDI IE within Sx Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	If present, this IE shall identify the local F-TEID to match for an incoming packet. 

The CP function shall set the CHOOSE (CH) bit to 1  if the UP function supports the allocation of F-TEID and the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	F-TEID

	PDN Instance
	O
	If present, this IE shall identify the PDN instance to match for the incoming packet.
	-
	X
	X
	PDN Instance

	UE IP address 
	O
	If present, this IE shall identify the source or destination IP address to match for the incoming packet. 
	-
	X
	X
	UE IP address

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. 
	-
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	Application ID


Editor’s note: additional IEs and conditions of IEs are FFS.
Table 7.5.2-4: Create FAR IE within Sx Session Establishment Request
	Octet 1 and 2
	
	Create FAR IE Type = 3 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	FAR ID
	M
	This IE shall uniquely identify the FAR among all the FARs configured for that Sx session.
	
	
	
	FAR ID

	Apply Action
	M
	This IE shall indicate the action to apply to the packets, See subclause 4.x.
	
	
	
	Apply Action

	Forwarding parameters
	
	This IE shall be present when the Apply-Action requests the packets to be forwarded. It may be present otherwise. 

When present, it shall contain the forwarding instructions to be applied by the UP function when the Apply-Action requests the packets to be forwarded. 

See table 7.5.2-5.
	
	
	
	Forwarding Parameters

	Buffering parameters
	
	This IE may be present. 

When present, it shall contain the buffering instructions to be applied by the UP function when the Apply-Action requests the packets to be buffered. See table 7.5.2-6.
	
	
	
	Buffering Parameters


Editor’s note: IEs and conditions of IEs are FFS.
Table 7.5.2-5: Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Forwarding Parameters IE Type = 4 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	M
	This IE shall identify the destination interface of the outgoing packet.
	X
	X
	X
	Destination Interface

	Precedence
	C
	This IE shall be present if the PDR is associated to more than one FAR. When present, this IE shall indicate the FAR's precedence among all the FARs associated to the PDR, i.e. the order in which to apply the FAR.
	X
	X
	-
	

	PDN instance
	O
	When present, this IE shall identify the PDN instance towards which to send the outgoing packet.
	-
	X
	-
	

	Redirect Information
	C
	This IE shall be present if redirection of traffic by the UP function is required. See 8.x.
	-
	X
	X
	Redirect Information

	Outer header removal 
	O
	This IE may be present over Sxa and Sxb. 
	X
	X
	-
	

	Outer header creation 
	O
	If present it shall contain the F-TEID of the remote PFCP peer.
	X
	X
	-
	

	Outer header marking 
	
	
	
	
	
	

	Forwarding Policy 
	C
	This IE shall be present if a specific forwarding policy is required to be applied to the packets. It shall be present if the Destination Interface IE is set to SGi-LAN. It may be present if the Destination Interface is set to Core.  
When present, it shall contain an Identifier of the Forwarding Policy locally configured in the UP function.
	-
	X
	X
	Forwarding Policy

	Container for header enrichment
	
	
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
[…]

* * * Next Change * * * *

7.5.4
Sx Session Modification Request 

The Sx Session Modification Request is used over the Sxa, Sxb and Sxc interface by the CP function to request the UP function to modify the Sx session.

[…]
Table 7.5.4-4: Update Forwarding Parameters IE in FAR 
	Octet 1 and 2
	
	Update Forwarding Parameters IE Type = 11 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	Destination Interface
	C
	This IE shall only be provided if it is changed. 
When present, it shall indicate the destination interface of the outgoing packet. 
	X
	X
	X
	Destination Interface

	Precedence
	C
	This IE shall only be provided if it is changed
	
	
	
	

	PDN instance
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Redirect Information
	C
	This IE shall be present if the instructions regarding the redirection of traffic by the UP function need to be modified.See 8.2.x.
	-
	X
	X
	Redirect Information

	Outer header removal 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Outer header creation 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Outer header marking 
	C
	This IE shall only be provided if it is changed
	
	
	
	

	Forwarding Policy 
	C
	This IE shall only be provided if it is changed. 
	-
	X
	X
	Forwarding Policy

	Container for header enrichment
	C
	This IE shall only be provided if it is changed
	
	
	
	


Editor’s note: IEs and conditions of IEs are FFS.
[…]
* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	x
	Destination Interface
	Extendable / 8.2.x
	1

	0 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.1
Cause

Cause IE is coded as depicted in Figure 8.2.1-1.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 19 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Cause value
	

	
	a(n+1) to a(n+2)
	Type of the offending IE
	

	
	a(n+3) to a(n+4)
	Length of the offending IE = 0
	


Figure 8.2.1-1: Cause

Cause is a variable length IE, which may have either of the following two lengths values:

-
If n = 2, a = 0 and the Cause IE shall be 6 octets long. Therefore, octets "a(n+1) to a(n+4)" will not be present.

-
If n = 6, a = 1 and the Cause IE will be 10 octets long.

The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 

If the rejection is due to a mandatory IE is faulty or missing, the offending IE shall be included within an additional field "a(n+1) to a(n+4)". Only Type field of the offending IE that caused the rejection has a meaning. The length in the Octet a(n+3) to a(n+4) shall be set to "0". 

Table 8.2.1-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Rejection causes
	x
	Invalid Forwarding Policy

	
	1 to 255
	spare for future use


Editor's Note: 
Cause codes need to be filled when related descriptions are added. 

Editor's Note: 
For GTP we differentiated if the cause was used in an initial message or in a response message. Do we need to distinguish this for PFCP as well or can we remove the column?
Grouping of error causes is FFS.

"Invalid Forwarding Policy" shall be used by the UP function in the Sx Session Establishment Response or Sx Session Modification Response message if the CP function attempted to provision a FAR with a Forwarding Policy Identifier for which no Forwarding Policy is locally configured in the UP function.
* * * Next Change * * * *

8.2.2
Source Interface
The Source Interface IE type shall be coded as shown in Figure 8.x-1. It indicates the type of the interface from which an incoming packet is received.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 20 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	Interface value
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.2-1: Source Interface

The Interface value shall be coded as a 4 bits binary integer as specified in in Table 8.2.2-1.

Table 8.2.2-1: Interface value
	Interface value
	Values (Decimal)

	Access
	0

	Core
	1

	SGi-LAN
	2

	CP-function
	3

	Spare
	4 to 15

	NOTE:
The "Access" and "Core" values denote an uplink and downlink traffic direction respectively.  


* * * Next Change * * * *

8.2.x
Forwarding Policy
The Forwarding Policy IE type shall be coded as shown in Figure 8.2.x-1. It indicates a specific forwarding policy to apply to packets.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 22 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Forwarding Policy Identifier Length
	

	
	j to k 
	Forwarding Policy Identifier
	

	
	m to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: Forwarding Policy
The Forwarding Policy Identifier Length shall indicate the length of the Forwarding Policy Identifier. 

The Forwarding Policy Identifier shall be coded as an Octet String containing a reference to a pre-configured Forwarding Policy in the UP function, with a maximum length of 255 octets.
8.2.x
Destination Interface
The Destination Interface IE type shall be coded as shown in Figure 8.2.x-1. It indicates the type of the interface towards which an outgoing packet is sent.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	Interface value
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: Destination Interface

The Interface value shall be coded as a 4 bits binary integer as specified in in Table 8.2.x-1.

Table 8.2.x-1: Interface value
	Interface value
	Values (Decimal)

	Access
	0

	Core
	1

	SGi-LAN
	2

	CP-function
	3

	Spare
	4 to 15

	NOTE:
The "Access" and "Core" values denote a downlink and uplink traffic direction respectively.  


8.2.x
UP Function Features
The UP Function Features IE indicates the features supported by the UP function. It is coded as depicted in Figure 8.2.x-1.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = x (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Supported-Features
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: UP Function Features
The UP Function Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver. The same bitmask is defined for all PFCP interfaces.   
The following table specifies the features defined on PFCP interfaces and the interfaces on which they apply.
Table 8.2.x.1: UP Function Features
	Feature Octet /  Bit
	Feature
	Interface
	Description

	5/4
	TRST
	Sxb, Sxc
	Traffic Steering is supported by the UP function. 



	
	
	
	

	
	
	
	

	Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".

Feature: A short name that can be used to refer to the octet / bit and to the feature.
Interface: A list of applicable interfaces to the feature.
Description: A clear textual description of the feature.


* * * End of Changes * * * *

Combined SGW-U/PGW-U





SGi-LAN





SGi





   local buffering





to/from Access








