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1. Introduction
2. Reason for Change
The IETF RFC 6733 [3] statement on rules for extension of Diameter commands, has  impacts on 3GPP Diameter offline Charging Application Rf design, regarding the ACR/ACA extended with 3GPP specific AVPs.. 

3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.819  v1.0.0.
* * * First Change * * * *

5.3.1
Changes and Clarifications of the rules for Diameter Extensibility

5.3.1.1
Description of the change

5.3.1.1.1
New Policies for IANA's Command Code Assignment

The Diameter base protocol provides a number of ways to extend Diameter, with new AVP values, AVPs, commands and applications. The IETF RFC 3588 [2] describes the conditions that lead to the need to define a new Diameter application or a new command code. Depending on the scope of the Diameter extension, IETF actions are necessary.

As per the IETF RFC 3588 [2], defining new vendor specific Diameter applications does not require IETF consensus: new application identifiers are simply allocated by IANA under request on a first-come, first-served basis. However, defining new Diameter commands requires IETF consensus i.e. any new assignment is conditioned by the publication of an RFC approved by the IETF. As a consequence, all the command pairs are defined as "standard" commands with only two command pairs left for experimentation performed by vendors.

This has led other SDOs like 3GPP defining new applications to abusively reuse and twist existing commands in order to avoid the IETF RFC publication procedure that can be seen as an overkill process when the aim is to define a simple vendor-specific command pair.

Based on this deadlock, the IETF RFC 6733 [3] has relaxed the allocation policy and enlarged the range of available code values for vendor-specific applications. This is achieved by splitting the command code space into ranges and providing different IANA allocation policies to them:

-
A range of standard Command Code values that are allocated via IETF Review;

-
A range of vendor-specific Command Code values that are allocated on a first-come, first-served basis;

-
A range of values reserved only for experimental and testing purposes.

This new allocation policy for command codes has been incorporated in the IETF RFC 6733 [3], while they were initially defined in the IETF RFC 5719 [10] updating the IANA considerations in IETF RFC 3588 [2].

5.3.1.1.2
Clarifications the Diameter extensibility rules
The IETF RFC 6733 [3] clarifies the Diameter extensibility rules initially defined in the IETF RFC 3588 [2]. In particular, it is clarified the notion of mandatory/optional AVP according to the setting of the M-bit in the AVP flag field of the AVP header and that this M-bit setting is per application and per command. It is also reinforced that existing command cannot be extended by the addition of any AVP with the M-bit set without resulting to the creation of a new application.

About the criteria for creating a new Diameter application, there is the following clarification in the IETF RFC 6733 [3]:

  "If the CCF definition of a command allows it, an implementation may

   add arbitrary optional AVPs with the M-bit cleared (including vendor-

   specific AVPs) to that command without needing to define a new

   application.  Please refer to Section 11.1.1 for details."
This statement only clarifies the rules regarding the extension of an existing command. The extension of a command with new AVPs with the M-bit cleared does not result in the need for the creation of a new application. This mechanism allows the receiver to safely ignore unrecognized AVPs added to a command. However, this text does not imply that a command can only be extended with optional-to-understand AVP (e.g. with the M-bit cleared). An existing command can be extended by the addition of AVPs already supported by the application i.e. add in a command AVPs initially used in another command by the same application.
When it is about adding into the command AVPs already supported by the Diameter application, the AVPs can be safely added to the command with the M-bit set. As long as the receiver supports the Diameter base protocol and a specific application, the receiver will be able to successfully parse a command including any additional AVP defined by the Diameter base protocol or the specific application, with or without the M-bit set. The addition of AVP with the M-bit set into existing commands will therefore not cause an error. Obviously, as these AVPs are not part of the original CCF specification defined for this command, the processing of the command may cause an error at the application level if the application specification has not been updated to indicate how to handle these additional AVPs or if the receiver has not been upgraded to support the new version of the specification. When the application layer does not know how to handle these additional AVPs included into the command, these AVPs will be safely ignored, as the application command has been initially defined without these AVPs and they are de-facto not required to correctly handle the command.
For Diameter Accounting Application introduced in the past based on IETF RFC 3588 [2], which followed the strong recommendation on re-using existing ACR/ACA commands with Diameter Base Accounting (application Id =3): 

"The creation of a new accounting application should be viewed as a

last resort and MUST NOT be used unless a new command or additional

mechanisms (e.g., application defined state machine) is defined

within the application, or new mandatory AVPs are added to the ABNF."
Although this statement stated that need for new mandatory AVPs were one of the criteria for allowing to creation of a new accounting application (instead of re-using application Id =3), it did not explicitly forbid re-using Diameter Base Accounting ACR/ACA with new mandatory AVPs,.  
The IETF RFC 6733 [3] statement is slightly different regarding this extensibility rule for new mandatory AVPs, as it clearly requires a new application to be created when new mandatory AVPs:

"However, a new Diameter application MUST be created when one or more

of the following criteria are met:

M-bit Setting

An AVP with the M-bit in the MUST column of the AVP flag table is

added to an existing Command/Application. An AVP with the M-bit

in the MAY column of the AVP flag table is added to an existing

Command/Application."     

To better help Diameter application designers, further clarifications have been captured in a specific Best Current Practice (BCP) document (see IETF RFC 7423 [11]).



5.3.1.2
Backward compatibility with IETF RFC 3588

The changes in the IANA allocation policies for command codes in IETF RFC 6733 [3] and the clarifications on the Diameter extensibility rules given by IETF RFC 7423 [11] have no impact on the protocol itself.

For Diameter Accounting application re-using the Diameter Base Protocol Accounting (application Id =3) and ACR/ACA commands extended with AVPs and M-bit set, there may be potential impact on Accounting application level based on strengthen restrictions brought by IETF RFC 6733 [3]. There is therefore no backward compatibility issue, for Diameter Applications not falling under this exception.
5.3.1.3
Impacts on 3GPP specifications
Regarding the IANA allocation policies for command codes, the only impact on 3GPP specifications is administrative. When defining new commands for new application, it is easier for 3GPP to request IANA for the allocation of new command codes. 

Although reuse of existing commands is still recommended, SDOs including 3GPP can now consider more easily defining a new command when it provides a solution more suitable than the twisting of an existing command's use to fit new functional requirements.

The new IANA command code allocation policies have been already taken into consideration in the definition of new Diameter applications since Release 11.

Regarding the clarifications on the Diameter extensibility rules given by IETF RFC 7423 [11], some mistakes have been made in the past in 3GPP specification regarding the design of new application, reuse of existing commands or the creation of new mandatory AVPs introduced in existing applications. However, there is no need to modify the existing specifications as they are already implemented and there is no interoperability issue. The guidelines given in the IETF RFC 7423 [11] have to be followed only when extending existing Diameter applications or creating new applications. And this is already the case for 3GPP working groups defining Diameter applications since Release 9.

5.3.1.4
Conclusion

The changes in the IANA allocation policies for command codes in IETF RFC 6733 [3] and the clarifications of the rules of Diameter extensibility has no impact on 3GPP specifications, except for Diameter Accounting application using the Diameter Base Protocol Accounting (application Id =3), such as specified in 3GPP TS 32.299.

Regarding these changes, the reference to the IETF RFC 3588 [2] can be seamlessly updated to IETF RFC 6733 [3], except for Diameter Accounting application using the Diameter Base Protocol Accounting (application Id =3), such as specified in 3GPP TS 32.299, for which such transition needs to be studied.

* * * End of Changes * * * *

