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1. Introduction
As per stage 2 agreed CRs  S2-160832, S2-160837,  S2-160841, the following are the impacts to T6a interface for non IP data delivery
1. MME to create an SCEF PDN connection at the SCEF.

2. SCEF to use the MME provided EBI and the UE Identifier (external ID / MSISDN / IMSI) as the SCEF session identifier for MT data delivery.

3. When SCEF gets an MT data from the SCS/AS, it uses the external identifier or the MSISDN of the UE provided by the SCS/AS in the NIDD Request to identify the SCEF context for the UE.

4. The SCEF then uses the EBI stored in that context and the UE identifier to delivery the non IP packet to the MME.
However stage 2 has left how the EBI and UE identifiers are used at the MME to look up the session context and further delivers the non IP data over NAS to the UE to be defined by stage 3.

This discussion paper is to discuss the pros and cons of using EBI + UE identifier for the session lookup at MME vs using a stateful Diameter interface with session ID.
2. Problem Statement

Once the MME creates the non IP PDN via the SCEF path as specified in TS 23.682 section 5.x.1 agreed in S2-160832, for subsequent MO and MT data delivery, the SCEF and the MME has to use some identifiers in the Non IP data delivery message to identify the non IP SCEF EPS Bearer Context of the specific UE for further processing the message. 

3. Solution 1: Use EPS Bearer ID and UE Identifier for Lookup
One solution as mentioned in the stage 2 CR (S2-160832) sections 5.x.3 and 5.x.4 is to use the EBI and the UE Identifier (IMSI / MSISDN / External Identifier) to look up the non IP SCEF EPS Bearer Context at the MME and the SCEF. The following are the pros and cons of this approach

Pros:

1. No change to T6a interface design. We can use the existing session stateless interface as is add new diameter commands for NIDD submit / answer.

2. UE mobility to a different MME will just require an update message from the target MME to the SCEF to update the serving node address and there is no need to tear down any existing old session, since the interface is session stateless.

Cons:

1. Non-IP data delivery, though infrequent, could happen for a large number of UEs at any point of time. This means, the MME and SCEF would spend considerable amount of processing time in just parsing the T6a diameter message to identify the SCEF EPS Bearer Context, since the EBI and the UE Identifier AVPs could appear at any position in the diameter message.

2. Look up efficiency of this method is very poor and hence due to the processing overheads, there are chances of MME and the SCEF getting into overload situations easily when large number of UEs are involved in MO / MT data transfer at a given point of time.

4. Solution 2: Use a new Session Stateful Interface between MME and SCEF for NIDD
The alternate solution is to define a new Diameter application ID for the interface between MME and SCEF and call the interface with a different name (say T6a') and define that interface as session stateful. For MO and MT data delivery, the Diameter session ID which will be at fixed offset of the Diameter message can be used for SCEF EPS Bearer Context lookup at the MME and the SCEF.

The SCEF PDN Connection setup and disconnection of the PDN goes through a state machine. For such a well defined state machine mechanism having a stateful Diameter application makes logical sense and it is well aligned with IETF definition of stateful Diameter applications. Also having a stateful Diameter application will make it easy to handle events received at pending states, for example while SCEF connection setup is pending, if a session termination request is received from the client the server can immediately handle it and transition to IDLE state and drop the ongoing connection setup request. On the other hand, implicitly terminated Diameter transactions would mean each transaction is handled independently irrespective of the ongoing application level session state. This makes collision handling inefficient.
E.g SCEF PDN Connection State Machine

At Client:
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Figure 1: State Machine at Client (MME)
At Server:
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Figure 2: State Machine at Server (SCEF)
Pros:
1. Lookup efficiency of SCEF EPS Bearer Context at the MME and the SCEF are very good.

2. No processing overhead and hence lesser changes of MME and SCEF getting into overload situations when non IP data messages for large number of UEs are processed at a time.

3. Cleaner approach and Diameter stacks clearly understand how to handle session-id at fixed offset of Diameter commands. 

4. Works well with DRAs and IWK-SCEFs (if DRAs are deployed as IWK-SCEF)

5. Application level state transitions based on ongoing session state and hence easy to handle collisions

6. If application generated session identifiers can embed application specific patterns and based on implementation specific formula map specific patterns to sessions, lookup table size can be reduced. The Diameter termination point need not have to maintain huge lookup tables.
Cons:

1. A new Diameter application ID and interface name needs to be defined and stage 2 needs to be updated.
2. During UE mobility the target MME has to create a fresh T6a' session with the SCEF, with a new session ID, and the existing session with the old MME has to be torn down (either implicitly or through explicit signaling).
5. Solution 3: Use session stateless interface but have a pre-exchanged key at fixed offset

A third solution is to use the existing T6a interface itself and during the SCEF EPS Bearer creation procedure between the MME and the SCEF, the MME and the SCEF can exchange a key for the session (something similar to GTP TEIDs) and this key can be included at a fixed offset in the subsequent MO and MT data transfer Diameter commands for the SCEF and the MME to look up the context efficiently.

Pros:

1. Lookup efficiency of SCEF EPS Bearer Context at the MME and the SCEF are very good.

2. No need to have separate application ID / diameter interface which is session stateful

Cons:

1. Already the Session-Id AVP is placed at a fixed offset in all Diameter messages after the base Diameter header. So any new key that’s needed at a fixed position has to be placed after this. This affects the placement of DRMP AVP (which has to be further pushed down).

2. DRAs and IWK-SCEF have to understand this new fixed offset "Key" AVP and act accordingly. IWK-SCEF is usually a Diameter proxy and proxies generally modify the session-id and replace it with their own session-id's for stateful diameter applications. If a "Key" AVP is used instead of "session-id", the proxy DRAs have to understand this new AVP, replace it with their own key and bind that key to the local state they maintain for the SCEF EPS Bearer Context for charging purposes. This will be a complex and counter intuitive approach for DRAs.

3. Even if a separate "Key" is exchanged and "session-id" is not used, ultimately this "key" maps to a SCEF Bearer Context at the MME and the SCEF which is nothing but an application level state. So this approach re-invents session statefulness through a different mechanism. Instead of that the standard session-id concept itself can be used and the interface can be kept session stateful.
6. Solution 4: Use User Identifier and EBI at a Fixed Offset

The fourth solution is a variant of solution 1 with the difference that the User Identity and EBI are carried at fixed offset from the diameter header. 

Pros:

1. Since the user identifier and EBI are at fixed offset in the Diameter message, the receiver of the MO / MT NIDD message doesn’t incur excessive processing overhead in identifying the position of the user identity and EBI

Cons:
1. Since the lookup IDs are not application generated but rather based on static user identifiers, huge lookup tables have to be maintained at the Diameter termination point in MME and SCEF even if it guarantees O(1) lookup (hash tables). On the other hand if application generated session identifiers can embed application specific patterns and based on implementation specific formula can map specific patterns to sessions, lookup table size can be reduced with solution #2.
7. Proposal

It is proposed to discuss the pros and cons of each of these solutions and agree on a way forward. From an initial analysis it appears Solution #2, though it has some procedural impacts within 3GPP is the right technical approach to do. With massive number of devices expected for Cellular IoT, lookup efficiency for data forwarding must be one of the key parameters that should be considered for the selection of messaging and data transfer mechanism between the MME and the SCEF.
