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1. Introduction
The Editor's Note in sub-clause 5.3.2 and 5.4.3 of  3GPP TS 29.128 need to be addressed.
2. Reason for Change
For the editor's note in sub-clause 5.3.2 of 3GPP TS 29.128,
Editor's Note: Whether the MME/SGSN needs to authorize an IWK-SCEF and if needed how to do it is FFS.

The following points need to be considered

1. In roaming scenarios the SCEF is in HPLMN and the MME/SGSN is in VPLMN.

2. Hence there is a need for MME/SGSN to check if the SCEF that is configuring a monitoring event is authorized to do so as specified in sub-clause 5.3.2 of 3GPP TS 29.128.

3. However the IWK-SCEF and the MME/SGSN are always in the same PLMN. An operator can ensure that the IWK-SCEF that an MME/SGSN contacts for configuring the monitoring events and the IWK-SCEF through which an MME/SGSN receives monitoring event configuration are authorized, by configuration.

4. Moreover, before an IWK-SCEF could send a configuration request to the MME, it should establish an SCTP association. The MME/SGSN shall accept SCTP associations only with authorized IWK-SCEF. For increased security an operator could also deploy SCTP over DTLS and hence ensure that IWK-SCEF that has valid certificates are only allowed to setup the SCTP association with the MME.
5. Above the transport level, it can be ensured based on configuration that IWK-SCEF shall always transfer only the configurations that are allowed to be sent to the MME / SGSN.

Hence it can be seen that there is no extra level of authorization needed for an IWK-SCEF at the application level in MME/SGSN. It is hence proposed to remove this editor's note.

For the editor's note  in sub-clause 5.4.3 of 3GPP TS 29.128,

Editor's Note:
How the MME/SGSN reports the failure to configure Monitoring event(s) at the IWK-SCEF to the HSS is FFS.
The following points need to be considered
1. The principal reason why this aspect was kept open was because it was not clear during the CT4#71 meeting how the HSS will convey the failure to configure the monitoring event to the SCEF, even if the MME/SGSN could somehow convey to the HSS that the monitoring event configuration at IWK-SCEF failed.
2. It should be noted that CT4 already agreed the following in TS 29.272 in sub-clause 5.2.2.1.2
NOTE:
In roaming scenarios the MME/SGSN can reply immediately to the HSS without waiting for the outcome of the interaction with the IWK-SCEF.
3. What was left open in TS 29.272 was how the MME/SGSN can inform the HSS about the failure to configure an event at the IWK-SCEF as captured in the following Editor's Note in 3GPP TS 29.272 sub-clause 5.2.2.1.2

Editor's Note:
It is open how the HSS and possibly the SCEF are informed about an unsuccesful event configuration in the MME/SGSN.
4. However at the SA2#112 meeting, SA2 agreed in CR 0152 to 3GPP TS 23.682 in document S2-154378, a mechanism for the HSS to cancel or suspend monitoring event at the SCEF (primarily to address the case of UE moving to a MONTE non supporting MME/SGSN).
5. This mechanism of canceling a monitoring event at the SCEF can be used by the HSS, if the MME/SGSN informs the HSS about the failure to configure the monitoring event at the IWK-SCEF. This will address the principal reason for keeping the editor's note in sub-clause 5.4.3 of  3GPP TS 29.128 as explained in point /1/ above.

6. Hence it is proposed:
a. A mechanism is defined in 3GPP TS 29.272 such that the MME/SGSN is able to inform the HSS about the configuration status of an event at the IWK-SCEF. The Notify Request message can be used for doing this.
b. The HSS can then use the monitoring event cancellation procedure to cancel the configured monitoring event at the SCEF, optionally with a retry timer.
c. Remove the editor's note in sub-clause 5.4.3 of 3GPP TS 29.128 based on the above reasoning and specify that MME/SGSN shall send a Notify Request to the HSS to inform the configuration status at the IWK-SCEF as specified in 3GPP TS 29.272.

d. A separate CR on 3GPP TS 29.272 to address the case of MME sending Notify Request to inform HSS about the failure to configure the event at IWK-SCEF.
3. Conclusions

It is proposed to remove the editor's note in sub-clause 5.3.2 and to address the editor's note in sub-clause 5.4.3 specify that the MME/SGSN shall send a Notify Request to the HSS to inform the configuration status at the IWK-SCEF as specified in 3GPP TS 29.272.
* * * First Change * * * *
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5.3.2
Detailed Behaviour of the MME/SGSN
When the Configuration-Information-Request is received from the SCEF, the MME/SGSN shall, in the following order:

1. Check whether the requesting SCEF is authorized to request the specified service (e.g: number of UEs at a given geographic location). If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_REQUESTING_ENTITY (5510) in the Configuration-Information-Answer.

2. If the TA / RA / ECGI location requested by the SCEF is not served by the MME/SGSN, then the MME/SGSN shall set the Experimental-Result AVP to DIAMETER_ERROR_REQUESTED_LOCATION_NOT_SERVED (5xxx) in the Configuration-Information-Answer.
When the Configuration-Information-Request is received from the IWK-SCEF, the MME/SGSN shall, in the following order:
1. If the TA / RA / ECGI location requested by the IWK-SCEF is not served by the MME/SGSN, then the MME/SGSN shall set the Experimental-Result AVP to DIAMETER_ERROR_REQUESTED_LOCATION_NOT_SERVED (5xxx) in the Configuration-Information-Answer.

If there is an error in any of the above steps then the MME/SGSN shall stop processing and shall return the error code specified in the respective step.

If the MME/SGSN cannot fulfil the received request for reasons not stated above, it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

If CIR message includes multiple SCEF-Reference-ID and for a SCEF-Reference-ID the monitoring events cannot be handled, the MME/SGSN shall report the failed SCEF-Reference-ID to the SCEF or the IWK-SCEF with an appropriate status in the Monitoring-Event-Config-Status AVP.
For the number of UEs in a geographic location monitoring event, for each SCEF-Reference-ID that the MME/SGSN is able to successfully process, the MME/SGSN shall include in the Configuration-Information-Answer, the exact count of the number of UEs at the requested location. If the requested location type is current location, then the MME/SGSN may activate the paging and RAN location reporting procedures (if required) before providing the response in the Configuration-Information-Answer.

* * * Next Change * * * *

5.4.3
Detailed Behaviour of the MME/SGSN

When the MME/SGSN receives the Configuration-Information-Answer from the IWK-SCEF, it shall handle it as follows:

1. The MME/SGSN shall report the status to the HSS through a Notify-Request procedure as specified in sub-clause 5.2.5 of 3GPP TS 29.272 [x].
* * * End of Changes * * * *

