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Introduction

MO/MT data transport in control plane (SGi based) requires tunneling of user plane data between the MME and SGW over the S11 interface. This contribution discusses possible options for setting up the S11-U tunnel between the MME and SGW, as well as Error Indication and Path failure handling for S11-U.

Discussion

The MME may set up and maintain the S11-U tunnel for the lifetime of the PDN connection (DL data buffering in  MME) or only for the time the UE is in connected mode (DL data buffering in SGW), per MME implementation choice. 

The Modify Bearer Request  and Release Access Bearers Request messages are re-used over S11 to establish or tear down the S11-U tunnel. 

NOTE 1:
The Modify Access Bearers Req/Rsp procedure may also be used for establishing the S11-U tunnels, to support MO/MT data transport in control plane for concurrent PDN connections (SGi).
NOTE 2: 
An MME, which implements DL data buffering in the MME, could also optionally establish the S11-U tunnel in one single Create Session Request/Response exchange, by providing an MME F-TEID for S11-U in the Create Session Request, in order to avoid the need for an extra Modify Bearer Req/Rsp exchange. This is what an S4-SGSN does when establishing an S4-U tunnel.
The MME and SGW needs to exchange their user plane F-TEIDs during the setup of the S11-U tunnel. The following approaches may be considered:
A) 
reuse the existing 'S1 eNodeB F-TEID' and 'S1-U SGW F-TEID' IEs in the Modify Bearer Request / Response respectively; or

B) 
define new 'S11-U MME F-TEID' and 'S11-U SGW F-TEID' IEs in the Modify Bearer Request / Response respectively. 
NOTE 3:
The SGW will also provide its F-TEID for S11-U in the Create Session Response, like e.g. an SGW provides today an S1-U SGW F-TEID in this message.

NOTE 4:
It could also be possible to reuse the existing F-TEIDs like in Approach A, but define a new flag which tells the SGW that data are transported over the control plane, to minimize the SGW impacts while preserving the possibily to have differentiated behaviours in the SGW (and possibly the PGW), if necessary.

With the approach A, the SGW assumes that the S11-U tunnel is a regular S1-U tunnel, i.e. the SGW is not aware that the tunnel is an S11-U tunnel. This approach is possible if the SGW behaviour remains identical for S11-U and S1-U tunnels. The SGW would not be impacted to support MO/MT data transport in control plane (SGi based).
With the approach B, the SGW is aware that the tunnel is an S11-U tunnel, e.g. like an SGW is aware that the tunnel with an S4-SGSN is an S4-U tunnel. This approach allows to differentiate the SGW behaviour between S11-U and S1-U bearers, if necessary. But the SGW would be (slightly) impacted to support the new type of F-TEID, i.e. a new Interface Type for S11-U, and then for mimicking, for this S11-U tunnel, the SGW behaviour applied for an S1-U tunnel. 
So the question is whether there is a need for the SGW to support different behaviours for S11-U vs. S1-U or to be aware of the actual interface type of an S11-U tunnel. This is further discussed below.
a) IP addressing

It is assumed that there may exist requirements for being able to set IP addresses from different IP subnets for S1-U vs. S11-U tunnels. 

In live network, for security reason, some operators require physical isolation between RAN IP transport network and Core IP transport network, so S1-U and S11 interface in SGW are allocated in different Ethernet ports with IP address in different IP subnets. 

If this principle is extended to S11-U, i.e. if it should be possible to isolate S11-U from S1-U and thus assign IP addresses from different IP subnet for S1-U vs. S11-U tunnels, the MME needs to indicate to the SGW whether it requests the establishment of an S1-U or S11-U tunnel. The MME may provide a new S11-U indication flag or an S11-U F-TEID in the Create Session Request or Modify Bearer Request.

IPsec may be used over S1-U but it is not necessarily used over S11-U, but this should have no impact on the IP addresses allocated by the SGW. 

Different types of IP addresses (IPv4, IPv6) may be used between S1-U and S11-U. If so, the SGW should assign both an IPv4 and an IPv6 address (for both an S11-U or S1-U tunnel) in the Create Session Response message. The SGW can determine the actual IP address type used by the MME when receiving the MME's F-TEID address for the GTP-U tunnel in a subsequent Modify Bearer Request message.

NOTE 5 :
TS 29.274 requires the SGW to assign the same F-TEID IP address for S1-U, S12 and S4-U interfaces (see NOTE 1 of Table 7.2.8-2). This is to avoid the need for an extra Modify Bearer Request on S11/S4 upon inter-RAT mobility (the MME/SGSN sends an S1AP Initial UE Context Setup Request or an Iu RAB Assignment request w/o any prior exchange with the SGW). It is therefore not possible today to isolate S4-U from S1-U/S12. 


The SGW would need to provide both an S1-U and an S11-U addresses if these addresses could differ, to avoid extra messaging upon inter-RAT mobility (or upon switching of data transport from the control plane to the user plane, if required in this release or in future). 

b) IP transport

The same considerations for IP transport and fragmentation apply to S1-U and S11-U.
c) Path management

The SGW can perform the same Echo Request / Response procedure over S1-U and S11-U, per remote GTP-U peer address. Upon detecting an S11-U path failure, the SGW may proceed as specified in TS 23.007 for user plane path failure detection and handling: 

" Upon detecting a path failure, the network node should notify the failure via the Operation and Maintenance system and may either delete the bearer contexts associated with the path in failure; or maintain the bearer contexts associated with the path in failure during an operator configurable maximum path failure duration. The network node shall delete the maintained resources if the path is still down when this duration expires."

This would result in a new DDN to re-establish the S1-U or S11-U tunnel, if the bearer context has been deleted. With the approach A, the SGW would notify the OAM system that this an S1-U path failure, rather than an S11-U path failure.

d) Error Indication

The SGW gets an Error Indication when it sends a G-PDU to a GTP-U peer which has lost the corresponding GTP-U bearer context. 

The SGW can perform the same Error Indication handling for S11-U and S1-U. Upon receipt of an Error Indication from an eNB or from an MME, the SGW sends a Downlink Data Notification to the MME with the cause set to "Error Indication received from RNC/eNodeB/S4-SGSN". 

The MME behaviour will then differ, depending on whether the Error Indication was signalled for an S1-U tunnel or an S11-U tunnel. For an S1-U tunnel, the MME re-establishes the signalling connection with the UE as specified in TS 23.007, while a different behaviour is expected for an S11-U tunnel (MME deletes the corresponding bearer context and deactivate the PDN connection towards the UE). The MME however knows which type of user plane tunnels are established (S11-U or S1-U) and can therefore apply the appropriate error handling.
e) End Marker handling

Per existing behaviour, the SGW sends End Marker on an old GTP-U tunnel when switching that tunnel to another GTP-U peer. 

The same can apply to an S11-U tunnel, e.g. upon switching from data over the control plane to data over user plane, i.e. the SGW would send an End Marker to the old S11-U tunnel towards the MME. The MME shall discard End Marker packets and release the corresponding GTP-U bearer.

The same can apply upon mobility between MMEs, with the SGW sending End Markers to the old MME.
f) G-PDU transport


No specific treatment is expected for G-PDU transport over S1-U vs. S11-U. In particular, the same extension header, if any, would be sent over both types of tunnels.
g) Charging & network statistics


There might be a need to differentiate in CDRs UL/DL packets sent over the control plane (S11-U) or user plane (S1-U), for charging and/or monitoring purposes, e.g. for supervising the volume of data sent over the control plane. 
If there is such a requirement, the SGW would not be able to add such information in its CDRs with the approach A. However, it would still be possible for the SGW to record the eNB F-TEID in its CDRs, and post-processing of CDRs would permit, based on the IP address, to derive whether the data were sent to an MME or an eNB (this would be possible even though clumsy). 
h) KPIs

SGWs reports statistics on a per interface basis, which help in OAM. The knowledge of the actual interface type (S1-U vs. S11-U tunnel) would allow to provide separate statistics for S11-U vs. S1-U traffics.

i) Specific configurations per interface

Specific configurations may be set per interface type, e.g. DSCP marking, timeouts. The settings could possibly differ for S11-U vs. S1-U.


Besides, it is anticipated that there will never be the need to establish at the same time S1-U and S11-U bearers for a same UE (all the data should be sent on the user plane if the user plane is established). The transport of the data may be switched dynamically between the control plane and the user plane, but no specific issue is identified for this scenario with either of the approaches A or B. 
Conclusion

The SGW behaviour may possibly differ for S11-U vs. S1-U for the following aspects: 

a) to possibly capture in SGW CDRs whether the packets are sent over S1-U (data over user plane) or S11-U (data over control plane), for charging or network monitoring (pending potential SA5 requirements); 

b) to be able to assign IP addresses from different IP subnets for S1-U vs. S11-U tunnels; 

c) to possibly enable an MME, which implementing DL data buffering in the MME, to provide its S11-U F-TEID in the Create Session Request message in order to avoid a subsequent Modify Bearer Request;

d) to support proper notifications to the OAM system when there are S11-U errors.

However no stage 2 or charging requirements have been specified so far for a), b) and c).
More needs might possibly arise in future.
The pros and cons of each approach are listed below.

	
	Approach A (re-use S1-U F-TEIDs)
	Approach B (new S11-U F-TEIDs)

	Pros
	a) no SGW impact. Legacy SGW can support IP data over control plane for WB-E-UTRAN. 
(see NOTE 1)
b) no additional MME impact.


	a') clean and future proof system design (defining a dedicated interface type for S11-U as this has been done for all the other GTP interfaces since ever). The SGW is aware about the actual interface type of the tunnel, and may support differentiated treatments if necessary (e.g. CDRs, KPIs, specific settings per interface). 
b') homogeneous with S4-U tunneling design between an S4-SGSN and an SGW
c') the MME can establish the S11-U tunnel in one single CSReq/Rsp exchange, as done by an S4-SGSN today.



	Cons
	c) SGW is unaware about the actual interface type of the tunnel (SGW will assume an S11-U tunnel is an S1-U tunnel), which prevents to support different SGW behaviour or setting per interface, if necessary, or to provide separate statistics per interface. 
(see NOTE 2)
d) Not possible to establish the S11-U tunnel in one single CSReq/Rsp exchange, as is supported today by an S4-SGSN to set up the S4-U tunnel. Not homogeneous with the existing S4-U tunneling design between an S4-U SGSN and SGW.
e) MTC/NB-IoT will likely have different feature requirements in longer term, which won't be easily implementable with this approach.


	d') some (minimal) SGW and MME impacts. 
(see NOTE 1)
e') Legacy SGW cannot support IP data over control plane for WB-E-UTRAN 
(see NOTE 1)

	NOTE 1: SGW requires upgrades to support NB-IoT and Non-IP PDN connections, whatever the approach retained.

NOTE 2: It would still be possible though to define new flags, while reusing the existing S1-U F-TEIDs, if  different SGW behaviours were required.


The GTPv2 changes for approaches A and B are specified respectively in C4-161249 and C4-161145. 

Although the goal to have no SGW impact (for WB-E-UTRAN only deployments not supporting Non-IP PDN connections) may be appealing at first sight, SGWs will anyway require upgrades for CIoT (e.g. new RAT-Type, non-IP PDN type). The approach B provides a cleaner and future proof solution in longer term, which also allows to reduce the signalling overhead for establishing the S11-U tunnel (like supported for S4-U), for minimal SGW impacts. So the approach B is our recommended solution.
