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1
Introduction and impacted specification
The document intents to provide a summary of the requirements on MONTE by stage 2 in CT4
1
Overview

	Specification
	Title, issue
	source
	Tdoc#
	remark

	29.272
	Enhancements to insert subscriber data, enhancements to detach procedure
	ZTE
	C4-151797 
	PRA reporting to be clarified, editorials, 

	29.230
	Define new Diameter code introduced  in 29.272
	
	
	None identified so far

	29.336
	Monitoring configuration messages
	Huawei
	C4-151394, C4-151806 
	

	29.336
	Monitoring reporting message
	Huawei
	C4-151394, C4-151806 
	C4-151806 revision needed because of  PRA

	29.274
	enhancements to the MM-Context for Monitoring events
	Huawei
	C4-151417
	Only adds Monitoring event data to the Forward relocation request and context response message

	29.274
	add monitoring events to  identification response to retrieve data during attach procedure
	Huawei
	
	

	23.008
	Storage information for Monitoring events
	Huawei
	C4-151404  
	clarification on usage of P and T needs further discussion

	29.230
	Define new Diameter code introduced  in 29.336
	Huawei
	C4-151403
	

	29.336
	add S6t Application ID and Command Codes
	Ericsson
	C4-151512
	

	29.230
	add S6t Application ID and Command Codes
	Ericsson
	C4-151513
	

	29.336
	Monitoring feature identification, (BITMASK)
	Huawei
	C4-151807
	

	29.336
	Diameter Overload control
	Huawei
	C4-151837
	

	23.007
	SCEF restart
	Huawei
	
	

	29.336
	SCEF restart, reset message
	Huawei
	
	

	29.128
	SCEF restart, reset message
	Huawei
	
	

	29.336
	deletion of all Monitoring events assigned to a subscriber(UE)
	Huawei
	
	

	29.272
	deletion of all Monitoring events assigned to a subscriber(UE)
	Huawei
	
	clash with C4-151797 if alternative B is chosen.

No clash for alternative C
see 2.7.1

	29.336
	clarification on multiple instances in a command
	Huawei
	
	

	29.336,

29.272, 23.008
	Subscription per Monitoring event, or Monitoring or no subscription, and related error handling
	
	
	open, 
Stage 2 TR mention subscription but this is not reflected in the TS

see 2.9 

	29.128
	Protocol selection
	Cisco, Ericsson
	C4-151174, C4-151514, C4-151673
	

	29.128
	Scope
	Huawei 
	
	

	29.128
	Overview
	Huawei
	
	

	29.128
	transport
	Cisco 
	
	

	29.128
	Message definition for configuration
	Cisco 
	
	

	29.128
	Message definition for reporting
	Cisco 
	
	

	29.128
	Error handling
	Cisco
	
	

	29.128
	Overload control
	Huawei
	
	see 2.13

	29.274
29.336, 
	AVP definitions

SCEF ID
	Huawei
	
	see 2.12

	29.336,

29.230
	AVP definition,

SCEF reference ID and SCEF-reference ID for deletion as an unsigned32
	Cisco
	
	see 2.12

	29.272
	Event reporting in insert subscriber data answer
	ZTE
	
	see 2.14

	29.272
	Interaction with the IWK-SCEF
	Huawei
	
	see 2.10

	29.272
	Monitoring feature identification, (BITMASK)
	Huawei
	
	see 2.3


Open issues/ possibility of an CR

	Possible TS
	Issue
	Company
	Tdoc number
	Remark

	29.336
	Reporting of the stop of reporting due to roaming
	
	
	see 2.4 

SA2 reply pending

	29.272
	Remaining number of reports maintained in HSS
	ZTE
	
	see 2.5

SA2 reply pending

	29.336

29.128
	Deletion of a Monitoring event by an SCEF who has not configured the event
	
	
	see 2.7.2 

SA2 reply pending

	29.272
	ISR 

Send InsertSubscriberdataRequest to both MME and SGSN when events are configured at the HSS
	
	
	see 2.2

	29.274
	ISR, 
Monitoring event data in detach notification message
	
	
	see 2.6


Outstanding issues are described in more detail in the next clauses.
2
Discussion
2.1
Multiple instances
Multiple instances of monitoring events with associated SCEF reference IDs are possible within a command.
Open:
to further investigate the case and the text of the CIA table when multiple instances of monitoring events in the CIR

Check if the multiple instances are covered in the spec also related to error handling, reuse of AVP codes in different layers of a command.
Proposal:

Use only error report in one instance, means either send error report per SCEF reference ID or error report for all events in the message.

2.2
Subscriber registered in MME and SGSN
If a subscriber is registered in an MME and an SGSN shall insert subscriber data send to both entities when Monitoring events added or removed.

Open
It is still to be considered if the HSS should send a SCEF reference ID for deletion to MME and SGSN especially when the same MONTE event is configured in both MME and SGSN.
Open:
ISR case to be decided.
Proposal:
HSS sends IDR to both SGSN and MME even if ISR is not active. In such cases, the response from which node should be treated valid at HSS must be specified. To be captured in a revision of C4-151978 - under the HSS behaviour for IDA.

2.3
Identification of monitoring support by HSS in MME, SGSN.

On S6t the HSS informs the SCEF about its supported monitoring events.

On S6a currently we only signal the support of Monitoring events but there is no indication which Monitoring events are supported by the MME/SGSN

Open:
Should we introduce the BITMAP for supported monitoring events also on S6a/d? 

Proposal:
Introduce BITMAP for supported monitoring events also on S6a/d
Open: 
Should  we introduce a  BITMAP per  interface or use one BITMAP and indicating which flags are relevant on this interface?

Open: 
In which Messages we should include the BITMAP to ISA, ULR or both
Proposal:
Introduce one BITMAP and indicating which flags are relevant on this interface.
2.4
Roaming scenarios
If a UE roams into an MME/SGSN which does not support MONTE, should the HSS report to the SCEF that there is a break in reporting. In principle this would make the SCEF aware that the UE has moved into an area where MONTE is not supported.
Open:
Reporting to the SCEF that reporting is stopped due to the fact that the UE has roamed into an MME/SGSN which does not support MONTE is there a functional requirement/need to perform such reporting? This could be also for the case that the UE has changed the PLMN.

Status: Reply from SA2 is outstanding.
2.5
Remaining number of reports maintained in HSS
The HSS stores the number of remaining reports. For the reporting which is done directly from MME/SGSN to the SCEF, the HSS is not aware how many reports are sent. In normal procedures it is foreseen that a new MMESGSN retrieves the number of remaining reports from the old MME/SGSN.  In scenarios where the old MME/SGSN is not known or dies not provide number of remaining reports (monitoring or Monitoring event not supported). The number of remaining reports is taken from the HSS. To provide correct information HSS needs to be informed when a UE is leaving an MME/SGSN e.g. due to handover or detach. In any case the SCEF will also check the number of received reports and will cancel reporting when  max number is reached. It is question how much signalling we should introduce to make sure the HSS has always the correct number of remaining reports.
Open: 
How to update the HSS on number of remaining reports, or should we rely in those cases where the remaining number of reports is wrong from the HSS we rely on the SCEF to cancel the monitoring event (this may lead ot the fact that some more reports are generated as requested).
SA2 is asked for feedback because of the decision not to use NOR command for sending remaining number of reports.

Status : reply from SA2 is outstanding.
2.6
S3, S10, S16
The MME/SGSN will transfer the parameters stored for every monitoring event as part of its MM context information during an MME/SGSN change on S3, S10, S16. The remaining number of reports in combination with SCEF-reference ID and SCEF ID is signalled, all other parameters are downloaded from the HSS to the new node.
Alignment: SCEF Reference ID and the SCEF ID in TS 29.274 need to be aligned with definition in TS 29.336 and TS 29.272.

During attach procedure Monitoring data need to be retrieved from old MME/SGSN  within identification response message.

Proposal: Add Monitoring event data to the identification response message.
Open: How to handle ISR case, do we need to provide the Monitoring event data in detach notification message?

2.7
Deletion of Monitoring events 

2.7.1
Deletion of a set of Monitoring events

The SCEF should be  able to delete all  Monitoring events assigned to one subscriber within one message without entering a commad for each event.
Possible solutions
A) Introduce a dummy  SCEF-Reference-ID which is interpreted as all

B) Introduce a flag within the Monitoring-Event-Configuration which means delete all

C) Introduce a new Grouped AVP with SCEF-ID and Bitmask.

Analysis:

A) would  give some restriction in defined SCEF Reference Id, there for  not preferred.

B) Would limit the usage to MONTE only, to use it for CP sets the bitmask needs to be introduced in the CP configuration set. To delete all configurations CP configuration and Monitoring configuration SAVP would need to be included. It would mix up that a grouped AVP is for all Monitoring events and not only for  one.
C) would be used currently only for delete all  Monitoring events, could be later enhanced to delete all CP sets, clear all configurations and other features. Handles the deletion of all Monitoring events from a command level perspective.
Proposal: 
allow the sending of a configuration command with indication delete all Monitoring events registered for the subscriber from the indicated SCEF by including SCEF-ID and a BITMASK with a flag delete all Monitoring events this. 
2.7.2
Deletion of a Monitoring event by an SCEF who has not configured the event
Currently it is foreseen that the SCEF who has configured the event can only delete the event. For the scenario that an SCEF is down or not reachable do we need to foresee that another SCEF can delete a Monitoring event?
Open: 
Who should be allowed to delete a monitoring event only the SCEF who has configured the Monitoring event? 


Do we allow the combination for deletion that an SCEF can enter a different SCEF ID in combination with an SCEF reference ID assigned by another SCEF when sending a trigger to delete an event?

Status: SA2 is asked to clarify if an SCEF which has not assigned the SCEF reference ID can delete that event.
2.8
Restoration procedures 
2.8.1
Restart of an HSS

When the HSS restarts it needs to send an indication to the SCEF from which it has received configuration messages, to inform the SCEF that all configuration data may be lost or not up to date. 
Proposal: The HSS should send a reset message to all SCEF from which it has received configuration messages.
2.8.2
Restart of an SCEF

When the SCEF has lost all the information on configured events so it needs to inform the connected HSS, MME and SGSN that reports which will be send cannot be handled by the SCEF and that the SCEF is not able to forward the Reports properly. Due to the fact that SCEF informs all HSS, MME and SGSN the HSS does not need to inform the impacted MME and SGSN as they are already informed by the SCEF.
Possible solutions:

A) Introduce Reset message as it used by the HSS to indicate his restart. 

B) Introduce an indicator in the configuration command clear all configurations for the indicated SCEF (see 2.7.1 solution C)

Analysis:

From a procedural aspect solution A would be in line on how we handle restarts of other nodes in the network.

Solution B would mean if we do not specify a special treatment for reset indicator to trigger that the HSS does  not trigger a number of insert subscriber data commands. In addition the CIR command would need to be user independent.
Proposal: To introduce Reset message from SCEF to the HSS, MME and SGSN to inform the nodes of the restart and to trigger to delete all events configured by SCEF before its restart.
2.8.3
Restart of an IWK-SCEF

When the IWK-SCEF fails and restarts it is assumed that all filter criteria and policy is reloaded. 
The IWK-SCEF does not hold any service related data  (see TS 23.008). 
The Reports received from an MME/SGSN have the SCEF-ID included which is needed to route the Reports to the SCEF who has initiated the configuration of the event.
The IWK-SCEF does not need to send any trigger to re-establish data which are lost due to the restart.

Proposal: No need to specify restart of  an IWK-SCEF as the restoration of data which is configured by the operator of the network in which the IWK-SCEF is located is implementation specific.

2.9
Subscription in HSS 
From a UE perspective when a UE is subscribed to MONTE, it is subscribed for all types of MONTE events supported by the HSS.

Open:
Do we have a subscription for MONTE in HSS or a subscription for each MONTE event, or is MONTE allowed for all subscribers?


What about future enhancements would it mean  that Monitroing events defined in future releases be automatically be subscribed to a user. How to restrict the new type of monitoring events to be used/activated for a subscriber. Is it realy expected that all kind of future type of monitorings will be allowed for all subscribers? From this perspective it might be more future proved to have a subscription per type of monitoring event. This would allow to restrict new monitoring events to be used for an subscriber. We have nevertheless to be cautious with the granularity of what is subscribed (TS 23.008) as increasing the provisioning complexity. 
SA2 is asked to clarify if there is  a subscription  for monitoring events in  the  subscriber data, The SA2 TR mention subscription but  the TS has no definition
Status:
Reply from SA2 is outstanding.
2.10
Interacting with the IWK-SCEF 

The configuration events defined for Rel-13 do not require that the MME/SGSN needs to wait for the IWK-SCEF to reply, none of them require that the HSS needs to report that the events are successfully configured in an MME. Those events who request immediate replies have also the capability to reply directly to the SCEF. 
In Rel-13 it is not required that the to perform the interaction with the IWK-SCEF before responding to the HSS. So we could add this as recommendation or leave it to implementations.

Another possibility is  to introduce an AVP which signals Configuration result in MME needs to be reported (outcome of  interaction with IWK-SCEF needs to be taken into account  before responding) or not.
Proposed way forward: 
Add a note that the MME/SGSN can reply immediately to the HSS without waiting for the outcome of the interaction with the IWK-SCEF depending on future enhancements. 
2.11
Parameter storage
The question was raised if Monitoring event data are permanent data or temporary data.

In TS 23.008 it is stated: Some subscriber data are referred to as permanent subscriber data, i.e. they can only be changed by administration means. Other data are temporary subscriber data which may change as a result of normal operation of the system.
Monitoring even data are administrated in an SCS-AS and then transferred to the SCEF (SCS-AS and transfer of data is out of scope of 3GPP). So from an SCS-AS perspective Monitoring events are permanent data as they are changed by administration means.
Monitoring event data are sent from an SCS-AS via an SCEF to the HSS, if the SCS AS would be in the remit of 3GPP monitoring event data would be permanent data. 

Does the definition that SCS-AS is out of scope of 3GPP lead to the assumption that Monitoring data are changed as a result of normal operation of the system?
Should we change the definition in a way that permanent means also permanent stored in non volatile memory? 

If the interpretation is changed this need to be checked with other tables in 23.008.

2.12
AVP definitions

Open: SCEF ID is either an Octet string, Integer or Diameter identity. 

The SCEF ID is used on the following reference points: S6t, S6a, S6d, T6a, T6b, T6ai, T6bi and T7.
Currently SCEF ID is only used on Diameter interfaces and identifies a node supporting Diameter so preference should be either Octet string or Diameter identity in both cases it should contain an FQDN. 

Open: Do we need to specify this FQDN/Diameter identity in 23.003?

Proposal: Define SCEF ID as Octet string. SCEF ID is an FQDN and its structure is operator specific. No need to define it in 23.003.
Open: SCEF reference ID is either Octet string or integer
SCEF reference ID in combination with an SCEF ID identifies uniquely an event or set of parameters.
Both integer and octet string would fulfil the requirement in both cases implementation could give ranges for each kind of event. Define SCEF reference ID as an octet string would allow to structure ranges human readable but would occupy some more memory as an Integer.
Form memory capacity define it as Unsigned32 would reduce size of memory needed to store the event.

From tracing and reading of the SCEF reference ID for operators Octet string may be preferred but there is no real need to define it as a kind of FQDN. 

Proposal: Define SCEF reference ID as an Unsigned32, because of memory capacity needed to store the parameter as there is no need to define it as a kind of FQDN.
2.13
Overload control on T6a/b, T7

An SCEF may activate a number of monitoring events which may result in a huge number of reports send by MMEs and SGSNs. There are several ways to control this. 

The SCEF reports its overload dart to the MME/SGSN.
The SCEF deactivates some event reporting by cancelling Monitoring events.

Proposal: Foresee Diameter overload control on T6a/b, T7.
2.14
Event reporting in insert subscriber data answer

Clarification on event reports to be added in IDA message.

MME and SGSN behaviour should be enhanced to cover the editor's note in C4-151797.
Editor’s Note:  To assess which type of available monitoring event report are covered: 

-
a loss of connectivity immediate report to the HSS in the IDA (e.g. the timer is expired when the IDR is received)
-
a location report (conveyed in the EPS-Location- Information AVP in the IDA). 
-
a UE reachability with data report for a one time reachability event and an available report (UE reachable when the IDR is received by MME) 
2.15
Stage2 modification
23.682 CR0134:

PRA is removed from location reporting. 
23.682 CR0135
In case of a One time Monitoring Request configured via HSS for which a report is received from the MME/SGSN (step 2a), the SCEF requests the HSS to delete the related monitoring event configuration and deletes also its associated Monitoring Event configuration per the procedure of clause 5.6.1 step 3-8.
23.682 CR0143
The SCEF includes "PLMN Information", if sent in step 1, prior to sending Monitoring Request to the HSS as in step 3 of clause 5.6.1.1.
3
Next step
Provide CRs to cover the open issues.
An extension sheet needs to be provided to list the issues which are waiting for reply from SA2 or on which we could not reach consensus. This means also Editor's notes on which we could not reach consensus should be added to  the exception sheet and removed/replaced in the TS/CRs.
