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3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ALTC	Alternate Connectivity
AMR	Adaptive Multi-Rate
AMR-WB	Adaptive Multi-Rate - WideBand
AMR-WB IO	Adaptive Multi-Rate - WideBand Inter-operable Mode, included in the EVS codec
APP	APPlication-defined RTCP packet
ATCF	Access Transfer Control Function
ATGW	Access Transfer Gateway 
BFCP	Binary Floor Control Protocol
CVO	Coordination of Video Orientation
DC	(WebRTC) Data Channel
DTLS	Datagram Transport Layer Security
DTX	Discontinuous Transmission
e2ae security	End-to-access-edge security 
e2e security	End-to-end security 
ECN	Explicit Congestion Notification
ECN-CE	ECN Congestion Experienced
eIMS-AGW	IMS Access Gateway enhanced for WebRTC
eP-CSCF	P-CSCF enhanced for WebRTC
EVS	Enhanced Voice Services
GTT	Global Text Telephony
ICE	Interactive Connectivity Establishment
IMS-AGW	IMS Access Media Gateway
IMS-ALG 	IMS Application Level Gateway 
IM CN	IMS Core Network
MSRP	Message Session Relay Protocol
NA(P)T	Network Address and optional Port Translation
NAPT	Network Address Port Translation
NAT	Network Address Translation
NA(P)T-PT	NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF	Proxy-CSCF
RTCP	RTP Control Protocol
RTP	Real-time Transport Protocol
SCTP	Stream Control Transmission Protocol
SRTP	Secure Real-time Transport Protocol
SRVCC	Single Radio Voice Call Continuity 
STUN	Session Traversal Utilities for NAT
TCP	Transmission Control Protocol
TLS	Transport Layer Security
TURN	Traversal Using Relay NAT
UDP	User Datagram Protocol
UDPTL	User Datagram Protocol Transport Layer
URN	Uniform Resource Name
WebRTC	Web Real Time Communication
WIC	WebRTC IMS Client
WWSF	WebRTC Web Server Function

* * * Next Change * * * *
[bookmark: _Toc430176549]4.4	eP-CSCF/eIMS-AGW Function
The Iq reference point is used between the P-CSCF enhanced for WebRTC (eP-CSCF) and the IMS-AGW enhanced for WebRTC (eIMS-AGW), with the following additional functions:
-	media plane interworking extensions as needed for WICs;
-	media security of type "e2ae" (as specified in 3GPP TS 33.328 [12]) for media protocols specific to WebRTC, including media consent, and DTLS-SRTP as key exchange mechanism for media components using SRTP;
-	media security of type "e2ae" (as specified in 3GPP TS 33.328 [12]) for data channels using DTLS-SCTP.
-	NAT traversal support including ICE for UDP and TCP;
-	the ability to perform any transcoding needed for audio and video codecs supported by the browser; and
-	transport level interworking between WebRTC data channels (DC) and other transport options supported by IMS.
See 3GPP TS 23.228 [2] Annex U for a comprehensive description of the eP-CSCF and eIMS-AGW functions.

[bookmark: _Toc413933806]* * * Next Change * * * *
5.11	IMS Media Plane Security
[bookmark: _Toc413933807]5.11.1	General
The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [12]. They may support end-to-access edge security, or end-to-end security, or both, for
-	RTP based media (such as e.g. audio, video information) using SRTP security, and/or
-	TCP based media (such as MSRP and BFCP) using TLS security; and/or
-	UDP based media (such as T.38 fax over UDPTL/UDP) using DTLS security; and/or
-	SCTP based media (i.e., WebRTC data) using DTLS security.
If supported the IMS-ALG and the IMS-AGW shall use the procedures in the following subclauses.
NOTE:	For the support of end-to-end security, the presence of an IMS-ALG is not required.
Procedures for the IMS-ALG to determine if end-to-access edge security or end-to-end security is applicable to a session are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11].
[bookmark: _Toc413933808]5.11.2	End-to-access-edge Security
[bookmark: _Toc413933809]…
[bookmark: _Toc413933817]5.11.2.3A	End-to-access-edge security for SCTP-based media using DTLS
5.11.2.3A.1	General
The eP-CSCF (IMS-ALG) and the eIMS-AGW must support end-to-access-edge (e2ae) security for WebRTC data traffic, which relates SCTP/DTLS based transport. The e2ae protection of the SCTP-based media relies on the usage of DTLS (see IETF RFC 6347 [32]) and exchange of self-signed certificates as defined in 3GPP TS 33.328 [12]. 
The key management solution follows the principles of subclause 5.11.2.3.1.
5.11.2.3A.2	e2ae security for WebRTC data channels over SCTP/DTLS transport
A single DTLS session/DTLS connection shall be used for the entire WebRTC data traffic. This DTLS connection shall be not shared with WebRTC audio and video components for their DTLS-SRTP based key management.
…
[bookmark: _Toc413933819]5.11.3	End-to-end Security
[bookmark: _Toc413933820]…
5.11.3.x1	End-to-end security for SCTP-based media using DTLS
Precondition: WebRTC call with media routing via an eIMS-AGW.
The eIMS-AGW shall support DTLS transparent forwarding and may be even unaware of DTLS itself. The eP-CSCF (IMS-ALG) shall configure the eIMS-AGW for L4 (payload) transparent forwarding.

[bookmark: _Toc413933831]* * * Next Change * * * *
5.13.4	Handling of the OPUS speech and audio codec for WebRTC
…
5.13.x1	Handling of the T.140 text codec for WebRTC
Required for support of GTT. Not supported by this Release. 
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5.17	TCP bearer connection control
…
5.17.x1	TCP handling in context of WebRTC data interworking
5.17.x1.1	TCP usage as part of the "WebRTC data" bearer
Preferred L4 transport protocol is 'UDP', however, successful NAT traversal may imply the usage of 'TCP' already during call establishment phase, or the switchover from 'UDP' to 'TCP' during active call phase. The "ICE for TCP" procedures according to subclause 5.18.x apply for such TCP connection segments. The upper layer protocols of TCP (i.e., DTLS and SCTP) are terminated in case of WebRTC data interworking, which implies the termination of TCP itself. Thus, the eIMS-AGW shall provide a TCP endpoint function towards WebRTC IMS client.
5.17.x1.2	TCP usage as part of the "non-WebRTC data" bearer
Some WebRTC data applications use native TCP transport at the non-WebRTC termination. Such as MSRP or TCP-based BFCP. The eIMS-AGW shall provide again a TCP endpoint function for such WebRTC data applications.
5.17.x1.3	TCP-to-TCP connection model
It may be emphasized that the two TCP endpoints (e.g. in case of MSRP), as part of the correspond H.248 Stream endpoint pair (SEPP), do not constitute a TCP proxy (see ITU-T Recommendation H.248.84 [38]), both are rather disjoint. TCP functions will be handled in a more isolated manner by the WebRTC gateway.
Example TCP function "rate control":
The TCP rate control function as applied for the native "MSRP-over-TCP" H.248 SEP needs just to consider the amount of MSRP traffic of the concerned instant messaging application behind, where as the TCP rate control function as applied for the correspondent H.248 "WebRTC data" SEP got to consider the aggregate of the additional SCTP/DTLS tunnel and possible other WebRTC data channels.

[bookmark: _Toc413933846]* * * Next Change * * * *
[bookmark: _Toc430176608]5.19.6	MSRP over WebRTC data channels
MSRP signalling messages can be transferred over WebRTC data channels as a data channel sub-protocol using the SDP offer/answer negotiation according to IETF draft-ietf-mmusic-msrp-usage-data-channel [62]. WebRTC data channels are described in subclause 5.20.2. For WebRTC terminations the procedures in subclause 5.19 shall apply with the modifications described in the present subclause.
Within received SIP/SDP signalling related to a WebRTC termination MSRP contents within a data channel will be marked with the "subprotocol="MSRP"" subfield in the "a=dcmap" SDP attribute according to IETF draft-ietf-mmusic-data-channel-sdpneg [65]. The MSRP related "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes will be encapsulated in "a=dcsa" SDP attributes according to IETF draft-ietf-mmusic-data-channel-sdpneg [65]. The "a=msrp-cema" can be present or omitted in received SIP/SDP signalling, but IETF RFC 6714 [26] is always applicable for MSRP within WebRTC data channels.
When receiving an SDP offer including such MSRP related information in SIP/SDP signalling related to a WebRTC data channel, and forwarding the SDP offer towards a termination where no WebRTC data channel is to be used, the eP-CSCF (IMS-ALG) shall:
-	describe each MSRP data channel in a separate SDP media line in the SDP offer it forwards;
-	include "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes received encapsulated in "a=dcsa" SDP attributes in the forwarded SDP offer for the corresponding MSRP media line(s) without the encapsulation;
-	include an "a=msrp-cema" SDP attribute for the corresponding MSRP media line(s); and
-	execute the procedures in the subclause 5.19 as if an "a=msrp-cema" SDP attribute had been received.
When receiving an SDP offer including MSRP related information without an indication of WebRTC data channel usage in SIP/SDP signalling, and forwarding the SDP offer towards a termination where a WebRTC data channel is to be used, the eP-CSCF (IMS-ALG) shall:
-	describe each received MSRP media line as a separate data channel;
-	include any received "a=msrp-cema", "a=path", "a=accept-types" and "a=setup" SDP attributes received for the MSRP media line(s) encapsulated in "a=dcsa" SDP attributes in the forwarded SDP offer;
-	include an "subprotocol="MSRP"" subfield in a "a=dcmap" SDP attribute; and
-	not include the "max-retr", "max-time" and "ordered" parameters in the "a=dcmap" SDP attribute.
For terminations with MSRP within a WebRTC data channel, the eP-CSCF (IMS-ALG) shall:
-	indicate a transport protocol according to subclause 5.20.2 to the eIMS-AGW; and
-	for application aware MSRP interworking:
a)	indicate that MSRP is used within the data channel to the eIMS-AGW; and
b)	provide the SDP "a=path" attribute encapsulated in "a=dcsa" SDP attribute, as received in SIP/SDP signalling, to the eIMS‑AGW as "Encapsulated MSRP Path" with the remote descriptor of the corresponding call leg.

[bookmark: _Toc413933852]* * * Next Change * * * *
5.20	Web Real Time Communication (WebRTC)
[bookmark: _Toc413933853]5.20.1	General
A P-CSCF and an IMS-AGW may support WebRTC client access to IMS, and are then "P-CSCF enhanced for WebRTC (eP-CSCF)" and "IMS-AGW enhanced for WebRTC (eIMS-AGW)".
The following requirements apply for a "P-CSCF enhanced for WebRTC (eP-CSCF)" and an "IMS-AGW enhanced for WebRTC (eIMS-AGW)":
-	End-to-access-edge security for RTP based media using DTLS-SRTP based key management over UDP transport, subclause 5.11.2.4, shall be supported.
-	End-to-access-edge security for RTP based media using DTLS-SRTP based key management over TCP transport, subclause 5.11.2.5, may be supported.
-	Interactive Connectivity Establishment (ICE), subclause 5.18, shall be supported. ICE for TCP may be supported in addition to offer an alternative transport for UDP based media as specified in subclause 5.18.	Comment by ALU#71: because applicable for WebRTC service components audio, video and data
-	STUN Consent Freshness, subclause 5.18.4, shall be supported.
-	Audio transcoding, subclause 5.13, shall be supported. 
Video transcoding may be supported.
-	Transcoding to/from the Opus Audio Codec, IETF RFC 6716 [50], subclause 5.13.4, should be supported.
-	Video transcoding may be supported.
NOTE:	Data channels (DC) are used for WebRTC to transport MSRP, BFCP, and GTT between the UE-embedded WIC and the eIMS-AGW. However,P procedures for the eIMS-AGW to act as data channel endpoint are not supported for MSRP in the present release. This includes the tTransport level and application level interworking of for MSRP, BFCP, and GTT within data channels is also not addressed in the present release.
[bookmark: _Toc430176611]5.20.2	WebRTC data channel
[bookmark: _Toc430176612]5.20.2.1	General
In the WebRTC framework, non-media data communication between UEs (with its WICs) is handled by using data channels according to IETF draft-ietf-rtcweb-data-channel [61]; within SCTP (see IETF RFC 4960 [63]), encapsulated in DTLS (see IETF RFC 6347 [32]). The related SDP signalling is described in IETF draft-ietf-mmusic-sctp-sdp [64] and IETF draft-ietf-mmusic-data-channel-sdpneg [65].
[bookmark: _Toc430176613]5.20.2.2	Data Channel Establishment
Editor's note:	Data channels could use either a SCTP/DTLS/UDP or SCTP/DTLS/TCP based transport. This subclause indicates just the UDP based option for WebRTC terminations. If stage 2 in 3GPP TS 23.228 [2] is being updated to cover also TCP transport, corresponding updates in this subclause will be required.	Comment by ALU#71: 23.228, clause U.1.5.4, NOTE 2 indicates explicity the TCP for WebRTC service components audio and video. Thus, the TCP option is also implicitly valid for WebRTC service component data! Because either an interim NAT device is blocking UDP, and the ALL WebRTC service components must switchover to TCP-based transport! A mix of TCP (for audio and video) and UDP (for data) would be nonsense ...
Upon receipt of an SDP offer containing SDP attributes for new data channels according to IETF draft-ietf-mmusic-sctp-sdp [64] and IETF draft-ietf-mmusic-data-channel-sdpneg [65] from the WebRTC access network, the eP-CSCF (IMS-ALG):
-	shall check if a new DTLS connection and SCTP association is to be set up or an existing DTLS connection and SCTP association is to be reused (NOTE x1) according to the SDP "a=connection" attribute;	Comment by Juergen Stoetzer-Bradler: draft-ietf-mmusic-dtls-sdp introduces a DTLS layer specific "a=dtls-connection" attribute. But it is not clear to me if this will eventually be mandatory for WebRTC (IMS) clients. 
NOTE x1:	Principally, a new SCTP association could be established on top of an existing DTLS connection, but not vice versa. But the concerned SDP attribute applies on the entire two-tuple of SCTP association over DTLS connection, i.e., a layer individual control is not possible.
-	if a new DTLS connection and SCTP association is to be set up:
1)	shall request a new H.248 stream group on an existing or new termination from the eIMS-AGW;
Editor's note: using a separate, DC-specific H.248 termination besides the WebRTC H.248 termination for audio and video might be feasible, but would lead to an extended 3GPP TS 29.334 [3] connection model. The solution would be rather to replace the notion of "termination" by "stream group". This comment concerns also following text segments, whenever a distinction between H.248 termination, stream group (and stream endpoints) is required.
Furthermore, the distinction between termination and stream group is crucial from a stage 2 perspective due to the mapping and distribution of SDP information from SIP to H.248 level: one part of the SDP should be mapped on the H.248 deaggregation stream and one part on the H.248 component stream.
2)	shall send the remote UDP port and SCTP port to the eIMS-AGW;
3)	shall request the local UDP port and SCTP port from the eIMS-AGW;
4)	shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:
a) "active" the eIMS-AGW needs to act as DTLS server;
b) "passive" the eIMS-AGW needs to act as DTLS client; or
c) "actpass" the eP-CSCF (IMS-ALG) shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;
5)	if the eIMS-AGW needs to act as DTLS client, shall include the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup;
if the eIMS-AGW needs to act as DTLS server, may include the Notify (D)TLS session establishment information element to request the eIMS-AGW to expect an incoming DTLS session setup;
6)	shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol;
x)	shall indicate to the eIMS-AGW the Establish SCTP association information element to request the eIMS-AGW to start the SCTP association setup as soon as DTLS connection is data transfer ready;
NOTE x2:	Such an H.248 control leads to the emulation of "simultaneous SCTP association establishment" (i.e., the eIMS-AGW shall behave according to clause 5.2.1/IETF RFC 4960 [63]).
7)	shall include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC; and
8)	shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW;
-	if an existing DTLS connection and SCTP association is to be reused, shall modify the existing termination for that SCTP association;
-	shall provide the information received in the SDP "a=dcmap" attribute to the eIMS-AGW;
NOTE 1:	For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.
-	may provide the information received in SDP "a=dcsa" attributes to the eIMS-AGW, taking into account the specific procedures defined for the subprotocols within the data channel;
-	shall indicate to the eIMS-AGW how to interwork the information send or received in data channels with information send or received on terminations and/or streams towards the IMS core network;
Editor's note: The details of this configuration require further study.
NOTE x3:	The information relates to an H.248 Stream Group (SG) which allows a) to separate the protocol stack in the levels of DCs and the commonly shared lower transport, and b) to support bascially multiple DCs. The SG is part of the WebRTC termination. 
-	shall indicate to the eIMS-AGW "TCP" as transport protocol when reserving the transport addresses/resources towards the IMS core network;
NOTE 2:	"TCP" as transport protocol towards the IMS core network is only an example in this generic case; the transport protocol should be indicated in accordance with the actual content of the data channel, e.g. TCP in case of MSRP, RTP/UDP for T.140, TCP (or UDP) in case of BFCP.
-	shall remove the "a=setup", "a=connection", "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP offer and indicate the transport protocol "TCP" in the SDP offer towards the IMS core network; and
-	may de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP offer and include the de-encapsualted SDP attributes in the SDP offer towards the IMS core network, taking into account specific procedures defined for the subprotocol within the data channel.
Upon receipt of a corresponding SDP answer from the IMS core network, the eP-CSCF (IMS-ALG):
-	shall change in the "m="- line the transport protocol to "UDP/DTLS/SCTP";
-	shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW;
-	shall insert the "a=setup" SDP attribute with the value:
1) "active" if the eP-CSCF (IMS-ALG) requested the eIMS-AGW to act as DTLS client; or
2) "passive" if the eIMS-AGW shall take the DTLS server role;
-	shall insert an "a=dcmap" attribute with the same values for the SCTP Sstream identifier, "subprotocol" and "label" parameters as received in the SDP offer, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;
NOTE 3:	For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.
-	may insert SDP "a=dcsa" attributes into the SDP answer towards the WebRTC access network encapsulating subprotocol specific SDP attributes received in the SDP answer, taking into account specific procedures defined for the subprotocol within the data channel; and
-	may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW, taking into account specific procedures defined for the subprotocol within the data channel.
Upon receipt of an SDP offer from the IMS core network for new media streams that need to be transported within an WebRTC data channel on the WebRTC access network, the eP-CSCF (IMS-ALG):
-	shall determine if it can reuse an existing DTLS connection and SCTP association or if it needs to set up a new DTLS connection and SCTP association;
-	if a new DTLS connection and SCTP association is to be set up:
1)	shall request a new H.248 stream group on an existing or new termination from the eIMS-AGW;
Editor's note: using a separate, DC-specific H.248 termination besides the WebRTC H.248 termination for audio and video might be feasible, but would lead to an extended 3GPP TS 29.334 [3] connection model. The solution would be rather to replace the notion of "termination" by "stream group". This comment concerns also following text segments, whenever a distinction between H.248 termination, stream group (and stream endpoints) is required.
Furthermore, the distinction between termination and stream group is crucial from a stage 2 perspective due to the mapping and distribution of SDP information from SIP to H.248 level: one part of the SDP should be mapped on the H.248 deaggregation stream and one part on the H.248 component stream.
2)	shall request the local UDP port and SCTP port from the eIMS-AGW;
3)	shall add an SDP "a=setup" attribute with value "actpass" into the SDP offer;
4)	shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol;
5)	shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and
6)	shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW into the SDP offer towards the WebRTC access network;
-	if an existing DTLS connection and SCTP association is to be reused, shall modify the existing termination for that SCTP association;
-	shall change in the "m="- line the transport protocol to "UDP/DTLS/SCTP";
-	shall insert an "a=connection" SDP attribute in the SDP offer indicating whether to reuse an existing DTLS connection and SCTP association;	Comment by Juergen Stoetzer-Bradler: Similar to above comment to the a=connection attribute, this might be "dtls-connection" in future.
-	shall insert an "a=dcmap" attribute with an unused SCTP Sstream identifier, and with "subprotocol" and "label" parameters according to the requirements of the transported data flow, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;
NOTE 4:	For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.
-	shall provide the information in the sent SDP "a=dcmap" attribute to the eIMS-AGW;
-	may insert SDP "a=dcsa" attributes into the SDP offer towards the WebRTC access network encapsulating subprotocol specific SDP attributes received in the SDP offer, taking into account specific procedures defined for the subprotocol within the data channel;
-	may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW, taking into account specific procedures defined for the subprotocol within the data channel; and
-	shall indicate to the eIMS-AGW how to interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network (see NOTE x3).
Editor's note: The details of this configuration require further study.
Upon receipt of a corresponding SDP answer from the WebRTC access network, the eP-CSCF (IMS-ALG):
-	if a new DTLS connection and SCTP association is to be set up:
1)	shall send the received remote UDP port and SCTP port to the eIMS-AGW;
2)	shall include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WebRTC access network;
3)	shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:
a) "active" the eIMS-AGW needs to act as DTLS server;
b) "passive" the eIMS-AGW needs to act as DTLS client; or
c) "actpass" the eP-CSCF (IMS-ALG) shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;
4)	if the eIMS-AGW needs to act as DTLS client, shall include the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup;
-	if an existing DTLS connection and SCTP association is to be reused, shall modify the existing termination for that SCTP association;
-	shall remove the "a=setup", "a=connection", "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP answer and indicate the transport protocol "TCP" in the SDP answer towards the IMS core network;
-	may provide the information within the received SDP "a=dcsa" attributes in the SDP answer to the eIMS-AGW, taking into account specific procedures defined for the subprotocol within the data channel; and
-	may de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP answer and include the de-encapsualted SDP attributes in the SDP answer towards the IMS core network, taking into account specific procedures defined for the subprotocol within the data channel.
If requested to set up a new DTLS connection and SCTP association, the eIMS-AGW shall:
-	allocate the local UDP port and SCTP port, and send them to the eP-CSCF (IMS-ALG);
-	when being instructed to start the DTLS bearer session setup, act as a DTLS client and establish the DTLS bearer session;
-	upon request from the eP-CSCF (IMS-ALG), select an own certificate, and send the fingerprint of the own certificate to the eP-CSCF (IMS-ALG);
-	uniquely associate the certificate fingerprint received from the eP-CSCF (IMS-ALG) with the corresponding DTLS connection, and subsequently use the certificate fingerprint to verify the establishment of the DTLS bearer session;
-	if the verification of the remote certificate fingerprint during the DTLS bearer session establishment fails, regard the remote DTLS endpoint as not authenticated, terminate the DTLS bearer session and report the unsuccessful DTLS bearer session setup to the eP-CSCF (IMS-ALG); and
-	upon completion of the DTLS connection establishment, set up the SCTP association according to IETF RFC 4960 [63].
If the eP-CSCF (IMS-ALG) requests that a termination with an existing SCTP association is being modified, the eIMS-AGW shall reuse an existing DTLS connection and SCTP association.
If the eP-CSCF (IMS-ALG) requests that a new termination with an SCTP association is being reserved, the eIMS-AGW shall set up the data channel according to IETF draft-ietf-rtcweb-data-channel [61] procedures. The eIMS-AGW shall also interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network according to the configuration received by the eP-CSCF (IMS-ALG).
5.20.2.3	Data Channel Release
5.20.2.3.1	WebRTC data channel closure without WebRTC call release
Data channels might be removed before the overall end of the WebRTC call. There are multiple variations possible because the "CLOSURE of a data channel" results in a reset of the SCTP Stream (see clause 6.7/IETF draft-ietf-rtcweb-data-channel [61]), i.e., the concerned SCTP Stream is firstly still existent. Such a resetted SCTP Stream could be basically reused again (for the same or another WebRTC data application). There are consequently two options from eP-CSCF (IMS-ALG) perspective: the correspondent H.248 Stream endpoint is still kept, i.e., remains allocated and part of the H.248 Stream Group, or the H.248 Stream endpoint is completely removed from the termination.
The "SCTP stream reuse" option for IMS WebRTC is not supported in this Release.
5.20.2.3.1.1	Still other, active WebRTC data channels
When the eP-CSCF (IMS-ALG) receives a SDP offer with a request to release a single WebRTC data channel, - from a set of multiple active WebRTC data channels -, then the eP-CSCF (IMS-ALG) shall request the eIMS-AGW to execute correspondent SCTP stream re-configuration procedures related to the concerned SCTP Stream.
5.20.2.3.1.2	Release of all or last active WebRTC data channel
The eP-CSCF (IMS-ALG) may request the eIMS-AGW to immediately shutdown the SCTP association, under the condition that a potential "SCTP stream reuse" will not occur.
The eP-CSCF (IMS-ALG) may further request the eIMS-AGW to release the underlying DTLS connection, under the condition that the concerned DTLS connection is not shared for SRTP key management purposes.
NOTE 1:	Above condition is valid for IMS WebRTC Release 13.
NOTE 2:	Whether the DTLS connection is released or maintained (e.g., till the overall end of the WebRTC call) is typically subject of operator/service policies.
The release of the DTLS connection will lead to the release of the H.248 "WebRTC data channel" Stream Group in the eIMS-AGW, but not the release of the H.248 "IMS WebRTC" termination as such (e.g., due to still ongoing audio and/or video communication).
5.20.2.3.2	SCTP association shutdown without DTLS connection release
This scenario is indicated in previous subclause. This release option for IMS WebRTC is not supported in this Release.
5.20.2.3.3	Complete release of all WebRTC data components or complete WebRTC call release
When the eP-CSCF (IMS-ALG) requests the eIMS-AGW to release all WebRTC data components or the entire WebRTC termination, then the eIMS-AGW should ensure the correct order related to execution of bearer control procedures.
Example: The start of the DTLS connection release procedure is dependent on the successfully completed SCTP association shutdown procedure. The start of the SCTP association shutdown procedure is dependent of the completed SCTP stream reset procedures (if applicable). And the start of the TCP connection release procedure (if L4 protocol is 'TCP') is dependent of successfully completed DTLS connection release and "released" H.248 streams for audio and video.

* * * Next Change * * * *
6.2.10.x	End-to-access-edge security for WebRTC data channels using SCTP-over-DTLS transport
6.2.10.x.1	General
The requirements on eP-CSCF (IMS-ALG) and eIMS-AGW for the procedures to establish WebRTC data channels are specified in subclause 5.20.2.
The following subclauses describe extensions to the H.248 (Iq) signalling procedures and their interactions with SIP signalling in the control plane and with user plane procedures if the e2ae security for the WebRTC data channels using "SCTP over DTLS " is supported by the eP-CSCF (IMS-ALG) and the eIMS-AGW.
All message sequence charts in this clause are examples. The high-level H.248 context model is defined in Figure 6.2.1.1 and further detailed below.
6.2.10.x.2	Call flow for data channel establishment from WIC towards IMS access network and MSRP session establishment
Support of multiple WebRTC data channels per WebRTC calls implies support of so called H.248 stream grouping. Figure 6.2.10.x.2.1 shows the principle H.248 Context model for a WebRTC call with unbundled audio and video plus multiple data components:


Figure 6.2.10.x.2.1: eIMS-AGW – H.248 Context model for WebRTC gateway inclusive H.248 Stream Group for WebRTC data components
The example flow in this clause focuses on the WebRTC data part only with scope on the H.248 Stream Group inclusive a first WebRTC data application ('MSRP'). Thus, only H.248 Streams S1 (for deaggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently. 
Figure 6.2.10.x.2.2 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC MSRP data channel using SCTP-over-DTLS transport before any WebRTC audio or video stream was established.

  
Figure 6.2.10.x.2.2: WIC originated procedure for WebRTC data channel establishment and MSRP stream establishment


The IMS UE A embedded WIC-A performs an IMS originating session set-up according to 3GPP TS 23.228 [2] with modifications for support of WebRTC service control. 
The procedure in the above figure for requesting an MSRP profiled WebRTC data channel is described step-by-step with an emphasis on the additional aspects for eP-CSCF (IMS-ALG) and eIMS-AGW with regards to the creation of an H.248 Context for interworking MSRP-over-DC to MSRP-over-TCP:
1.	IMS UE-A (WIC-A) sends an SDP offer for an MSRP-profile WebRTC data channel. A new "SCTP Association over DTLS connection" is requested.
2. - 4.	The eP-CSCF (IMS-ALG) knows to use an H.248 Context model with H.248 Stream grouping as required for WebRTC DC support. There are basically different H.248 Stream Group (SG) configurations possible, e.g. from perspective of naming H.248 Streams. For this example the model according to Figure 6.2.10.x.2.1 is supposed. The eP-CSCF (IMS-ALG) decides to assign H.248 StreamID value '1' to the H.248 deaggregation stream and to use H.248 StreamID values '1+' for WebRTC data channels. Thus, value '2' is assigned for the first WebRTC data channel.
The eP-CSCF (IMS-ALG) uses the "Reserve AGW Connection Point" procedure to request a termination and H.248 Stream '2' for "MSRP-over-TCP" media towards the core network.
5.	The eP‑CSCF (IMS‑ALG) align the SDP offer with regards to the enforced TCP connection establishment direction in the eIMS-AGW at H.248 Stream endpoint S2/T2.
6.	The eP‑CSCF (IMS‑ALG) forwards the SDP offer.
7. – 10. The configuration of core network side H.248 Stream endpoint S2/T2 is completed based on the received SDP answer (7).
11.	The eP-CSCF (IMS-ALG) uses the "Configure AGW Connection Point" procedure to request a termination inclusive an H.248 Stream Group for WebRTC DC traffic. Following aspects should be emphasized:
a) H.248 deaggregation stream (S1): 
- covers the protocol stack segment "SCTP Association over DTLS connection over L4/IP";
- the 'UDP' is indicated as L4 protocol;
- the SDP information related to the underlying ICE procedures is omitted in the abstracted ADD.req command;
- there is the assumption of finally successful UDP connectivity between UE-A and eIMS-AGW (i.e., the possible switchover to TCP as alternative L4 transport is not considered here);
- the deaggregation stream embedded SDP covers the attributes for configuration of the SCTP Association;
b) H.248 component stream (S2): 
- covers the upper protocol levels of the logical DC and the IP application layer (here 'MSRP');
- an application-aware DC configuration is applied due to the principle MSRP interworking function as required for L4+ NAT traversal support; 
- the component stream embedded SDP covers MSRP specific information (such as MSRP role behaviour);
c) DTLS session/DTLS connection establishment:
- an outgoing establishment procedure is enabled ("which will be executed by the eIMS-AGW after successful L4 connectivity");
d) SCTP Association establishment:
-both, an incoming and outgoing establishment procedure is enabled ("in order to emulate "SCTP simultaneous open" behaviour");
- the eIMS-AGW would start to send an SCTP INIT chunk as soon as the DTLS connection is "data transfer ready" (see step 16).
12./13.	The eIMS-AGW confirms the successful creation and configuration of the requested H.248 Stream Group for WebRTC DC traffic.
14./15.	The eP-CSCF (IMS-ALG) then sends the updated SDP answer to the IMS UE-A embedded WIC-A. 

* * * Next Change * * * *
[bookmark: _Toc430176725]8.2	Reserve and Configure AGW Connection Point 
This procedure is used to reserve multimedia-processing resources for the Iq interface connection.   
Table 8.2.1: Procedures between IMS-ALG and IMS-AGW: Reserve and Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve and Configure AGW Connection Point
	IMS-ALG
	Context/Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Emergency Call Indicator
	O
	This information element identifies the call as emergency call that requires a preferential handling.

	
	
	Priority information
	O
	This information element requests the IMS-AGW to apply priority treatment for the terminations and bearer connections in the specified context.

	
	
	Bearer Termination Request
	M
	This information element indicates the existing bearer termination or requests a new bearer termination for the bearer to be established.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.
This information element shall be included if a speech codec and auxiliary payload types are configured.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	M
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications. This information element shall be included when requesting a new bearer termination. Otherwise the information element is optional.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Traffic Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate  for a media stream. (NOTE 2).. 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination shall be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants to explicitly control the reservation of RTCP resources (NOTE 4).

	
	
	RTP/RTCP transport multiplexing
	C
	This information element requests the IMS-AGW to apply the RTP/RTCP transport multiplexing. This information element may only be present if RTCP handling is required.

	
	
	Explicit RTCP transport address
	C
	This information element indicates the remote RTCP port and optionally the remote network address where to send RTCP packets. This information element may only be present if RTCP handling is required.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 3). It indicates the SDES remote cryptographic parameters such as key(s)

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header for CVO
	O
	This information element requests the IMS-AGW to pass on the CVO extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	Local certificate fingerprint Request
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity protected by the IMS-AGW (NOTE 3). It requests the IMS-AGW to provide a local certificate fingerprint.

	
	
	Remote certificate fingerprint
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 3). It indicates the remote certificate fingerprint.

	
	
	Establish (D)TLS session
	O
	This information element requests the IMS-AGW to take the (D)TLS client role and to initiate the establishment of the (D)TLS session. (NOTE 3)

	
	
	Notify (D)TLS session establishment Failure Event
	O
	This information element requests a notification if a (D)TLS session establishment failure occurs. (NOTE 3)

	
	
	TCP State-aware Handling Indicator and Setup Direction
	C
	This information element indicates that TCP state-aware handing is required and indicates the TCP setup direction. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Discard Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates whether incoming TCP connection establishment requests (TCP SYN) shall be discarded. It may only be included if the IMS‑AGW supports TCP state-aware handling and discarding incoming TCP connection establishment requests.

	
	
	Forward Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to use the incoming TCP connection establishment request (TCP SYN) at that termination as a trigger for sending a TCP connection establishment request at the interconnected termination in the same context. It may only be included if the IMS‑AGW supports TCP state-aware handling and the Forward Incoming TCP Connection Establishment Requests Indicator.

	
	
	Notify TCP Connection Establishment Failure Event
	C
	This information element requests a notification if a TCP connection establishment failure occurs. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	STUN server request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to answer STUN connectivity checks for ICE.

	
	
	ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform ICE connectivity check as defined by IETF RFC 5245 [39]. It is only applicable for full ICE.

	
	
	Notify ICE Connectivity Check Result
	C
	This information element requests a notification of ICE connectivity check result. It is only applicable for full ICE.

	
	
	Notify New Peer Reflexive Candidate
	C
	This information element requests a notification of new peer reflexive candidate was discovered during a connectivity check. It is only applicable for full ICE.

	
	
	ICE password request
	O
	This information element is present if IMS-ALG requests an ICE password.

	
	
	ICE Ufrag request
	O
	This information element is present if IMS-ALG requests an ICE ufrag.

	
	
	ICE host candidate request
	O
	This information element is present if IMS-ALG requests an ICE host candidate.

	
	
	ICE received candidate
	O
	This information element is present if IMS-ALG indicates a received candidate for ICE.

	
	
	ICE received password
	O
	This information element is present if IMS-ALG indicates a received password for ICE.

	
	
	ICE received Ufrag
	O
	This information element is present if IMS-ALG indicates a received Ufrag for ICE.

	
	
	MSRP Path
	O
	This information element is present for application-aware MSRP Interworking. It provides the path information that the IMS-AGW shall insert in the MSRP layer "To‑Path" Information element.

	
	
	Application-aware MSRP interworking request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to perform application-aware MSRP Interworking.

	
	
	Notify STUN consent freshness test failure Event
	O
	This information element requests a notification if a STUN consent freshness test failure occurs (full ICE only).

	
	
	STUN consent freshenss test request
	O
	This information element is present if eP-CSCF requests the eIMS-AGW to perform a STUN consent freshness test (full ICE only).

	
	
	Allowed RTCP APP message types
	O
	This information element is present if IMS-ALG allows the IMS-AGW to send RTCP APP packets of the indicated types. The IMS-AGW shall not send other RTCP APP packets. If the parameter is not supplied, the IMS-AGW shall not send any RTCP APP packets.

	
	
	Local SCTP Port Request
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It requests the IMS-AGW to provide a local SCTP Port.

	
	
	Remote SCTP Port
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It indicates the remote SCTP port.

	
	
	Remote Dcmap
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 component stream for a WEBRTC data channel. It indicates the information within an SDP "dcmap" attribute received from the remote peer, including the actual SCTP Stream identifier to realize the WEBRTC data channel and the Subprotocol to exchange via the data channel.

	
	
	Local Dcmap
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 component stream for a WEBRTC data channel. It indicates the information within an SDP "dcmap" attribute sent towards the remote peer, including the actual SCTP Stream identifier to realize the WEBRTC data channel and the Subprotocol to exchange via the data channel.

	
	
	Local max message size Request
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It requests the IMS-AGW to provide a local max message size.

	
	
	Remote max message size
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It indicates the remote max message size.

	Reserve and Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	C
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. This IE shall be present if it was contained in the request. If the IE was not contained in the request, it may be present in the reply.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	
	
	Local certificate fingerprint
	C
	This information element may be present only if the Local certificate fingerprint Request was contained in the request. It indicates the local certificate fingerprint. (NOTE 3)

	
	
	ICE password 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE password assigned by the IMS-AGW.

	
	
	ICE Ufrag 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE Ufrag assigned by the IMS-AGW.

	
	
	ICE host candidate 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE host candidate assigned by the IMS-AGW.

	
	
	ICE lite indication
	C
	This information element shall be present only if an ICE host candidate request was contained in the request, and the IMS-AGW supports ICE lite, but not full ICE. It indicates that the IMS-AGW only supports ICE lite.

	
	
	Local SCTP Port
	C
	This information element may be present only if the Local SCTP Port Request was contained in the request. It indicates the local SCTP Port.

	
	
	Local max message size
	C
	This information element may be present only if the Local max message size Request was contained in the request. It indicates the local max message size.

	NOTE 1:	Remote Source Port and Remote Source Port Range are mutually exclusive.
NOTE 2: 	One of those IEs shall at least be present when policing is required.
NOTE 3: 	This IE may only be present for access network terminations. 
NOTE 4: 	The concerned RTCP resource component is related to the RTCP port value.



[bookmark: _Toc430176726]8.3	Reserve AGW Connection Point Procedure
This procedure is used to reserve local connection addresses and local resources in IMS-AGW. 
Table 8.3.1: Procedures between IMS-ALG and IMS-AGW: Reserve AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve AGW Connection Point
	IMS-ALG
	Context /Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Emergency Call Indicator
	O
	This information element identifies the call as emergency call that requires a preferential handling.

	
	
	Priority information
	O
	This information element requests the IMS-AGW to apply priority treatment for the terminations and bearer connections in the specified context.

	
	
	Bearer Termination Request
	M
	This information element requests a new bearer termination

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.
This information element shall be included if a speech codec and auxiliary payload types are configured.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2).

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	RTP/RTCP transport multiplexing
	C
	This information element requests the IMS-AGW to apply the RTP/RTCP transport multiplexing. This information element may only be present if RTCP handling is required.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header for CVO
	O
	This information element requests the IMS-AGW to pass on the CVO extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	Local certificate fingerprint Request
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity protected by the IMS-AGW (NOTE 4). It requests the IMS-AGW to provide a local certificate fingerprint.

	
	
	Establish (D)TLS session
	O
	This information element requests the IMS-AGW to take the (D)TLS client role and to initiate the establishment of the (D)TLS session. (NOTE 4)

	
	
	Notify (D)TLS session establishment Failure Event
	O
	This information element requests a notification if a (D)TLS session establishment failure occurs. (NOTE 4)

	
	
	TCP State-aware Handling Indicator and Setup Direction
	C
	This information element indicates that TCP state-aware handing is required and indicates the TCP setup direction. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Discard Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates whether incoming TCP connection establishment requests (TCP SYN) shall be discarded. It may only be included if the IMS‑AGW supports TCP state-aware handling and discarding incoming TCP connection establishment requests.

	
	
	Forward Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to use the incoming TCP connection establishment request (TCP SYN) at that termination as a trigger for sending a TCP connection establishment request at the interconnected termination in the same context. It may only be included if the IMS‑AGW supports TCP state-aware handling and the Forward Incoming TCP Connection Establishment Requests Indicator.

	
	
	Notify TCP Connection Establishment Failure Event
	C
	This information element requests a notification if a TCP connection establishment failure occurs. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	ICE password request
	O
	This information element is present if IMS-ALG requests an ICE password.

	
	
	ICE Ufrag request
	O
	This information element is present if IMS-ALG requests an ICE ufrag.

	
	
	ICE host candidate request
	O
	This information element is present if IMS-ALG requests an ICE host candidate.

	
	
	STUN server request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to answer STUN connectivity checks for ICE.

	
	
	Application-aware MSRP interworking request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to perform application-aware MSRP Interworking.

	
	
	Notify STUN consent freshness test failure Event
	O
	This information element requests a notification if a STUN consent freshness test failure occurs (full ICE only).

	
	
	STUN consent freshenss test request
	O
	This information element is present if eP-CSCF requests the eIMS-AGW to perform a STUN consent freshness test (full ICE only).

	
	
	Local SCTP Port Request
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It requests the IMS-AGW to provide a local SCTP Port.

	
	
	Local Dcmap	Comment by Juergen Stoetzer-Bradler: Plus "Local dscsa"?
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 component stream for a WEBRTC data channel. It indicates the information within an SDP "dcmap" attribute sent towards the remote peer, including the actual SCTP Stream identifier to realize the WEBRTC data channel and the Subprotocol to exchange via the data channel.

	
	
	Local max message size Request
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It requests the IMS-AGW to provide a local max message size.

	Reserve AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	C
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. This IE shall be present if it was contained in the request. If the IE was not contained in the request, it may be present in the reply.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Local certificate fingerprint
	C
	This information element may be present only if the Local certificate fingerprint Request was contained in the request. It indicates the local certificate fingerprint. (NOTE 4)

	
	
	ICE password 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE password assigned by the IMS-AGW.

	
	
	ICE Ufrag 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE Ufrag assigned by the IMS-AGW.

	
	
	ICE host candidate 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE host candidate assigned by the IMS-AGW.

	
	
	ICE lite indication
	C
	This information element shall be present only if an ICE host candidate request was contained in the request, and the IMS-AGW supports ICE lite, but not full ICE. It indicates that the IMS-AGW only supports ICE lite.

	
	
	Local SCTP Port
	C
	This information element may be present only if the Local SCTP Port Request was contained in the request. It indicates the local SCTP Port.

	
	
	Local max message size
	C
	This information element may be present only if the Local max message size Request was contained in the request. It indicates the local max message size.

	NOTE 1:	Remote Source Port and Remote Source Port Range are mutually exclusive.
NOTE 2: 	One of those IEs shall at least be present when policing is required.
NOTE 3: 	This IE may only be present for access network terminations, and only if the IMS-ALG includes only one SDES crypto attribute in the SDP sent towards the served UE. 
NOTE 4: 	This IE may only be present for access network terminations.
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This procedure is used to select or modify multimedia-processing resources for the Iq interface connection.   
Table 8.4.1: Procedures between IMS-ALG and IMS-AGW: Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Configure AGW Connection Point
	IMS-ALG
	Context 
	M
	This information element indicates the context for the bearer termination.

	
	
	Priority information
	O
	This information element shall be present if the priority information needs to be modified, it may be present otherwise.

	
	
	Bearer Termination
	M
	This information element indicates the existing bearer termination.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting video any combination of video, audio and messaging may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination. (NOTE 3)

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2). 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants to explicitly control the reservation of RTCP resources  (NOTE 5).

	
	
	RTP/RTCP transport multiplexing
	C
	This information element requests the IMS-AGW to apply the RTP/RTCP transport multiplexing. This information element may only be present if RTCP handling is required.

	
	
	Explicit RTCP transport address
	C
	This information element indicates the remote RTCP port and optionally the remote network address where to send RTCP packets. This information element may only be present if RTCP handling is required.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 4). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 4). It indicates the SDES remote cryptographic parameters such as key(s).

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header for CVO
	O
	This information element requests the IMS-AGW to pass on the CVO extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	Remote certificate fingerprint
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 4). It indicates the remote certificate fingerprint.

	
	
	Establish (D)TLS session
	O
	This information element requests the IMS-AGW to take the (D)TLS client role and to initiate the establishment of the (D)TLS session. (NOTE 4)

	
	
	Release (D)TLS session
	O
	This information element requests the IMS-AGW to release the (D)TLS session. (NOTE 4)

	
	
	Notify (D)TLS session establishment Failure Event
	O
	This information element requests a notification if a TLS session establishment failure occurs. (NOTE 4)

	
	
	TCP State-aware Handling Indicator and Setup Direction
	C
	This information element indicates that TCP state-aware handing is required and indicates the TCP setup direction. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Discard Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates whether incoming TCP connection establishment requests (TCP SYN) shall be discarded. It may only be included if the IMS‑AGW supports TCP state-aware handling and discarding incoming TCP connection establishment requests.

	
	
	Forward Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to use the incoming TCP connection establishment request (TCP SYN) at that termination as a trigger for sending a TCP connection establishment request at the interconnected termination in the same context. It may only be included if the IMS‑AGW supports TCP state-aware handling and the Forward Incoming TCP Connection Establishment Requests Indicator.

	
	
	Send TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to send a TCP connection establishment request (TCP SYN). It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Notify TCP Connection Establishment Failure Event
	C
	This information element requests a notification if a TCP connection establishment failure occurs. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform ICE connectivity check as defined by IETF RFC 5245 [39]. It is only applicable for full ICE.

	
	
	Notify ICE Connectivity Check Result
	C
	This information element requests a notification of ICE connectivity check result. It is only applicable for full ICE.

	
	
	Notify New Peer Reflexive Candidate
	C
	This information element requests a notification of new peer reflexive candidate was discovered during a connectivity check. It is only applicable for full ICE.

	
	
	Additional ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform additional ICE connectivity check as defined by IETF RFC 5245 [39]. It is only applicable for full ICE.

	
	
	ICE received candidate
	O
	This information element is present if IMS-ALG indicates a received candidate for ICE.

	
	
	ICE received password
	O
	This information element is present if IMS-ALG indicates a received password for ICE.

	
	
	ICE received Ufrag
	O
	This information element is present if IMS-ALG indicates a received Ufrag for ICE.

	
	
	MSRP Path
	O
	This information element is present for application-aware MSRP Interworking. It provides the path information that the IMS-AGW shall insert in the MSRP layer "To‑Path" Information element.

	
	
	Notify STUN consent freshness test failure Event
	O
	This information element requests a notification if a STUN consent freshness test failure occurs (full ICE only).

	
	
	STUN consent freshness test request
	O
	This information element is present if eP-CSCF requests the eIMS-AGW to perform a STUN consent freshness test (full ICE only).

	
	
	Allowed RTCP APP message types
	O
	This information element is present if IMS-ALG allows the IMS-AGW to send RTCP APP packets of the indicated types. The IMS-AGW shall not send other RTCP APP packets. If the parameter is not supplied, the IMS-AGW shall not send any RTCP APP packets.

	
	
	Remote sctp port
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It indicates the remote SCTP port.

	
	
	Remote Dcmap	Comment by Juergen Stoetzer-Bradler: Plus "Remote dcsa"?
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 component stream for a WEBRTC data channel. It indicates the information within an SDP "dcmap" attribute received from the remote peer, including the actual SCTP stream identifier to realize the WEBRTC data channel and the Subprotocol to exchange via the data channel.

	
	
	Remote max message size
	O
	This information element is present if the IMS-ALG requests the IMS-AGW to establish the H.248 deaggregation stream for WEBRTC data channels. It indicates the remote max message size.

	Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.
For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	NOTE 1:	Remote Source Port and Remote Source Port Range are mutually exclusive.
NOTE 2: 	One of those IEs shall at least be present when policing is required.
NOTE 3: 	Additional streams may be added by the Configure AGW Connection Point procedure. The additional streams shall then carry the same IP Realm Identifier as the very first Stream.
NOTE 4: 	This IE may only be present for access network terminations. 
NOTE 5: 	The concerned RTCP resource component is related to the RTCP port value.



Editor's Note :	The details of how the transparent indication included in ECN Control is subject of stage 3 specification. It also needs to be determined if this indication is needed on both incoming and outgoing terminations.
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1. SDP offer 
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a=dcsa:SCTPstreamID-a path:path-a)
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11. H.248 ADD req 
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3. Create outgoing termination T2
1. SDP offer (c=IP1o,
m= application P1o UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:WIC-Sa,
a=sctp-port:WIC-Pa, a=setup:actpass, a=connection:new; a=fingerprint:WIC‑a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a  setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a)
2. H.248 ADD req (C=?, T=?, LAddr=?, LPort=? m=TCP)
4. H.248 ADD resp (C=C1, T=T2, LAddr=IP2o, LPort=P2o)
5. Modify SDP offer
6. SDP offer (c=IP2o, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a)
7. SDP answer (c=IP1a, m=P1a TCP/MSRP, a=setup:active, a=msrp-cema, a=path:path-b)
9. Configure outgoing termination T2
8. H.248 MOD req (C=C1, T=T2, RAddr=IP1a, RPort=P1a)
10. H.248 MOD resp (C=C1, T=T2)
14. Modify SDP answer
15. SDP answer (c=IP2a, 
m=application P2a UDP/DTLS/SCTP 
webrtc-datachannel, a=max-message-size:IMS-AGW-Sa, a=sctp-port:IMS-AGW-Pa,
a=setup:active, a=connection:new; a=fingerprint:IMS-AGW‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP
a=dcsa:SCTPstreamID-a setup:active
a=dcsa:SCTPstreamID-a path:path-b)
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2. ADD.req [

C=?, T=?, S=S

2

, LAddr=?, LPort=? m=TCP

]

3. Create outgoing termination 

T

2

and Stream endpoint S

2

4. ADD.repl[

C=C
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, T=T

2

, S=S
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, LAddr=IP2o, LPort=P2o

]

16, Establishment of a DTLS connection 

18. Established "SCTP/DTLS" 

tunnel ("data transfer ready")

A Context may already exist as 

well as two H.248 Streams for 

audio & video. However, the 

example considers the creation of 

a new Context.
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5. Modify SDP offer

6. SDP offer [

c=IP2o, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a

]

7. SDP answer [

c=IP1a, m=P1a TCP/MSRP, a=setup:active, a=msrp-cema, a=path:path-b
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8. MOD.req [

C=C

1

, T=T

2

, S=S

2

, RAddr=IP1a, RPort=P1a

]

10. MOD.repl[
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]

1. SDP offer [

c=IP1o,

m=application P1o UDP/DTLS/SCTP webrtc-datachannel,

a=max-message-size:WIC-Sa,

a=sctp-port:WIC-Pa, 

a=setup:actpass, 

a=connection:new,

a=fingerprint:WIC-a,

a=dcmap:SCTPstreamID-a subprotocol=MSRP,

a=dcsa:SCTPstreamID-a setup=actpass,

a=dcsa:SCTPstreamID-apath:path-a

]

11. ADD.req [
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); 

Remote (Raddr=IP1o, Rport=P1o, m=application UDP/DTLS/SCTP webrtc-

datachannel, a=max-message-size:WIC-Sa, a=sctp-port:WIC-Pa, a=fingerprint:WIC-a); 

Local (LAddr=?, LPort=?, m=application UDP/DTLS/SCTP webrtc-datachannel, 
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=(LocalControl (SCTPid=SCTPstreamID-a); 

Remote (m=webrtc-datachannel, a=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=dcsa:SCTPstreamID-a path:path-a); 

Local (m=webrtc-datachannel, a=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=dcsa:SCTPstreamID-a a=setup:passive));

Signal (Est_DTLS, Est_SCTP);

Event (Notify_DTLS_Est_failure, Est_SCTP)

]

14. Modify SDP answer

15. SDP answer [

c=IP2a,?m=application P2a UDP/DTLS/

SCTP webrtc-datachannel,

a=max-message-size:IMS-AGW-Sa,

a=sctp-port:IMS-AGW-Pa,

a=setup:active, a=connection:new, a=fingerprint:IMS-AGW-a,

a=dcmap:SCTPstreamID-a subprotocol=MSRP

a=dcsa:SCTPstreamID-a setup:active

a=dcsa:SCTPstreamID-a path:path-b

]
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1. SDP offer [c=IP1o,
m=application P1o UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:WIC-Sa,
a=sctp-port:WIC-Pa, 
a=setup:actpass, 
a=connection:new,
a=fingerprint:WIC‑a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP,
a=dcsa:SCTPstreamID-a setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a]


2. ADD.req [C=?, T=?, S=S2, LAddr=?, LPort=? m=TCP]


3. Create outgoing termination T2 and Stream endpoint S2 


4. ADD.repl [C=C1, T=T2, S=S2, LAddr=IP2o, LPort=P2o]


5. Modify SDP offer


11. ADD.req [C=C1, T=?, SG=("SCTP" S2), 
S1=(LocalControl (StreDeagg=S2);  Remote (Raddr=IP1o, Rport=P1o, m=application UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:WIC-Sa, a=sctp-port:WIC-Pa, a=fingerprint:WIC-a);  Local (LAddr=?, LPort=?, m=application UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size?, a=sctp-port?, a=fingerprint?);
S2=(LocalControl (SCTPid=SCTPstreamID-a);  Remote (m=webrtc-datachannel, a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a path:path-a);  Local (m=webrtc-datachannel, a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a a=setup:passive));
Signal (Est_DTLS, Est_SCTP);
Event (Notify_DTLS_Est_failure, Est_SCTP)]


12. Create incoming termination T1 with a Stream Group of deaggregation Stream S1 and component Stream S2 


13. ADD.repl [C=C1, T=T1,  
S1=(Local (LAddr=IP2a, LPort=P2a, a=fingerprint:IMS-AGW-a, a=sctp-port:IMS-AGW-Pa, a=max-message-size:IMS-AGW-SA);
S2=();]


14. Modify SDP answer


16, Establishment of a DTLS connection 


18. Established "SCTP/DTLS" tunnel ("data transfer ready")


A Context may already exist as well as two H.248 Streams for audio & video. However, the example considers the creation of a new Context.


15. SDP answer [c=IP2a,?m=application P2a UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:IMS-AGW-Sa,
a=sctp-port:IMS-AGW-Pa,
a=setup:active, a=connection:new, a=fingerprint:IMS-AGW-a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP
a=dcsa:SCTPstreamID-a setup:active
a=dcsa:SCTPstreamID-a path:path-b]


17. Establishment of an SCTP association 


WIC-A (UE-A)


SIP


6. SDP offer [c=IP2o, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a]


7. SDP answer [c=IP1a, m=P1a TCP/MSRP, a=setup:active, a=msrp-cema, a=path:path-b]


Reserve IMS Resources


Configure IMS Resources


8. MOD.req [C=C1, T=T2, S=S2, RAddr=IP1a, RPort=P1a]


10. MOD.repl [C=C1, T=T2, S=S2]


9. Configure Stream endpoint S2 at outgoing termination T2  



