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1. Introduction
CT4 is studying various EPC race conditions scenarios and scenarios with hanging session/bearer contexts in EPC nodes, and assessing whether to improve the existing stage 3 protocols and/or specifications for effective handling of these scenarios.
2. Reason for Change
The 3GPP AAA Server may end up with hanging S6b session contexts in certain abnormal scenarios. It is unspecified what the 3GPP AAA Server should do upon receipt of a subsequent S6b authorization request for the same UE and APN with the hanging session, in particular when the new and the hanging sessions are supported via different PGWs.
3. Conclusions

The P-CR provides the scenario for hanging session scenario in 3GPP AAA Server and  proposes a solution for it.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 0.1.0
* * * First Change * * * *
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* * * Next Change * * * *

4.z
Scenario1 - Hanging session context in 3GPP AAA Server
4.z.1
Description of scenario 


The scenario analysed is that a session release is delayed or failed which means the session is still active in the 3GPP AAA and from a different PGW (as the existing session) a session establishment request is triggered.  From procedural point upon establishment (respectively release for the old connection/session) of a PDN connection via a trusted or untrusted WLAN, the PGW performs an authorization procedure (respectively a session termination procedure for the old connection/session) towards the 3GPP AAA Server over the S6b interface to update the AAA/HSS about the PGW address. 

To do so, the PGW sends respectively an AAR command (Authorization Request) and an STA command (Session Termination Request) to the 3GPP AAA Server to, which establishes or tears down an S6 Diameter session between the PGW and the 3GPP AAA Server. See 3GPP TS 29.273 [y]. 

In actual deployments, the session termination procedure may not be performed successfully in some cases during the PDN connection release, i.e. the STR command is not received by the 3GPP AAA Server. Examples of such scenarios are: PGW problem (e.g. overload, internal issue or PGW failure), communication issues between the PGW and PCRF, or between the TWAN/ePDG and the PGW.
4.z.2
Summary of identified problems


If a release of a session fail and a new session is established via a different PGW for the same UE/APN configuration this results in hanging session contexts in the 3GPP AAA Server and stale S6b sessions between the 3GPP AAA Server and PGWs, and possibly hanging contexts in other EPC nodes too (e.g. hanging PDN connection context or Diameter session context in the PGW if a GTP-C Delete Session Request could not be sent over S2a due to a transient path failure).

3GPP TS 29.273 [y] subclause 9.1.2.2.3 specifies that on reception of session establishment request for a UE and the APN is authorised, the 3GPP AAA Server shall accept the request. It is left open how the 3GPP AAA Server should treat the case when request was a subsequent S6b session establishment for the same UE and same APN it is not specified what the 3GPP AAA server should do with the existing/hanging session in particular when the existing/hanging session is via a different PGWs.

If the 2 sessions are from the same PGW both sessions could be valid session, it is not clear from message content that one session is outdated.
* * * Next Change * * * *

5.z
Solutions for scenario 1 - Hanging session context in 3GPP AAA Server
5.z.1
Solution1 – 3GPP AAA Server delayed ASR trigger to clean up possible hanging resources
5.z.1.1
Solution description


After the 3GPP AAA has accepted the S6b session, the 3GPP AAA server .should send ASR command to initiate the termination of the hanging session in previous selected PGW and 3GPP AAA server, this could be done with some delay.
The TWAN/ePDG is responsible to release the PDN connection..
5.z.1.2
Impacts on existing nodes and functionality


Impacts on 3GPP AAA Server:

-
ASR command is used to tear down a hanging session, delayed or immidiate sending of the ASR
5.z.1.3
Evaluation of the solution


The solution provides the following benefits:

-
it ensures that possible hanging resources in PGW and 3GPP AAA server are cleared without impacting the user.

No drawbacks have been identified.

* * * End of Changes * * * *

