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1. Introduction

CT4 is studying various EPC race conditions scenarios and scenarios with hanging session/bearer contexts in EPC nodes, and assessing whether to improve the existing stage 3 protocols and/or specifications for effective handling of these scenarios. 
2. Reason for Change

Scenario 1 investigates the scenario where the SGW receives a new Create Session Request which collides with an existing PDN connection context. 
Subclause 5.2.1.1 contains the following editor's note regarding the example scenario E which was documented at the last CT4 meeting:

E)
Delete Bearer Command lost over S11

Editor's note:
The system behaviour in this scenario is FFS.

Subclause 4.2.1:

E)
Delete Bearer Command lost over S11

An MME fails to send a Delete Bearer Command to the SGW e.g. due to a transient S11 path failure. The dedicated bearer is deleted in the MME, which results in a hanging bearer context at the SGW and PGW. Later on, the UE establishes a new PDN connection and the MME sends a Create Session Request towards the same SGW, with the EBI which corresponds to the hanging bearer context in the SGW/PGW.

3. Conclusions

Upon receipt of a Create Session Request colliding with an existing dedicated bearer context, the SGW should not delete the existing PDN connection context, but only delete the existing stale dedicated bearer context. The SGW should additionally initiate a Delete Bearer Command towards the PGW to clean-up the dedicated bearer context in the PGW.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v0.1.0.

* * * First Change * * * *

4.2
Scenario 1 – Create Session Request at SGW colliding with an existing PDN connection context

4.2.1
Description of the Scenario

Per subclause 7.2.1 of 3GPP TS 29.274 [2], upon receipt of a Create Session Request (with a null or non-null TEID in the header) which collides with an existing PDN connection context, the SGW should delete the existing PDN connection context locally and then proceed with the creation of the new PDN connection. 

If both PDN connections (the existing and the new ones) are served by the same PGW, the PGW will clean up the existing PDN connection context (if any) upon receipt of the new Create Session Request.

However if both PDN connections are served by different PGWs, the PGW serving the existing PDN connection may end up with a hanging context. 

Examples of scenarios with a Create Session Request at SGW colliding with an existing PDN connection context:

A)
Delete Session Request lost over S11/S4

An MME or SGSN fails to send a Delete Session Request to the SGW e.g. due to a transient S11 or S4 path failure. This results in a hanging PDN connection context at the SGW and PGW. Later on, the UE establishes a PDN connection and the MME or SGSN sends a new Create Session Request towards the same SGW (with the same EBI).

B)
Inter-SGW mobility

The SGW serving a particular UE is re-assigned from SGW1 to SGW2 due to a transient path failure between the MME and SGW1, and subsequently re-assigned back from SGW2 to SGW1. SGW1 detects a collision between the new Create Session Request and its existing PDN connection context (if it was not deleted by other means beforehand). 

C)
Mobility between 3GPP and non-3GPP accesses

An SGW1 is assigned to a particular UE during the establishment of a PDN connection via a 3GPP access. 

The UE performs a handover (with IP address preservation) to a non-3GPP access. The PGW fails to send a Delete Bearer Request to SGW1 e.g. due to some transient path failure over S5.

The UE moves back to 3GPP access (with IP address preservation) and the MME/SGSN selects the same SGW1.

SGW1 detects the collision between the new Create Session Request (handover) and the existing PDN connection context.

D)
Delete Bearer Request lost over S5/S8
The PGW fails to send a Delete Bearer Request to the SGW due to a transient path failure over S5/S8. Later on, the MME also fails to send a Delete Session Request to the SGW e.g. due to a S11/S4 path failure. This results in a hanging context in the SGW only. 

E)
Delete Bearer Command lost over S11

An MME fails to send a Delete Bearer Command to the SGW e.g. due to a transient S11 path failure. The dedicated bearer is deleted in the MME, which results in a hanging bearer context at the SGW and PGW. Later on, the UE establishes a new PDN connection and the MME sends a Create Session Request towards the same SGW, with the EBI which corresponds to the hanging bearer context in the SGW/PGW.

4.2.2
Summary of identified problems
When the new and the existing PDN connections are served by different PGWs, the PGW serving the existing PDN connection ends up with a stale PDN connection context. This wastes resources and may result in unexpected event/operation taking place for these stale sessions that could make the PGW vulnerable. 
Upon receipt of a Create Session Request (with a null or non-null TEID in the header) which collides with an existing dedicated bearer context, deleting the existing PDN connection context (as currently specified in GTPv2), rather than just the dedicated bearer context,  can lead to unnecessarily tear down the PDN connection and affect the end user's services, e.g. in scenarios where there is a desynchronization between the MME and SGW/PGW only for dedicated bearer(s) like in scenario E. 
* * * Next Change * * * *

5.2.1
Solution1 – Delete stale context in PGW upon Create Session Request with different PGW S5/S8 control plane IP address

5.2.1.1
Solution description

The SGW can determine whether the new requested PDN connection is towards the same old PGW or a different PGW based on the S5/S8 PGW control plane IP address received in the Create Session Request message: 

-
if this address is different from the PGW S5/S8 control plane IP address of the existing PDN connection, then the SGW can derive that the PGW may be different;

-
if this address is the same, the SGW can derive that this is the same PGW.

So the following solution is proposed:

-
upon receipt of a Create Session Request (with a null or non-null TEID in the header) which collides with the default bearer of an existing PDN connection context, if the PGW S5/S8 IP address for control plane received in the new Create Session Request is different from the PGW S5/S8 IP address for control plane of the existing PDN connection, the SGW should delete the existing PDN connection context locally and in the corresponding PGW by sending a Delete Session Request message;
-
upon receipt of a Create Session Request (with a null or non-null TEID in the header) which collides with an existing dedicated bearer context, the SGW should delete the existing dedicated bearer context locally. If the PGW S5/S8 IP address for control plane received in the new Create Session Request is different from the PGW S5/S8 IP address for control plane of the existing PDN connection, the SGW should additionally initiate a Delete Bearer Command towards the PGW to clean-up the dedicated bearer context in the PGW.
-
upon receipt of a Create Session Request with TEID 0 in the header which collides with the default bearer of an existing PDN connection context, the PGW should delete the existing PDN connection context before creating a new session; the PGW shall allocate a new PGW S5/S8 F-TEID for control plane to the new PDN connection, i.e. not the same F-TEID value as the one which was assigned to the existing PDN connection.
-
upon receipt of a Create Session Request with TEID 0 in the header which collides with an existing dedicated bearer context, the PGW should delete the existing dedicated bearer context before creating a new session; the PGW shall allocate a new PGW S5/S8 F-TEID for control plane to the new PDN connection, i.e. not the same F-TEID value as the one which was assigned to the existing PDN connection.
NOTE 1:
the SGW can send the Create Session Request and Delete Session Request over S5/S8 asynchronously, e.g. the SGW can send the Delete Session Request and then the Create Session Request without having to wait for the Delete Session Response. 

NOTE 2:
Even if the PGWs happened to be the same (despite having different PGW S5/S8 control plane IP addresses), sending an extra Delete Session Request in this case does not cause any specific problem. Sending a Delete Session Request to the existing PDN context ahead of forwarding the new Create Session Request does not create any unnecessary PDN deactivations; it will only clear the old PDN connection which will anyway be replaced if the SGW were to directly send the Create Session Request (w/o a Delete Session Request). Besides, it does not matter if the PGW happens to receive the Delete Session Request after the Create Session Request since the PGW assigns a different F-TEID to the new PDN connection. 

The system behaviour with this proposal is further analysed below for the example scenarios identified in subclause 4.2.1:

A)
Delete Session Request lost over S11/S4

If the new Create Session Request contains the same PGW S5/S8 control plane IP address as the one stored in the hanging PDN connection context, the SGW does not send a Delete Session Request to the PGW. The PDN connection context hanging in the PGW is cleaned up when the PGW receives the Create Session Request.

If the new Create Session Request does not contain the same PGW S5/S8 control plane IP address as the one stored in the hanging PDN connection context, the SGW sends a Delete Session Request to the PGW, which leads to tear down the hanging PDN connection context in the PGW.

The solution works fine in this scenario.

B)
Inter-SGW mobility

The PGW S5/S8 IP address for control plane for the new and the existing PDN connection contexts are the same, so the SGW does not initiate a Delete Session Request towards the PGW. I.e. mobility with inter-SGW relocation works fine.

C)
Mobility between 3GPP and non-3GPP accesses

SGW1 detects the collision between the new Create Session Request (handover) and the existing PDN connection context and, assuming that both use different PGW S5/S8 IP addresses for control plane (i.e. that the PGW assigned a different PGW S5/S8 control plane IP address during the original PDN connection establishment via the 3GPP access), the SGW sends a Delete Session Request (F-TEID) to clear the existing PDN connection context in the PGW. This could possibly lead to tear down the PDN connection in the PGW if the PGW kept its PGW S5/S8 F-TEID assigned to the PDN connection and if the Delete Session Request is received by the PGW before the new Create Session Request. 

The problem can be avoided by requiring the SGW to include the Sender F-TEID for Control Plane IE in the Delete Session Request message when it sends this message to clean up the old PDN connection and by requiring the PGW to ignore a Delete Session Request received from S5/S8 after a handover from 3GPP to non-3GPP accesses. This would require a small extension of the following existing requirements (cf Table 7.2.9.1-1 of 3GPP TS 29.274 [2]: Information Elements in a Delete Session Request)
	Sender F-TEID for Control Plane
	O
	This IE may be included on the S5/S8 interfaces.
If the Sender F-TEID for Control Plane is received by the PGW, the PGW shall only accept the Delete Session Request message when the Sender F-TEID for Control Plane in this message is the same as the Sender F-TEID for Control Plane that was last received in either the Create Session Request message or the Modify Bearer Request message on the given interface. See NOTE 6.
	F-TEID
	0


D)
Delete Bearer Request lost over S5/S8
Sending a Delete Session Request to the PGW when the SGW detects a colliding Create Session Request may in the worst case end up in tearing down another (valid) PDN connection if the PGW already reassigned the F-TEID to a different PDN connection and if the Linked EPS Bearer ID (LBI) in the Delete Session Request matches the LBI assigned to the new PDN connection. Note though that the PGW should avoid reassigning the same F-TEID too quickly. The probability of such scenario is small.

E)
Delete Bearer Command lost over S11


The SGW deletes the existing dedicated bearer context. 
If the new Create Session Request contains the same PGW S5/S8 control plane IP address as the one stored in the existing PDN connection context, the SGW does not send a Delete Bearer Command to the PGW. The dedicated bearer context hanging in the PGW is cleaned up when the PGW receives the Create Session Request.

If the new Create Session Request does not contain the same PGW S5/S8 control plane IP address as the one stored in the existing PDN connection context, the SGW may send a Delete Bearer Command to the PGW, which leads to tear down the hanging dedicated bearer connection context in the PGW.

The solution works fine in this scenario.
5.2.1.2
Impacts on existing nodes and functionality

Impacts on SGW:

-
deleting the stale PDN connection context in the previous PGW, upon receipt of a new Create Session Request colliding with an existing PDN connection in the conditions specified in subclause 5.2.1.1. 
-
deleting the stale dedicated bearer context in the SGW, and in the PGW, upon receipt of a new Create Session Request colliding with an existing dedicated bearer context in the conditions specified in subclause 5.2.1.1. 
Impacts on PGW:

-
allocate a new PGW S5/S8 F-TEID for control plane to the new PDN connection, upon receipt of a new Create Session Request colliding with an existing PDN connection. 

NOTE:
it is anyway a general requirement that PGWs should not reassign too quickly the same F-TEID to new PDN connections, so there isn't any real PGW impact here.

-
deleting the stale dedicated bearer context in the PGW upon receipt of a new Create Session Request colliding with an existing dedicated bearer context. 

5.2.1.3
Evaluation of the solution
The solution is an enhancement to the existing behaviour by allowing to clear the existing PDN connections contexts both in the SGW and PGW, thus avoiding to create hanging contexts in PGWs.
The solution also avoids tearing down the PDN connection and affecting the end user's services in scenarios where there is a desynchronization between the MME and SGW/PGW only for dedicated bearer(s) like in scenario E.
The solution has minimal impact on the SGW and PGW.

The solution might result in tearing down a valid PDN connection in very rare cases. 

* * * End of Changes * * * *

