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Introduction

The Network Access Identifier (NAI) is the user identity submitted by the client during network access authentication procedures. In roaming, the purpose of the NAI is to identify the user as well as to assist in the routing of the authentication request. Additionally, in authentication procedures, the NAI with leading digit (digit prepended in front of the IMSI) can also be used to distinguish different authentication schemes (e.g. EAP-AKA vs. EAP-AKA’) and different authentication identities (i.e. permanent user identity, pseudonyms or fast re-authentication identities).
Based on 3GPP TS 29.273 and TS 23.003, the NAI can be found in AAA exchange Diameter messages, including the authentication procedures and non-authentication procedures. It has been identified recently that 3GPP specification, i.e. TS29.273 and TS23.003 are ambiguous regarding the encoding of the NAI in AAA procedures, which may result in different implementations among vendor on whether to prepend a leading digit or not to the IMSI included in NAI.
Some companies prefer to clarify this leading digit issue in 3GPP TS 29.273 from Release 8 onwards. However, in our point of view, this issue does not match the FASMO criteria
, even though different vendors may have different implementations
, failure of AAA procedures can be avoid depending on the compatibility solution
.  So we support to specify AAA and other AAA entities (PGW, ePDG, TWAN, non-3GPP AN) behaviour in 3GPP TS 29.273 starting from Release 12
. 
Discussion

The NAI is exchanged in most of the 3GPP AAA interfaces, including STa, SWa, SWm, S6b and SWd, except the SWx interface in which only IMSI is used to identify the UE. Considering the interfaces impacted by NAI, the related procedures can be divided into authentication procedures and non-authentication procedures. 
1) In authentication or re-authentication procedures, i.e. DER/DEA commands:

A leading digit shall be included in the User-Identify IE/User-Name AVP in DER/DEA commands, there is no dispute on this principle
. So the interoperation between the different vendor equipments or between the different PLMN should be no problem although it is not clearly defined in the current specification
. 
NOTE: Just in case, the 3GPP AAA Server or other AAA entity (such as ePDG, TWAN, non-3GPP AN) does not follow this principle, the procedures can still move on. 
Because, firstly, 3GPP AAA Server can receive the NAI from EAP messages set by the UE based on the 3GPP TS 33.402. So a leading digit included in NAI in DER command is not the only clue 
for the 3GPP AAA Server to distinguish the authentication schemes and different authentication identities. 
Secondly, in the DEA command, an IMSI included in NAI in DEA command is either not the only way for other AAA entity to obtain the IMSI, as we know, there is Permanent User Identity IE/ Mobile-Node-Identifier AVP in DEA command which can be used to send the IMSI to other AAA entity too.
To sum up, even though the 3GPP AAA Server or other AAA entity may not know if the leading digit is included or not, the procedures can still be successful. So there is no need to clarify this issue from Rel8 onwards.

2) In procedures other than authentication procedures, i.e. AAR, AAA, STR, ASR, RAR, RAA commands:

A leading digit prepended in front of the IMSI is useless as all those procedures are not related with the authentication, but the receiver may still need to know if the leading digit is included or not, because in some procedures the receiver should get the correct UE identity, i.e. IMSI to identify the UE
. 
However, after per interface analysis, except the S6b (NBM), the Session ID allocated in previous authentication procedure can also be used to identify the UE in STa, SWa, SWm and S6b (HBM) interfaces. The detailed description is as follows:
· S6b: The first messages exchange between PGW and 3GPP AAA Server are the authorization Request/Answer(AAR/AAA) commands, apart for the S2c (DSMIP) case; so the 3GPP AAA Server should obtain the correct IMSI from NAI to identify the UE
. This might be achieved by 3GPP AAA server determining whether the sender has included a leading digit or not
, by checking the MCC and MNC in the domain part of the NAI.
Examples: 

0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org  would denote a sender including the leading digit.

234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org  would denote a sender NOT including the leading digit.

But for the PGW, there is no need to do such checking
, as the NAI is not included in the authorization Answer (AAA) message from 3GPP AAA Server to PGW.

· STa/SWa: The Diameter protocol between the non-3GPP access network and the 3GPP AAA Server or 3GPP AAA Proxy, shall always keep the session state, and use the same Session-Id parameter for the lifetime of each Diameter session. A Diameter session shall identify a given user after the successful authentication procedures. Therefore, no matter non-3GPP access network or 3GPP AAA Server, the Diameter Session ID allocated in previous authentication procedures can be used to identify the UE. 

In some procedures there is no need/requirement to double check the User-Name, the receiver can ignore this IE and the procedures will move on
.
If, such as in the Session Termination procedures, the 3GPP AAA Server shall check that there is an ongoing session associated to the two parameters received (Session-Id and User-Name) as defined in subclause 5.1.2.4.2. The 3GPP AAA Server can compare the IMSI or NAI stored in the UE context with the new NAI received in the User-Name 
to decide if this active session belongs to the user identified by the User-Name parameter. 
· SWm: The Diameter protocol between the ePDG and the 3GPP AAA Server or the 3GPP AAA Proxy shall always keep the session state, and use the same Session-Id parameter for the lifetime of each Diameter session. A Diameter session shall identify a PDN Connection of a given user. Therefore, similar with STa/SWa interface, the Diameter Session ID allocated in previous authentication procedures for one PDN connection can be used to identify the UE.

· SWd: 3GPP AAA Proxy just forwards the diameter messages between the 3GPP AAA Server and other AAA entity.  The leading digit problem will not impact the 3GPP AAA Proxy. 
It is therefore proposed to apply the following compatibility solutions
:
A. In S6b (NBM) authorization Request/Answer(AAR/AAA) procedures, 3GPP AAA server determines whether the sender has included a leading digit or not by checking the MCC and MNC in the domain part of the NAI
.

B. For the other interfaces and non-authentication procedures, i.e. AAR, AAA, STR, ASR, RAR, RAA, the Diameter Session ID can be used to identify the UE or the PDN connection
. 
Conclusion

Although it is ambiguous regarding the encoding of the NAI specified in 3GPP TS 29.273, the interoperation failure can be avoid by the compatibility solution 
in equipment implementation. Therefore, only clarification starting from Rel12 is needed in 3GPP TS 29.273. 
�there are serious and systematic misoperations if we don't correct existing Rel-8 onwards specifications – cf DISC paper in C4-142264. Even the current paper recognizes in the conclusion that there is a need for some "compatibility solution" for avoiding "interoperation failure".


�This is not a matter of vendors' implementation: e.g. S6b Authorization Request (how to encode the User-Name AVP), e.g. existing reqts for the receiver to check the value of the user-name (together with diameter session id)


�Which compatibility solution? Where would this be documented? How would we ensure 3GPP Rel-8 compliant products interwork with each other? 


�How do we guarantee that Rel-8 compliant product interwork with each others?


�There is "no more" dispute. But CT4 had agreed a different solution in July 2014 before realizing this was causing problems. So even if there is no more dispute, Rel-8 onwards specs do NOT specify this. 


�Right, and that's  one of the problem.


�But this would completely mix protocol layering… and there is no and should be no reqts to do so.


�Don’t agree (see previous comments)


�Yes


�True, but this is NOT specified in existing specification. 


�Right, but again not specified. There is NO reqt in existing spec to support both encodings and the additional workaround to detect whether the sender has included a leading digit or not


�Don't agree, as e.g. Permanent User Id is present in ASR msg. so w/o checking whether a leading digit is included or not, the PGW could end up detecting a mismatch between the Permanent user id received in the ASR and the permanent user id it has stored for this session, resulting in problematic behaviour


�Where is this specified that the receiver can ignore the IE? What does happen if it does not and see a mismatch? Why should it ignore an IE that is included in the msg? would mean the receiver would have to ignore that IE for ever, even with Rel-12 onwards implementations (until all PLMNs are upgraded to Rel-12)


�But AAA would have again to first determine how to interpret the received User-Name in the STR, with or w/o leading digit. 


�This violates e.g. reqts in 7.1.2.5.3: 


"Upon receipt of the Re-authorization Request message from the 3GPP AAA Server or the 3GPP AAA Proxy, the ePDG shall check that there is an ongoing session associated to any of the parameters received in the message (identified by the Session-Id AVP and the User-Name AVP)." Meaning again that the ePDG would also need to be capable to determine whether a leading digit is prepended or not in the User-Name AVP received in the RAR msg.





�In which releases?


�What about User-Name AVP in DER on the other interfaces? AAA needs to correlate user's sessions across various interfaces e.g. STa and S6b. So need a consistent encoding of the user name across interfaces


�


this would basically violate all the existing protocol / message definition, which rely on exchanging the User-Name AVP in most of the S6b, STa, SWa, SWm interfaces, also meaning that User-Name AVPs would have to be ignored for ever until there are no more Rel-8 to Rel-11 implementations in PLMNs.





+ violate existing reqts to check session id + user name.


+ this ignores 3GPP Rel-8 compliant implementations making use of the User Name AVP exchanged in all the existing msgs


�This would result in 


1) an utterly chaotic interoperability between AAA, TWAN, ePDG, PGW


2) with reqts to support double encoding and additional workarounds in all AAA entities


3) see DISC paper C4-142264


�In which release?





