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* * * Next Change * * * *
5.X
WebRTC data channel
The eP-CSCF (IMS-ALG) and eIMS-AGW shall support data channel as described in IETF draft-ietf-rtcweb-data-channel [x2] for data transport using an SCTP association running on top of DTLS as described in IETF draft-ietf-tsvwg-sctp-dtls-encaps [x1]. The eIMS-AGW acts as an endpoint for all WebRTC data channels established between the eIMS-AGW and the served WebRTC IMS Client (WIC), and perform transport protocol interworking between the data channel and other transport protocols.

When the IMS-ALG receives the SDP from the served WebRTC IMS Client (WIC), with an "m=" line with the proto value set to "DTLS/SCTP", and the fmt value set to "webrtc-datachannel", for each media transported using a data channel, the IMS-ALG shall remove the "m=" line and insert an "m=" line describing the media and the transport protocol used for the media in the SDP sent towards the core network. 

When the IMS-ALG receives SDP from the core network, the IMS-ALG shall remove each "m=" line that describes media to be transported between the served WIC and the eIMS-AGW using a data channel, and insert a "m=" line with the proto value set to "DTLS/SCTP", and the fmt value set to "webrtc-datachannel" according to IETF draft-ietf-mmusic-sctp-sdp [x3] in the SDP sent toward the served WIC.

The IMS-ALG shall request the eIMS-AGW to perform the transport protocol interworking between "DTLS/SCTP" and other transport protocols, e.g. interworking between "IP/UDP/DTLS/SCTP" and "IP/TCP".

When the IMS-ALG reserves resources towards the WIC, the IMS-ALG shall:
· send the remote UDP port and SCTP port of the WIC to the eIMS-AGW;
· request the local UDP port and SCTP port from the eIMS-AGW;
· send the received max-message-size parameter, if the max-message-size parameter is contained in the SDP received from the WIC, indicating the maximum message size the served WIC is willing to accept to the eIMS-AGW;

· request the maximum message size the eIMS-AGW is willing to accept;

· send the received WIC certificate fingerprint to the eIMS-AGW that is then able to correlate the fingerprint within the media stream uniquely; and
· request the certificate fingerprint from the eIMS-AGW, for each "m=" line to be transported between the served WIC and the eIMS-AGW using at least one data channel.

According to procedures defined in 3GPP TS 24.371 [44], the eIMS-AGW shall act as either a DTLS server or client in the DTLS session.
Once the DTLS based SCTP association has been negotiated and established, the WIC and eIMS-AGW (controlled by the eP-CSCF) use the Data Channel Establishment Protocol (DCEP) for opening and closing data channels, as described in IETF draft-ietf-rtcweb-data-protocol [x4]. Then the eIMS-AGW shall be prepared to send and receive data packets over data channels of the incoming network side from the WIC, and transport data packets over other transport protocols to the outgoing network side and vise versa.
Editor's Note: Besides the in band DCEP, other method to establish the data channel is ffs.
* * * Next Change * * * *
6.2.X
Procedures for establishing WebRTC data channel
6.2.X.1
General
Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions.
As specified in 3GPP TS 23.228 [2], the eIMS-AGW performs media plane interworking between data channel and other transport protocols supported by IMS, when data is transported over the data channel between the WIC and the eIMS-AGW. In this sub clause, MSRP over data channel is used as an example to illustrate how the eIMS-AGW performs transport protocol interworking. And it is assumed that one MSRP session is mapped onto one data channel instance, and there is no other data channel instance running over the SCTP association. 
Editor's Note: The SDP format of negotiating sub protocols transported over data channel is not well defined yet and is ffs.

6.2.X.2
Session establishment from WIC for MSRP using data channel
Upon receipt of an SDP offer from the WIC, the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "DTLS/SCTP" as transport protocol and "MSRP" as the sub protocol transported over data channel;
b)
include the Remote SCTP port information element with the value of the received sctp-port SDP attribute from the WIC;

c)
include the Local SCTP port Request information element to request the SCTP port of the eIMS-AGW;

d)
include the Remote max message size information element with the value of the received max message size SDP attribute from the WIC, if it is present in the received SDP offer;

e)
include the Local max message size Request information element to request the maximum message size the eIMS-AGW is willing to accept;
f)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC, if it is present in the received SDP offer;

g)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and

-
indicate to the eIMS-AGW "TCP/MSRP" or "TCP/TLS/MSRP" as transport protocol when reserving the transport addresses/resources towards the IMS core network.

When modifying an SDP answer that will be sent to the WIC, the IMS-ALG shall:

-
in the "m=" line indicating the use of data channel, change the transport protocol to "DTLS/SCTP" and set "MSRP" as the sub protocol transported over data channel;
-
insert the SCTP port SDP attribute with the value of the Local SCTP port information element received from the eIMS-AGW, if the value of SCTP port is different from its default value;

-
insert the max message size SDP attribute with the value of the Local max message size information element received from the eIMS-AGW, if the value of max message size is different from its default value; and
-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW.
Figure 6.2.x.2.1 shows the message sequence chart example of WIC originating procedure for MSRP using data channel.
NOTE:
Below establishment procedures are based on the assumption that there wasn't yet any DTLS procedure triggered from the WIC side.
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Figure 6.2.x.2.1: WIC originating procedure using data channel
NOTE:
The WIC may receive the ClientHello prior the SDP answer, thus the handshake might be initiated, but the handshake will not complete until the SDP answer has been received by the WIC.
Editor's note: The call flows do not include the full H.248 signalling related to the establishment of the DTLS/SCTP and TCP connections, and they will be provided in the future.
6.2.X.3
Session establishment towards WIC for MSRP using data channel
Upon receipt of an SDP offer from the IMS core network using the "TCP/MSRP" or "TCP/TLS/MSRP" as transport protocol the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "DTLS/SCTP" as transport protocol and "MSRP" as the sub protocol transported over data channel;
b)
include the Local SCTP port Request information element to request the SCTP port of the eIMS-AGW;

c)
include the Local max message size Request information element to request the maximum message size the eIMS-AGW is willing to accept;
d)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and

-
when reserving the transport addresses/resources towards the IMS core network indicate to the eIMS-AGW "TCP/MSRP" or "TCP/TLS/MSRP" as transport protocol.

When modifying the SDP offer that will be sent to the IMS access network, the IMS-ALG shall:

-
in the "m=" line indicating the use of data channel, change the transport protocol to "DTLS/SCTP" and set "MSRP" as the sub protocol transported over data channel;
-
insert the SCTP port SDP attribute with the value of the Local SCTP port information element received from the eIMS-AGW, if the value of SCTP port is different from its default value;

-
insert the max message size SDP attribute with the value of the Local max message size information element received from the eIMS-AGW; and
-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW.
Upon receipt of an SDP answer from the IMS access network containing the use of the "DTLS/SCTP" transport protocol with the associated SDP attributes, the IMS-ALG shall:

-
when modifying the transport addresses/resources towards the IMS access network:

a)
include the Remote SCTP port information element with the value of the received sctp-port SDP attribute from the WIC;

b)
include the Remote max message size information element with the value of the received max message size SDP attribute from the WIC, if the value of max message size is different from its default value; and
c)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC;

The message sequence chart shown in the figure 6.2.x.3.1 shows the message sequence chart example of WIC terminating procedure for MSRP using data channel.
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Figure 6.2.x.3.1: WIC terminating procedure using data channel
NOTE:
The eIMS-AGW might receive the ClientHello prior receiving the MOD-request, but the DTLS handshake will not finish before the MOD-request (more specific: the fingerprint from WIC-b) has been received.
Editor's note: The call flows do not include the full H.248 signalling related to the establishment of the DTLS/SCTP and TCP connections, and they will be provided in the future.
* * * Next Change * * * *
8.2
Reserve and Configure AGW Connection Point 

This procedure is used to reserve multimedia-processing resources for the Iq interface connection.   
Table 8.2.1: Procedures between IMS-ALG and IMS-AGW: Reserve and Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve and Configure AGW Connection Point
	IMS-ALG
	Context/Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Emergency Call Indicator
	O
	This information element identifies the call as emergency call that requires a preferential handling.

	
	
	Priority information
	O
	This information element requests the IMS-AGW to apply priority treatment for the terminations and bearer connections in the specified context.

	
	
	Bearer Termination Request
	M
	This information element indicates the existing bearer termination or requests a new bearer termination for the bearer to be established.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.

This information element shall be included if a speech codec and auxiliary payload types are configured.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	M
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications. This information element shall be included when requesting a new bearer termination. Otherwise the information element is optional.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Traffic Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate  for a media stream. (NOTE 2).. 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination shall be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 3). It indicates the SDES remote cryptographic parameters such as key(s)

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header for CVO
	O
	This information element requests the IMS-AGW to pass on the CVO extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	Local certificate fingerprint Request
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity protected by the IMS-AGW (NOTE 3). It requests the IMS-AGW to provide a local certificate fingerprint.
This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It requests the eIMS-AGW to provide a local certificate fingerprint.

	
	
	Remote certificate fingerprint
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 3). It indicates the remote certificate fingerprint.
This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It indicates the remote certificate fingerprint.

	
	
	Establish (D)TLS session
	O
	This information element requests the IMS-AGW to take the (D)TLS client role and to initiate the establishment of the (D)TLS session. (NOTE 3)

	
	
	Notify (D)TLS session establishment Failure Event
	O
	This information element requests a notification if a (D)TLS session establishment failure occurs. (NOTE 3)

	
	
	TCP State-aware Handling Indicator and Setup Direction
	C
	This information element indicates that TCP state-aware handing is required and indicates the TCP setup direction. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Discard Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates whether incoming TCP connection establishment requests (TCP SYN) shall be discarded. It may only be included if the IMS‑AGW supports TCP state-aware handling and discarding incoming TCP connection establishment requests.

	
	
	Forward Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to use the incoming TCP connection establishment request (TCP SYN) at that termination as a trigger for sending a TCP connection establishment request at the interconnected termination in the same context. It may only be included if the IMS‑AGW supports TCP state-aware handling and the Forward Incoming TCP Connection Establishment Requests Indicator.

	
	
	Notify TCP Connection Establishment Failure Event
	C
	This information element requests a notification if a TCP connection establishment failure occurs. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	STUN server request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to answer STUN connectivity checks for ICE.

	
	
	ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform ICE connectivity check as defined by IETF RFC 5245 [39]. It is only applicable for full ICE.

	
	
	Notify ICE Connectivity Check Result
	C
	This information element requests a notification of ICE connectivity check result. It is only applicable for full ICE.

	
	
	Notify New Peer Reflexive Candidate
	C
	This information element requests a notification of new peer reflexive candidate was discovered during a connectivity check. It is only applicable for full ICE.

	
	
	ICE password request
	O
	This information element is present if IMS-ALG requests an ICE password.

	
	
	ICE Ufrag request
	O
	This information element is present if IMS-ALG requests an ICE ufrag.

	
	
	ICE host candidate request
	O
	This information element is present if IMS-ALG requests an ICE host candidate.

	
	
	ICE received candidate
	O
	This information element is present if IMS-ALG indicates a received candidate for ICE.

	
	
	ICE received password
	O
	This information element is present if IMS-ALG indicates a received password for ICE.

	
	
	ICE received Ufrag
	O
	This information element is present if IMS-ALG indicates a received Ufrag for ICE.

	
	
	MSRP Path
	O
	This information element is present for application-aware MSRP Interworking. It provides the path information that the IMS-AGW shall insert in the MSRP layer "To‑Path" Information element.

	
	
	Application-aware MSRP interworking request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to perform application-aware MSRP Interworking.

	
	
	Local SCTP Port Request
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It requests the eIMS-AGW to provide a local SCTP Port.

	
	
	Remote SCTP Port
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It indicates the remote SCTP port.

	
	
	Local max message size Request
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It requests the eIMS-AGW to provide a local max message size.

	
	
	Remote max message size
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It indicates the remote max message size.

	Reserve and Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	C
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. This IE shall be present if it was contained in the request. If the IE was not contained in the request, it may be present in the reply.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	
	
	Local certificate fingerprint
	C
	This information element may be present only if the Local certificate fingerprint Request was contained in the request. It indicates the local certificate fingerprint. (NOTE 3)

	
	
	ICE password 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE password assigned by the IMS-AGW.

	
	
	ICE Ufrag 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE Ufrag assigned by the IMS-AGW.

	
	
	ICE host candidate 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE host candidate assigned by the IMS-AGW.

	
	
	ICE lite indication
	C
	This information element shall be present only if an ICE host candidate request was contained in the request, and the IMS-AGW supports ICE lite, but not full ICE. It indicates that the IMS-AGW only supports ICE lite.

	
	
	Local SCTP Port
	C
	This information element may be present only if the Local SCTP Port Request was contained in the request. It indicates the local SCTP Port.

	
	
	Local max message size
	C
	This information element may be present only if the Local max message size Request was contained in the request. It indicates the local max message size.

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3: 
This IE may only be present for access network terminations.


* * * Next Change * * * *
8.3
Reserve AGW Connection Point Procedure

This procedure is used to reserve local connection addresses and local resources in IMS-AGW. 
Table 8.3.1: Procedures between IMS-ALG and IMS-AGW: Reserve AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve AGW Connection Point
	IMS-ALG
	Context /Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Emergency Call Indicator
	O
	This information element identifies the call as emergency call that requires a preferential handling.

	
	
	Priority information
	O
	This information element requests the IMS-AGW to apply priority treatment for the terminations and bearer connections in the specified context.

	
	
	Bearer Termination Request
	M
	This information element requests a new bearer termination

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.
This information element shall be included if a speech codec and auxiliary payload types are configured.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2).

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header for CVO
	O
	This information element requests the IMS-AGW to pass on the CVO extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	Local certificate fingerprint Request
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity protected by the IMS-AGW (NOTE 4). It requests the IMS-AGW to provide a local certificate fingerprint.
This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It requests the eIMS-AGW to provide a local certificate fingerprint.

	
	
	Establish (D)TLS session
	O
	This information element requests the IMS-AGW to take the (D)TLS client role and to initiate the establishment of the (D)TLS session. (NOTE 4)

	
	
	Notify (D)TLS session establishment Failure Event
	O
	This information element requests a notification if a (D)TLS session establishment failure occurs. (NOTE 4)

	
	
	TCP State-aware Handling Indicator and Setup Direction
	C
	This information element indicates that TCP state-aware handing is required and indicates the TCP setup direction. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Discard Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates whether incoming TCP connection establishment requests (TCP SYN) shall be discarded. It may only be included if the IMS‑AGW supports TCP state-aware handling and discarding incoming TCP connection establishment requests.

	
	
	Forward Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to use the incoming TCP connection establishment request (TCP SYN) at that termination as a trigger for sending a TCP connection establishment request at the interconnected termination in the same context. It may only be included if the IMS‑AGW supports TCP state-aware handling and the Forward Incoming TCP Connection Establishment Requests Indicator.

	
	
	Notify TCP Connection Establishment Failure Event
	C
	This information element requests a notification if a TCP connection establishment failure occurs. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	ICE password request
	O
	This information element is present if IMS-ALG requests an ICE password.

	
	
	ICE Ufrag request
	O
	This information element is present if IMS-ALG requests an ICE ufrag.

	
	
	ICE host candidate request
	O
	This information element is present if IMS-ALG requests an ICE host candidate.

	
	
	STUN server request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to answer STUN connectivity checks for ICE.

	
	
	Application-aware MSRP interworking request
	O
	This information element is present if IMS-ALG requests the IMS-AGW to perform application-aware MSRP Interworking.

	
	
	Local SCTP Port Request
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It requests the eIMS-AGW to provide a local SCTP Port.

	
	
	Local max message size Request
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It requests the eIMS-AGW to provide a local max message size.

	Reserve AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	C
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. This IE shall be present if it was contained in the request. If the IE was not contained in the request, it may be present in the reply.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Local certificate fingerprint
	C
	This information element may be present only if the Local certificate fingerprint Request was contained in the request. It indicates the local certificate fingerprint. (NOTE 4)

	
	
	ICE password 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE password assigned by the IMS-AGW.

	
	
	ICE Ufrag 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE Ufrag assigned by the IMS-AGW.

	
	
	ICE host candidate 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE host candidate assigned by the IMS-AGW.

	
	
	ICE lite indication
	C
	This information element shall be present only if an ICE host candidate request was contained in the request, and the IMS-AGW supports ICE lite, but not full ICE. It indicates that the IMS-AGW only supports ICE lite.

	
	
	Local SCTP Port
	C
	This information element may be present only if the Local SCTP Port Request was contained in the request. It indicates the local SCTP Port.

	
	
	Local max message size
	C
	This information element may be present only if the Local max message size Request was contained in the request. It indicates the local max message size.

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3: 
This IE may only be present for access network terminations, and only if the IMS-ALG includes only one SDES crypto attribute in the SDP sent towards the served UE. 

NOTE 4: 
This IE may only be present for access network terminations.


* * * Next Change * * * *
8.4
Configure AGW Connection Point Procedure

This procedure is used to select or modify multimedia-processing resources for the Iq interface connection.   
Table 8.4.1: Procedures between IMS-ALG and IMS-AGW: Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Configure AGW Connection Point
	IMS-ALG
	Context 
	M
	This information element indicates the context for the bearer termination.

	
	
	Priority information
	O
	This information element shall be present if the priority information needs to be modified, it may be present otherwise.

	
	
	Bearer Termination
	M
	This information element indicates the existing bearer termination.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting video any combination of video, audio and messaging may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination. (NOTE 3)

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2). 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 4). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 4). It indicates the SDES remote cryptographic parameters such as key(s).

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header for CVO
	O
	This information element requests the IMS-AGW to pass on the CVO extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	Remote certificate fingerprint
	O
	This information element is present if the IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 4). It indicates the remote certificate fingerprint.
This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It indicates the remote certificate fingerprint.

	
	
	Establish (D)TLS session
	O
	This information element requests the IMS-AGW to take the (D)TLS client role and to initiate the establishment of the (D)TLS session. (NOTE 4)

	
	
	Release (D)TLS session
	O
	This information element requests the IMS-AGW to release the (D)TLS session. (NOTE 4)

	
	
	Notify (D)TLS session establishment Failure Event
	O
	This information element requests a notification if a TLS session establishment failure occurs. (NOTE 4)

	
	
	TCP State-aware Handling Indicator and Setup Direction
	C
	This information element indicates that TCP state-aware handing is required and indicates the TCP setup direction. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Discard Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates whether incoming TCP connection establishment requests (TCP SYN) shall be discarded. It may only be included if the IMS‑AGW supports TCP state-aware handling and discarding incoming TCP connection establishment requests.

	
	
	Forward Incoming TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to use the incoming TCP connection establishment request (TCP SYN) at that termination as a trigger for sending a TCP connection establishment request at the interconnected termination in the same context. It may only be included if the IMS‑AGW supports TCP state-aware handling and the Forward Incoming TCP Connection Establishment Requests Indicator.

	
	
	Send TCP Connection Establishment Requests Indicator
	C
	This information element indicates for a given termination to send a TCP connection establishment request (TCP SYN). It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	Notify TCP Connection Establishment Failure Event
	C
	This information element requests a notification if a TCP connection establishment failure occurs. It may only be included if the IMS‑AGW supports TCP state-aware handling.

	
	
	ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform ICE connectivity check as defined by IETF RFC 5245 [39]. It is only applicable for full ICE.

	
	
	Notify ICE Connectivity Check Result
	C
	This information element requests a notification of ICE connectivity check result. It is only applicable for full ICE.

	
	
	Notify New Peer Reflexive Candidate
	C
	This information element requests a notification of new peer reflexive candidate was discovered during a connectivity check. It is only applicable for full ICE.

	
	
	Additional ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform additional ICE connectivity check as defined by IETF RFC 5245 [39]. It is only applicable for full ICE.

	
	
	ICE received candidate
	O
	This information element is present if IMS-ALG indicates a received candidate for ICE.

	
	
	ICE received password
	O
	This information element is present if IMS-ALG indicates a received password for ICE.

	
	
	ICE received Ufrag
	O
	This information element is present if IMS-ALG indicates a received Ufrag for ICE.

	
	
	MSRP Path
	O
	This information element is present for application-aware MSRP Interworking. It provides the path information that the IMS-AGW shall insert in the MSRP layer "To‑Path" Information element.

	
	
	Remote sctp port
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It indicates the remote SCTP port.

	
	
	Remote max message size
	O
	This information element is present if the IMS-ALG requests the eIMS-AGW to establish the WebRTC data channel. It indicates the remote max message size.

	Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3: 
Additional streams may be added by the Configure AGW Connection Point procedure. The additional streams shall then carry the same IP Realm Identifier as the very first Stream.

NOTE 4: 
This IE may only be present for access network terminations.


Editor's Note :
The details of how the transparent indication included in ECN Control is subject of stage 3 specification. It also needs to be determined if this indication is needed on both incoming and outgoing terminations.

* * * End of Change * * * *
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