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Introduction

Authentication procedures make use of a leading digit (in the User Identity IE encoded as User-Name AVP) which may be used by the 3GPP AAA Server to distinguish different authentication schemes (e.g. EAP-AKA vs. EAP-AKA’) and different authentication identities (i.e. permanent user identity, or non-permanent user identities: pseudonyms, fast re-authentication identities).

It has been identified recently that 3GPP specifications (TS 29.273 and TS 23.003) are ambiguous regarding the encoding of the Permanent User Identity IE in AAA procedures other than authentication procedures and that this has led to different implementations among vendors on whether to prepend a leading digit or not to the permanent user identity. 

CR Rel-12 23.303 #0395 (C4-141652) was agreed during CT4#66, proposing to encode the Permanent User Identity IE within the User-Name AVP with a leading digit, while it is encoded without a leading digit when provided by the 3GPP AAA server in the Mobile-Node-Id AVP. Companies were invited to do further internal checking prior to CT Plenary to ensure there are no backwards compatibility problems.
Problems were reported prior to CT Plenary and the CR returned back to CT4 as an outcome to allow further discussions. 

Discussion

The following problems were identified for the S6b interface prior to CT Plenary:

· S6b procedures do not involve any authentication (only authorization), apart for the S2c (DSMIP) case; so in principle, there should be no need for a leading digit.
· The user identity (NAI) over PMIP S2a/S2b does not include the leading digit. Thus expecting a leading digit in the corresponding S6b procedures would require the PGW to prepend a digit to the NAI it receives from the TWAN/ePDG: 
a) it is weird to do so, given that 

· the 3GPP AAA sends the Mobile-Node-ID AVP without a leading digit to the TWAN/ePDG, 
· the TWAN/ePDG sends the User Identity (NAI) without a leading digit to the PGW, 
· so it is questionable why the PGW should then prepend a leading digit towards the 3GPP AAA server? 
b) the PGW does not have the information to set the leading digit consistently in all scenarios:
· the PGW would need to know whether EAP-AKA or AKA’ has been used;
· eHRPD and trusted WLAN  uses EAP-AKA’ 

· non trusted WLAN uses EAP-AKA, but also possibly EAP-AKA’ (TS 33.402 subclause 6.4 for untrusted “Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used”)

· so this would require the PGW to set the leading digit dependent on the ‘Access Technology Type Option’ IE received in the PBU (WLAN vs eHRPD) or the F-TEID type received in GTP (S2a vs S2b), but for untrusted WLAN, the PGW cannot anyway know whether EAP-AKA or AKA’ is used. 
c) Requiring the PGW to prepend a leading digit would add complexity to the PGW, for a digit that would need to be stripped off by the 3GPP AAA Server, without the guarantee that the PGW is able to set a correct/consistent value in all scenarios.
d) The PGW could alternatively prepend whatever digit it wants, with the requirement that this shall be disregarded by the 3GPP AAA Server, but this is not needed functionally and provides misleading information.
The sources of this document agree with these issues. Besides, it appears that other issues (not discussed prior to CT Plenary) also exist for the SWm interface:

· The SWm Authentication and Authorization Answer does only include a Permanent User Identity IE encoded as Mobile-Node-Identifier AVP, i.e. no “User-Identity IE / User-Name” AVP. 

Note: this should not prevent support of authentication procedures with temporary identities (pseudonyms, fast re-authentication identities), but the ePDG remains unaware of the temporary identities allocated to the UE. Over STa, both User Identity IE and Permanent User Identity IEs are returned though.
· TS 23.003 requires that the 3GPP AAA Server shall not include a leading digit when NBM is used. Thus the ePDG will get the Permanent User Identity IE without the leading digit.
· Consequently, expecting a leading digit in the Permanent User Identity IE encoded as User Name AVP in subsequent SWm requests would require: 

· the ePDG to derive during the initial authentication request procedure (i.e. first DER command) whether EAP-AKA or AKA’ is used (e.g. “0”, “2”, “4” = EAP-AKA, “6”, “7”, “8” = EAP-AKA’);
· the ePDG to prepend a leading digit to the Permanent User Identity it receives from the 3GPP AAA  Server (i.e. prepend “0” or “6” depending on whether EAP-AKA or AKA’ was used);
· the ePDG to strip off the leading digit in the Permanent User ID IE/User-Name AVP it receives from the 3GPP AAA Server in subsequent messages (e.g. RAR, ASR);

· It looks weird to encode the Permanent User Identity IE differently between the ePDG and the 3GPP AAA Server in different SWm messages (depending on whether it is encoded as Mobile-Node-ID or User-Name AVP).
More generally, the ePDG, TWAN and PGW should remain as transparent as possible to the authentication schemes used on their respective interface.

It is therefore proposed to apply the following principles over all the AAA interfaces:
I. A Leading digit shall be included in the User-Identity IE / User-Name AVP in DER/DEA commands (there is no dispute on this principle);
II. NO Leading digit shall be included in the Permanent User Identity IE / User Name AVP,  in procedures other than authentication procedures, i.e. AAR, AAA, STR, ASR, RAR, RAA. The Permanent User Identity IE will therefore be encoded in the same manner in the Mobile-Node-ID AVP and User-Name AVP. 
which should correspond to the principles of CR Rel-12 29.273 #0384 originally proposed by Ericsson at CT4#66 (noted during the meeting). 
It needs then to be decided from which release to introduce the corrections -  Rel-12 or an earlier release: 

· the problems/corrections possibly affect all the following interfaces & entities: 
· S6b, SWm, STa, SWa, SWd

· 3GPP AAA Server, 3GPP AAA Proxy, PGW, TWAN, ePDG, other non-3GPP AN (e.g. eHRPD). 
Note: There is no problem on the SWx interface, i.e. no HSS impacts.

· the problems may possibly span over different PLMNs, when considering roaming scenarios (e.g. WLAN roaming). GSMA is currently working on WLAN Roaming Guidelines (IR.61). It is unsure whether WLAN roaming has already been deployed on the field. In any case, problems should be corrected asap to avoid spreading the problems across PLMNs. 

· the corrections match the FASMO criteria as the resulting misoperations would be systematic between products relying on different assumptions and severe, i.e. failure of many AAA procedures on many interfaces, i.e. no interoperability at all. 
· correcting the earlier releases would help to converge on the 3GPP corrections sooner and stop spreading problems further on the field (with then the issue to support the burden to migrate NEs towards the 3gpp solution). 
Alcatel-Lucent favours correcting the specifications from Release 8 onwards.

Upgrading existing deployments towards the 3GPP solution, whereby the PLMN would transiently support a mix of nodes including and not including the leading digit, might be achieved by receivers determining whether the sender has included a leading digit or not, by checking the MCC and MNC in the domain part of the NAI.

Examples: 
0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org  would denote a sender including the leading digit.
234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org  would denote a sender NOT including the leading digit.
Note: this workaround would also work in roaming scenarios with Decorated NAI, as the decoration gets stripped off before reaching the 3GPP AAA server in the HPLMN.
This would require the 3GPP AAA Server and other AAA entities (PGW, ePDG, TWAN, non-3GPP AN) to be prepared to handle the Permanent User Identity IE in User-Name AVP in both formats. 

Although being cumbersome and creating some overhead, this could help interoperability and transition phase towards the behaviour specified by 3GPP. 
Assuming problems can be confined within a PLMN, how to upgrade existing deployments towards the 3GPP solution should be determined by each operator. 
Conclusion

It is proposed to correct TS 29.273 from Rel-8 onwards according to the following principles:

I. A Leading digit shall be included in the User-Identity IE/User-Name AVP in DER/DEA commands (there is no dispute on this principle);

II. NO Leading digit shall be included in the Permanent User Identity/User Name AVP,  in procedures other than authentication procedures, i.e. AAR, AAA, STR, ASR, RAR, RAA. The Permanent User Identity IE will therefore be encoded in the same manner in the Mobile-Node-ID AVP and User-Name AVP. 

Excerpts from TS 29.273

1) SWa

DER/DEA

Table 4.1.2.1/1: SWa Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in the IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


Table 4.1.2.1/2: SWa Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


RAR/RAA

Table 4.1.2.4.1/1: SWa Re-auth request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


Table 4.1.2.4.1/2: SWa Re-auth response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


DER/DEA

Table 4.1.2.4.1/3: SWa Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


Table 4.1.2.4.1/4: SWa Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


2) STa

DER/DEA

Table 5.1.2.1/1: STa Access Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


Table 5.1.2.1/2: Trusted non-3GPP Access Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if the Result-Code AVP is set to either:

- DIAMETER_SUCCESS or

- DIAMETER_MULTI_ROUND_AUTH, and TWAN-S2a-Connectivity-Indicator is set in DEA-Flags.

(see NOTE 1)
This information element shall only be sent if NBM or MIPv4 is authorized for use, or when authorizing the user to access the TWAN without granting access to EPC S2a (i.e. non-seamless WLAN offload), and shall contain an AAA/HSS assigned identity (i.e. an IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used: 

· by the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network, or 

· by the trusted non-3GPP access network in subsequent MIPv4 RRQs as the MN-NAI identifying the user in the EPS network, or

· by the trusted non-3GPP access network to derive the IMSI to be sent in subsequent Create Session Request on GTP S2a.
This information element shall also be sent if HBM is authorized for use, or to access a Fixed Broadband access network without granting access to EPC S2a (i.e. non-seamless WLAN offload), and the Result-Code AVP is set to DIAMETER_SUCCESS and if the Transport Access Type in the request command indicated that the UE is accessing the EPC from a Fixed Broadband access network (i.e., the Transport-Access-Type AVP takes the value "BBF"); it shall contain an AAA/HSS assigned identity (i.e. an IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used:

· by the trusted non-3GPP access network in subsequent PCC procedure for identifying the user in the EPS network.


ASR

Table 5.1.2.2.1/1: Information Elements passed in ASR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user (i.e. an IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]).


RAR/RAA

Table 5.1.2.3.1/1: STa Re-Auth request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	Re-Auth Request Type
	Re-Auth–Request-Type
	M
	T This IE shall define whether the user is to be authorized only or authenticated and authorized. In this case, the following values shall be used:

AUTHORIZE_AUTHENTICATE if the re-authentication of the user is requested;

AUTHORIZE_ONLY if the update of the previously provided user authorization parameters is requested.


Table 5.1.2.3.1/2: STa Re-Auth response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].


AAR

Table 5.1.2.3.1/3: STa Authorization Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	Request-Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. In this case, it shall have the value:

AUTHORIZE_ONLY 




DER

Table 5.1.2.3.1/5: STa Access Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. In this case, it shall have the value AUTHORIZE_AUTHENTICATE.


DEA

Table 5.1.2.3.1/6: Trusted non-3GPP Access Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and it shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14].

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_AUTHENTICATE. See IETF RFC 4072 [5].


STR

Table 5.1.2.4.1/1: STa Session Termination Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user (i.e. an IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]).


3) SWd

DER

Table 6.1.2.1.1-1: Trusted non-3GPP Access Authentication and Authorization Request on SWd

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE   shall be used  in this case.


AAR

Table 6.1.2.1.3/1: Trusted Non-3GPP Access Authorization Request on SWd interface
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].

	Request-Type
	Auth-Req-Type
	M
	This IE shall contain the Authorization Request Type. The following values only shall be used:

AUTHORIZE_ONLY 


This value shall indicate the initial request for authorization of the user to the APN.


4) SWm

DER

Table 7.1.2.1.1/1: Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].


DEA

Table 7.1.2.1.1/2: Authentication and Authorization Answer

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_AUTHENTICATE. See IETF RFC 4072 [5].

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall be present if NBM is used. It shall contain an AAA/HSS assigned identity (i.e. IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used by: 

· the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network for PMIP based S2b, 

· by the ePDG to derive the IMSI to send in subsequent Create Session Request for GTP based S2b.


AAR

Table 7.1.2.2.1/1: SWm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].


AAA

Table 7.1.2.2.1/2: SWm Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], and shall be formatted as defined in 3GPP TS 23.003 [14.]

	Request Type
	Auth-Request -Type
	M
	It shall contain the value AUTHORIZE_ONLY. See IETF RFC 4072 [5]. 


STR

Table 7.1.2.3.1/1: SWm Session Termination Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].


ASR

Table 7.1.2.4.1/1: SWm Abort Session Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].


RAR

Table 7.1.2.5.1/1: SWm Authorization Information Update Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].

	Re-Auth Request Type
	Re-Auth-Request-Type
	M
	This IE shall define whether the user is to be authorized only or authenticated and authorized. AUTHORIZE_ONLY shall be set in this case.


RAA

Table 7.1.2.5.1/2: SWm Authorization Information Update Answer

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in 3GPP TS 23.003 [14].


5) SWx

Table 8.1.2.1.1/1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.1.2.1.1/4: Authentication answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.1.2.2.2.1/1: Non-3GPP IP Access Registration request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.1.2.2.2.1/2: Non-3GPP IP Access Registration response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.3.2.3: Network Initiated Deregistration by HSS request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.1.2.3.1/1: User Profile Update request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.1.2.4.1.1/1: HSS Reset Indication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User List
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall indicate the users affected by the HSS restart. It shall contain either:
- The string "*", if all users are affected by the restart
- The leading digits of the IMSI series of the set of users affected by the restart.


Table 8.1.2.4.2.1/1: HSS Restoration Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	 User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the IMSI of the user, for whom the registration data and dynamic data is being restored in HSS, and it shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.


Table 8.1.2.4.2.1/2: HSS Restoration Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the user IMSI and shall be formatted according to 3GPP TS 23.003 [14], clause 2.2.


6) S6b

DER

Table 9.1.2.1/1: Authentication and Authorization Request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User identity
	User-Name
	M
	This information element shall contain the identity of the user.


DEA

Table 9.1.2.1/2: Authentication and Authorization Answer

	Current User Identity
	Mobile-Node-Identifier
	M
	This IE shall contains the UE identity.


AAR

Table 9.1.2.2.1/1: Authorization request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This IE shall be set to the NAI identifier of the UE as specified in 3GPP TS 23.003 [14].

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall defines whether the UE is to be authenticated only, authorized only or both. AUTHORIZE_ONLY shall be used in this case.


STR

Table 9.1.2.3.1/1: S6b Session Termination Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user.


STA

Table 9.1.2.4.1/1: S6b Abort Session Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user.


RAR

Table 9.1.2.5.1/1: S6b Re-authorization request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This IE shall be set to the NAI identifier of the UE as specified in 3GPP TS 23.003 [14].

	Request Type
	Re-Auth-Request-Type
	M
	This shall define whether re-authentication or re-authorization is required. AUTHORIZE_ONLY shall be used in this case.


Table 9.1.2.5.1/3: Authorization Request when using DSMIPv6

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User identity
	User-Name
	M
	This information element shall contain the identity of the user


NOTE:  E/// has proposed to correct this IE into "Permanent User Identity" IE

Table 9.1.2.5.1/4: Authorization Answer when using DSMIPv6

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_ONLY. See IETF RFC 4072 [5].

	Current User Identity
	Mobile-Node-Identifier
	M
	This IE shall contain the UE identity in EPS.


AAR

Table 9.1.2.6.1/1: Authorization request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This IE shall contain the NAI identifier of the UE as specified in 3GPP TS 23.003 [14].


