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Introduction

Authentication procedures make use of a leading digit (in the User Identity IE encoded as User-Name AVP) which may be used by the 3GPP AAA Server to distinguish different authentication schemes (e.g. EAP-AKA vs. EAP-AKA’) and different authentication identities (i.e. permanent user identity, or non-permanent user identities: pseudonyms, fast re-authentication identities).

It has been identified during CT4#66 (July 2014) that 3GPP specifications (TS 29.273 and TS 23.003) are ambiguous regarding the encoding of the Permanent User Identity IE in AAA procedures other than authentication procedures and that this has led to different implementations among vendors on whether to prepend a leading digit or not to the permanent user identity. 

CR Rel-8 29.273 #0390 "Leading Digit of User-Name AVP" (Ericsson, Nokia Networks, Alcatel-Lucent) and mirror CRs were postponed during the CT4#66bis meeting. The following technical principles were agreed by all companies:

I. A leading digit shall be included in the User-Identity IE / User-Name AVP in DER/DEA commands;

II. No leading digit shall be included in the Permanent User Identity IE / User Name AVP, in procedures other than authentication procedures, i.e. AAR, AAA, STR, ASR, RAR, RAA. The Permanent User Identity IE will be encoded in the same manner in the Mobile-Node-ID AVP and User-Name AVP. 
However CT4 did not reach consensus on the release from which these corrections should be agreed, and consequently all the CRs were postponed. A majority of companies considered these issues should be corrected from Rel-8 onwards, while two companies could only accept corrections from Rel-12. 
Discussion

The following considerations apply for deciding the release from which to introduce the corrections: 

1) the problems/corrections affect all the following interfaces & entities: 
· S6b, SWm, STa, SWa, SWd

· 3GPP AAA Server, 3GPP AAA Proxy, PGW, TWAN, ePDG, other non-3GPP AN (e.g. eHRPD). 
Note: There is no problem on the SWx interface, i.e. no HSS impacts.

2) the problems span over different PLMNs, when considering roaming scenarios (e.g. WLAN roaming). GSMA is currently working on WLAN Roaming Guidelines (IR.61). It is unsure whether WLAN roaming has already been deployed on the field. In any case, problems should be corrected asap to avoid spreading the problems across PLMNs. 

3) the corrections match the FASMO criteria as the resulting misoperations would be systematic between products relying on different assumptions and severe, i.e. failure of many AAA procedures on many interfaces, i.e. no interoperability at all. 
4) correcting the earlier releases would help to converge on the 3GPP corrections sooner and stop spreading problems further on the field and thereby ease the burden to migrate NEs towards the 3gpp solution. 
5) Rel-8 to Rel-11 do anyway require corrections to ensure open interoperability between products from different vendors, as implementations cannot interoperate with the existing specifications when implementing different encodings. So Rel-8 to Rel-11 should either be corrected according to the technical principles agreed at CT4#66, or be updated to indicate how all the AAA entities should interwork (i.e. requiring all AAA entities to support workarounds as described below). Correcting specifications (and products) with the correct solution is obviously preferable. This avoids the need for all AAA entities (AAA, PGW, TWAN, ePDG) to be upgraded with the workaround, e.g. for products or deployments already supporting the encoding agreed at CT4#66.
Upgrading existing deployments towards the 3GPP solution, whereby the PLMN would transiently support a mix of nodes including and not including the leading digit, might be achieved by receivers determining whether the sender has included a leading digit or not, by checking the MCC and MNC in the domain part of the Root NAI.

Examples: 
0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org  would denote a sender including the leading digit.
234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org  would denote a sender NOT including the leading digit.
Note: this workaround would also work in roaming scenarios with Decorated NAI, as the decoration gets stripped off before reaching the 3GPP AAA server in the HPLMN.
This workaround would however require the 3GPP AAA Server and all the other AAA entities (PGW, ePDG, TWAN, non-3GPP AN) to be upgraded to be capable to handle the Permanent User Identity IE in User-Name AVP in both formats. 

Although being cumbersome and creating some overhead, this could help interoperability and transition phase towards the behaviour specified by 3GPP. 
Assuming problems are currently confined within a PLMN, and assuming Rel-8 onwards specifications would be corrected according to the solution retained at CT4#66, how to upgrade existing deployments towards the 3GPP solution should be determined by each operator. 
Additionally, it should be noted that this workaround may not be feasible when the realm part of the Root NAI does not contain the MCC/MNC information. This has been identified as a possible outcome when the concept of “Equivalent Service Provider” is introduced, resulting in the realm of the NAI being defined as a generic-format domain name (e.g. “serviceprovider.net”). If such format is used as the identity of the UE (e.g., xIMSI@serviceprovider.net, where “x” is 0 or 6, for EAP-AKA or EAP-AKA’ respectively), no workaround exists, and it would be impossible for the receiver of such identity to determine whether the leading digit (“x”) was included before the IMSI, or not. 
The consequences of this would be that a UE requesting access in a Rel-12 Service Provider could potentially not inter-operate at all with a Rel-11 3GPP AAA Server in the HPLMN form a different vendor, given that each one could be assuming the presence, or not, of the leading digit in many Diameter interactions between them.
Even if a different format was adopted, this would infer restrictions in further evolutions of the NAI encoding.
Conclusion

The sources of this Discussion paper consider it is essential to agree these corrections from Rel-8 onwards to stop spreading this critical issue asap in further deployments, before WLAN roaming across PLMNs is used, to ensure open interoperability between Rel-8 to Rel-12 AAA, TWAN, ePDG, and PGW implementations from different vendors, at the minimum cost/effort for vendors and operators.
