Page 1



3GPP TSG CT4 Meeting #66bis
C4-141955
Sophia Antipolis, France; 20th – 24th October 2014

	CR-Form-v11

	CHANGE REQUEST

	

	
	23.334
	CR
	0064
	rev
	1
	Current version:
	12.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Consent Refreshness in WebRTC

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	IMS_WebRTC
	
	Date:
	2014-09-30

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	IETF defines that a WebRTC implementation, which implements ICE, MUST perform a combined consent freshness and session liveness test using STUN request/response. An endpoint MUST NOT send application data (e.g., RTP, RTCP, SCTP, DTLS), over any transport protocol (e.g., UDP, TCP) on an ICE-initiated connection unless the receiving endpoint consents to receive the data. In this paper, the requirement for the eIMS-AGW of supporting consent freshness test is added.

	
	

	Summary of change:
	Add the eIMS-AGW requirement of supporting consent freshness test.

	
	

	Consequences if not approved:
	WebRTC clients stops data transmission due to the failure of consent freshness test.

	
	

	Clauses affected:
	2, 5.x

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.228:  "IP Multimedia Subsystem (IMS), stage 2".

[3]
3GPP TS 29.334: "IMS Application Level Gateway (IMS-ALG) – IMS Access Gateway (IMS-AGW) Iq interface, stage 3".

[4]
IETF RFC 2663: "IP Network Address Translator (NAT) Terminology and Considerations".

[5]
3GPP TS 32.260: "Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging".
[6]
IETF RFC 3556: "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".
[7]
IETF RFC 3605: "Real Time Control Protocol (RTCP) attribute in Session Description Protocol (SDP)".

[8]
3GPP TS 23.205: "Bearer independent circuit-switched core network; Stage 2".
[9]
ITU-T Recommendation H.248.1 (05/2002): "Gateway Control Protocol: Version 2" including the Corrigendum1 for Version 2 (03/04).

[10]
IETF RFC 2216: "Network Element Service Template".

[11]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP".

[12]
3GPP TS 33.328: "IMS Media Plane Security".

[13]
IETF RFC 4568: "Session Description Protocol (SDP) Security Descriptions for Media Streams".

[14]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[15]
IETF RFC 5124: "Extended Secure RTP Profile for Real-time Transport Control Protocol (RTCP)-Based Feedback (RTP/SAVPF)". 
[16]
IETF RFC 3168: "The Addition of Explicit Congestion Notification (ECN) to IP".
[17]
IETF RFC 6679: "Explicit Congestion Notification (ECN) for RTP over UDP".

[18]
3GPP TS 23.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 2".

[19]
3GPP TS 24.237: "IP Multimedia subsystem (IMS) Service Continuity; Stage 3".

[20]
3GPP TS 29.162: "Interworking between the IM CN subsystem and IP networks".

[21]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction".
[22]
3GPP TS 22.153: "Multimedia Priority Service".

[23]
IETF RFC 5285: "A General Mechanism for RTP Header Extensions".

[24]
IETF RFC 6236: "Negotiation of Generic Image Attributes in the Session Description Protocol (SDP)". 
[25]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".

[26]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)".
[27]
IETF RFC 4583: "Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".

[28]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[29]
IETF RFC 793: "Transmission Control Protocol – DARPA Internet Program – Protocol Specification".

[30]
IETF RFC 4145: "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[31]
IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)".
[32]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[33]
IETF draft-ietf-mmusic-udptl-dtls-10: "UDP Transport Layer (UDPTL) over Datagram Transport Layer Security (DTLS)".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[34]
IETF draft-schwarz-mmusic-sdp-for-gw-02: "SDP codepoints for gateway control".

Editor's note: The above document cannot be formally referenced until it is published as an RFC.
 [35]
GSM Association RCC.07: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 2.0, 03 May 2013". 

[36]
GSM Association RCC.07: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 3.0, 25 September 2013".
[37]
IETF RFC 4572: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[38]
ITU-T Recommendation H.248.84 (07/2012): "Gateway control protocol: NAT-traversal for peer-to-peer services".
[39]
IETF RFC 5245: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols".

[40]
IETF RFC 5389: "Session Traversal Utilities for NAT (STUN)".

[41]
IETF RFC 5766: "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".
[42]
IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[43]
IETF RFC 5764: "Datagram Transport Layer Security (DTLS) Extension to Establish Keys for the Secure Real-time Transport Protocol (SRTP)".
[44]
3GPP TS 24.371: "Web Real-Time Communications (WebRTC) client access to the IP Multimedia (IM) Core Network (CN) subsystem; Protocol specification".

[45]
IETF RFC 6135: "An Alternative Connection Model for the Message Session Relay Protocol (MSRP)".

[46]
OMA-TS-CPM_Conversation_Function-V2_0-20130926-D: "CPM Conversation Functions".

Editor´s Notes: Spec is not yet public. Reference to be updated once OMA makes new version public.
 [x1]
IETF draft-ietf-rtcweb-stun-consent-freshness-07 (September 2014): "STUN Usage for Consent Freshness".
Editor's note: The above document cannot be formally referenced until it is published as an RFC.
* * * Next Change * * * *
5.X
WebRTC consent freshness
The eIMS-AGW, which implements ICE, shall support the consent freshness and session liveness test defined in IETF draft-ietf-rtcweb-stun-consent-freshness [x1]. For the eIMS-AGW implementing full ICE, the eIMS-AGW shall perform consent checks by sending STUN binding requests and responses to the WIC (WebRTC IMS Client). For the eIMS-AGW implementing lite ICE, the eIMS-AGW will not generate consent checks, but shall just respond to consent checks it receives from the WIC (WebRTC IMS Client).
Editor's note: As the support of "STUN usage for Consent Freshness" in H.248 has not been specified in ITU-T, the Iq interface procedures related to consent freshness will be provided in the future. When the ICE lite is used, whether the consent freshness function should be configured in the eIMS-AGW or triggered by Iq interface procedures is ffs.
* * * End of Change * * * *
