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1. Introduction

This paper illustrates the scenario of LTE-roaming resulting in non-availability of services which was identified in the fields and suggests solutions.  
2. Scenario Description
When inbound roamers without valid “bucket booked for data service while roaming” attempts to register into the visited PLMN via LTE, it won’t succeed as observed in the live networks as shown in Fig.-1.
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Fig.-1: Signal Flow
1. A UE (Inbound Roamer to PLMN X) camps on a LTE cell of PLMN X and sends the Attach Request message with a piggybacked ESM PDN connectivity request message,

2. The update location procedure towards the HSS is successfully done,

3. The MME sends Create Session Request  to the SGW,

4. The SGW sends Create Session Request  to the PGW,

5. The PGW sends Create Session Response (with cause code #92 User authentication failed as specified in TS29.274) back to the SGW,

6. The SGW sends Create Session Response (with cause code #92 User authentication failed as specified in TS29.274) to the MME,

7. The MME sends an Attach Reject message with EMM reject cause code #19 ESM failure and a piggybacked PDN connectivity reject message with an ESM reject cause code set to #29 User authentication failed,

8. The UE waits for 12s (T3411) before an re-attempt,

9. If attach attempt count = 5, “the UE shall delete any GUTI, TAI list, last visited registered TAI, list of equivalent PLMNs and KSI, shall set the update status to EU2 NOT UPDATED, and shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [6];” according to TS24.301.
10. If the UE stays in LTE cell of PLMN X after Step 6, the UE repeats Steps 1 to 6 and thus won’t get any services.


Note-1: Step 8 can be skipped, which means that the UE can immediately set the attach attempt count to 5.

Note-2: Cause #19 – ESM failure


This EMM cause is sent to the UE when there is a failure in the ESM message contained in the EMM message.


Note-3: Cause #29 – User authentication failure


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.

Consequently, upon activating the LTE inbound roaming, the Non-availability of Services along with the degradation of the LTE Attach Success Rate is observed. The investigations indicate an increase in EMM Failure Cause 19 “ESM Failure”, and hence an increase in amounts of LTE attaches and failures, which degrades the KPI.
3. Solutions 
3.1. Rel-12
3.1.1 Network based solution
Instead of including the EMM CC#19 in the Attach Reject message in step 7 above, the MME includes the EMM CC#15 together with the ESM CC#29, upon receiving the GTP CC#92 in the Create Session response message. Note that the GTP CC#92 is mapped to the ESM CC#29 only.
CT1: Potential changes to TS24.301:

5.5.1.2.5
Attach not accepted by the network

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. If the attach procedure fails due to a default EPS bearer setup failure, an ESM procedure failure, or operator determined barring is applied on default EPS bearer context activation during attach procedure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message contained in the ESM message container information element. In this case the EMM cause value in the ATTACH REJECT message shall be set to #19 "ESM failure", or #15 "No suitable cells in tracking area" as specified in 3GPP TS 29.274 [xxx].
CT4: Potential changes to TS29.274:

Annex C mapping table addition of an option to allow the mapping of cause code #92 to #15

Table C.1: Mapping from S11/S4 to NAS Cause values – Rejection indication from SGW
	Reject indication from SGW to MME/S4-SGSN 

over S11/S4
	NAS ESM Cause to UE

(NOTE 1, NOTE 2, NOTE 3) 
	SM Cause to UE

(NOTE 1, NOTE 2, NOTE 3)

	#64 "Context not found" (during UE initiated PDN connectivity request for non-3GPP to 3GPP handover procedure)
	#54 "PDN connection does not exist"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"
#31 "Activation rejected, unspecified"


	#64 "Context not found" (during all other procedures)
	#30 "Request rejected by Serving GW or PDN GW"#38 "Network failure"

#43 "Invalid EPS bearer identity"


	#30 "Activation rejected by GGSN, Serving GW or PDN GW"
#38 "Network failure"

#43 "Unknown PDP Context"



	#65 Invalid Message Format
	#30 "Request rejected by Serving GW or PDN GW"

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#66 "Version not supported by next peer"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#67 "Invalid length"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#68 "Service not supported"
	#32 "Service option not supported"
	#32 "Service option not supported"

	#69 "Mandatory IE incorrect"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#70 "Mandatory IE missing"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#72 "System Failure"
	#34 "Service option temporarily out of order"

#38 "Network Failure"

#30 "Request rejected by Serving GW or PDN GW"
	#34 "Service option temporarily out of order"

#38 "Network failure"

#30 "Activation rejected by GGSN, Serving GW or PDN GW"

	#73 "No Resources available"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"

	#76 "Semantic errors in packet filter(s)"
	#44 "Semantic errors in packet filter(s)"
	#44 "Semantic errors in packet filter(s)"

	#77 "Syntactic errors in packet filter(s)"
	#45 "Syntactical error in packet filter(s)"
	#45 "Syntactical error in packet filter(s)"

	#78 "Missing or unknown APN"
	# 27 "Missing or unknown APN"
	# 27 "Missing or unknown APN"

	#80 "GRE key not found"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#83 "Preferred PDN type not supported"
	#32 "Service option not supported"

#50 "PDN type IPv4 only allowed"

#51 "PDN type IPv6 only allowed"
	#32 "Service option not supported"

#50 "PDP type IPv4 only allowed"

#51 "PDP type IPv6 only allowed"

	#84 "All dynamic addresses are occupied"
	#26 "Insufficient resources"
	#26 "Insufficient resources"

	#85 "UE context without TFT already activated"
	NA
	#46 "PDP context without TFT already activated"

	#86 "Protocol type not supported"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#89 "Service denied"


	#30 "Request rejected by Serving GW or PDN GW" 

#31 "Request rejected, unspecified"

#38 "Network failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#31 "Activation rejected, unspecified"

#38 "Network failure"

	#91 "No memory available"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"
	#34 "Service option temporarily out of order"

#26 "Insufficient resources"

	#92 "User authentication failed"
	#29 "User authentication failed"
NOTE 4
	#29 "User authentication failed"

	#93 "APN access denied – no subscription"
	#33 "Requested service option not subscribed"

# 27 "Missing or unknown APN"
	#33 "Requested service option not subscribed"

# 27 "Missing or unknown APN"

	#94 "Request rejected (reason not specified)"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#97 "Semantic error in the TAD operation"
	#41 "Semantic error in the TFT operation"
	#41 "Semantic error in the TFT operation"

	#98 "Syntactic error in the TAD operation"
	#42 "Syntactical error in the TFT operation"
	#42 "Syntactical error in the TFT operation"

	#100 "Remote peer not responding"
	#34 "Service option temporarily out of order"

#38 "Network Failure"
	#34 "Service option temporarily out of order"

#38 "Network failure"

	#101 "Collision with network initiated request"
	#56 "Collision with network initiated request"
	#56 "Collision with network initiated request"

	#103 "Conditional IE missing"
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#104 "APN Restriction type Incompatible with currently active PDN connection"
	#112 "APN restriction value incompatible with active EPS bearer context" 
	#112 "APN restriction value incompatible with active PDP context"

	#107 "Invalid reply from remote peer"
	#30 "Request rejected by Serving GW or PDN GW" 

#31 "Request rejected, unspecified"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#31 "Activation rejected, unspecified"

	#112 "Request rejected for a PMIPv6 reason (see 3GPP TS 29.275 [26])."
	#30 "Request rejected by Serving GW or PDN GW" 

#38 "Network Failure"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#38 "Network failure"

	#113 "APN Congestion"
	#26 "Insufficient resources"
	#26 "Insufficient resources"

	#114 "Bearer handling not supported"
	#60 "Bearer handling not supported"
	#60 "Bearer handling not supported"

	#116 "Multiple PDN connections for a given APN not allowed"
	#55 "Multiple PDN connections for a given APN not allowed"
	#30 "Activation rejected by GGSN, Serving GW or PDN GW"

#31 "Activation rejected, unspecified"

	NOTE 1:
See 3GPP TS 24.301 [23] and 3GPP TS 24.008 [5] for NAS ESM and SM causes respectively.

NOTE 2: 
The MME/S4-SGSN may for certain GTP cause codes trigger a new GTP procedure instead of rejecting the NAS request.

NOTE 3: 
When multiple NAS Cause values are defined for a given GTP cause value, any of those NAS Cause values may be sent to the UE based on implementation choice.

NOTE 4: 
In addition to mapping the Cause #92 to NAS ESM Cause #29, the MME/S4-SGSN maps the Cause #92 to the NAS EMM cause code #15 "No suitable cells in tracking area" based on operator policies.


3.1.2 UE based solution

A) Specify new UE behaviour: Upon receiving the Attach Reject message with EMM CC#19 and ESM CC#29, the UE acts as same as when the EMM CC#15 is received.

5.5.1.2.6
Abnormal cases in the UE

d)
ATTACH REJECT, other EMM cause values than those treated in subclause 5.5.1.2.5, and cases of EMM cause values  #22 and #25, if considered as abnormal cases according to subclause 5.5.1.2.5


Upon reception of the EMM cause #19 "ESM failure" with the ESM cause which is not #29 "user authentication failed", if the UE is not configured for NAS signalling low priority and the ESM cause value received in the PDN CONNECTIVITY REJECT message is not #54 "PDN connection does not exist", the UE may set the attach attempt counter to 5. If the attach request is neither for emergency bearer services nor for initiating a PDN connection for emergency bearer services with attach type not set to "EPS emergency attach", upon reception of the EMM causes #95, #96, #97, #99 and #111 the UE should set the attach attempt counter to 5. 

Upon reception of the EMM cause #19 "ESM failure" and the ESM cause #29 "user authentication failed", the UE shall consider as abnormal cases for the EMM cause #15 according to subclause 5.5.1.2.5
B) Upon receiving the Attach Reject message with EMM CC#19 and ESM CC#29, the UE disables the EUTRA and selects 2G/3G.
3.2. Rel-13 onwards 
Introduce a new GTP CC in 3GPP TS29.274 to particularly address this case (i.e., Authenticated but not Authorized by the PCRF/OCS systems), for instance a “no credit for data roaming” GTP CC, and hence to update the mapping of the GTP CC “no credit for data roaming” to the EMM #15 and the new ESM CC #NEW “no credit for data roaming”, which are in turn included in the Attach Reject message.

4. Conclusion
The authors of this paper consider the network based solution as a preferable solution. It is suggested that CT1 and CT4 discuss the topic and agree on this proposed solutions for Release 12 and Release 13 onwards.
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