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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary node. 

Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [2].

NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [2].
Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy rules to a near-end NAT in the media flow. 
Remote (far-end) NAT traversal: the operation of adapting the IP addresses so that the packets in the media flow can pass through a far-end (remote) NAT.
TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [x3]). 

TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [x3]).  

TLS endpoint: either a TLS-client or a TLS-server.

NAPT control and NAT traversal: controls network address translation for both near-end NA(P)T and far-end NA(P)T
Convention:

Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:

Access Leg

Access Transfer Control Function (ATCF)

Access Transfer Gateway (ATGW)

Remote Leg
Target Access Leg

Source Access Leg
* * * Next Change * * * *

5.11
IMS Media Plane Security
5.11.1
General
The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [12]. They may support end-to-access edge security, or end-to-end security, or both, for
-
RTP-based media (such as e.g. audio, video information) using SRTP security, and/or

-
TCP-based media (such as MSRP and BFCP) using TLS security. 
If supported the IMS-ALG and the IMS-AGW shall use the procedures in the following two subclauses.

NOTE:
For the support of end-to-end security, the presence of an IMS-ALG is not required. 

5.11.2
End-to-access-edge Security

5.11.2.1
End-to-access-edge security for RTP based media using SDES
Procedures for the IMS-ALG to determine if end-to-access edge security is applicable to RTP based media and to exchange cryptography related SDP parameters with the served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11]. 

For media lines that can be subject to e2ae security, the IMS-ALG will receive "RTP/AVP" or "RTP/AVPF" as transport protocol in SDP from the core network. When the IMS-ALG determines that e2ae security is applicable, it will indicate "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]), respectively, as transport protocol in the corresponding SDP media lines send towards the served UE. When e2ae security is applied, the IMS-ALG will also receive "RTP/SAVP" or "RTP/SAVPF" in SDP from the served UE. The IMS-ALG will then indicate "RTP/AVP" or "RTP/AVPF" respectively, as transport protocol in the corresponding SDP media lines send towards the core network. When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for media to which e2ae security is applicable, the IMS ALG shall configure "RTP/SAVP" or "RTP/SAVPF" as transport protocol at the access side termination. The IMS ALG shall configure "RTP/AVP" or "RTP/AVPF" as transport protocol at the core network side termination for media where e2ae security is applicable.

When the IMS-ALG determines that e2ae security is applicable, it will generate appropriate cryptographic context parameters, in particular key(s), and will transfer them to the served UE within SDES SDP "crypto" attribute(s) according to IETF RFC 4568 [13]. The IMS-ALG will also receive cryptographic context parameters, in particular key(s), from the served UE within SDES SDP "crypto" attribute(s). When the IMS-ALG requests the IMS-AGW to reserve or configure transport addresses/resources for media to which e2ae security is applicable, the IMS-ALG shall  provide cryptography related parameters as SDES SDP "crypto" attributes applicable at the access side termination. 

On the originating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute it selected from the ones received from the IMS UE in the SDP Offer . The IMS-ALG shall provide as "Local cryptographic SDES attribute"  the SDES crypto attribute the IMS-ALG generated and inserted in the SDP Answer sent to IMS UE.

On the terminating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute received from the IMS UE in the SDP Answer. The IMS-ALG shall provide as "Local cryptographic SDES attribute" the SDES crypto attribute selected by the UE from the ones the IMS-ALG generated and inserted in the SDP Offer sent to UE.  If the IMS-ALG offers only one SDES crypto attribute to the UE, the IMS-ALG may provide this attribute as "Local cryptographic SDES attribute" within the Reserve AGW Connection Point Procedure before receiving the SDP answer from the UE.In the present release, a modification of an established e2ae crypto session is not supported. Thus, the IMS-ALG shall not modify any previously provided "Local cryptographic SDES attribute" or "Remote cryptographic SDES attribute".

The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as described in RFC 4568 [13] and RFC 3711 [14]) and be prepared to convert RTP packets to SRTP packets and vice versa, using the corresponding SRTP security contexts.

* * * Next Change * * * *

5.11.2.x
End-to-access-edge security for TCP-based media using TLS
5.11.2.x.1
General
End-to-access-edge security for TCP-based media using TLS is applicable for MSRP (used in IMS session-based messaging) and BFCP (used in IMS conferencing). The IMS-ALG and IMS-AGW may support End-to-access-edge security for MSRP, BFCP, or both protocols.

End-to-access edge protection of MSRP and BFCP media is based on TLS, according to the TLS profile specified in Annex M of 3GPP TS 33.328 [12]. TLS shall be supported over the TCP transport (see IETF RFC 793 [x4]).

Key management for e2ae protection of MSRP and BFCP is based on the ciphersuites and session keys negotiated via the TLS handshake protocol between the UE and the IMS-AGW (see 3GPP TS 33.328 [12]). 

Procedures for the IMS-ALG to determine if end-to-access edge security for MSRP and/or BFCP is applicable to a session and to exchange the cryptographic information (i.e. certificate fingerprints) over SDP with the served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11]. If end-to-access edge security is not required, the end-to-end security procedures may apply, see subclause 5.11.3.
For each MSRP or BFCP media stream to be set-up with e2ae security, the P-CSCF (IMS-ALG) shall
-
include the IMS-AGW in the media path and allocate the required resources for the media stream in the IMS-AGW;

-
request a certificate fingerprint from the IMS-AGW;

-
include the certificate fingerprint received from the IMS-AGW in the SDP it sends to the IMS UE;
-
send the certificate fingerprint received in the SDP from the IMS UE to the IMS-AGW;
-
instruct the IMS-AGW to perform state-aware TCP handling by including information about the TCP setup direction;
-
for each termination determine via SDP negotiation as specified in 3GPP TS 24.229 [11] if the IMS-AGW needs to act as TCP client or server for the terminations towards the core network and towards the access network;
-
for each termination where the IMS-AGW needs to act as TCP client, request the IMS-AGW to start the TCP connection establishment; the IMS-ALG may instead request the IMS-AGW to use an incoming TCP connection establishment request (TCP SYN) received at one termination as a trigger to send a TCP connection establishment request at the interconnected termination in the same context (if this option is supported by the IMS-ALG and IMS-AGW);   
-
determine via SDP negotiation if the IMS-AGW needs to act as TLS client or server as specified in 3GPP TS 24.229 [11];
NOTE: 
The determination of the TLS client/server role relies on different rules for MSRP and BFCP. For MSRP, the "active" UE (determined using the SDP setup attribute) acts as the TLS client and the "passive" UE as the TLS server. For BFCP, the SDP answerer acts as the TLS server regardless of its role in the TCP connection establishment procedure (see IETF RFC 4583 [x2]).
-
if the IMS-AGW needs to act as TLS client, request the IMS-AGW to start the TLS session setup once the TCP connection is established towards the UE; and

-
apply additional specific procedures for MSRP in subclause 5.11.2.x.2 or for BFCP in subclause 5.11.2.x.3.
For each MSRP or BFCP media stream to be set-up with e2ae security the IMS-AGW shall
-
upon request from the IMS-ALG, select an own certificate for the media stream, uniquely associate its own certificate with the media stream, and send the fingerprint of its certificate to the IMS-ALG;  
-
uniquely associate the certificate fingerprint received from the IMS-ALG with the corresponding MSRP or BFCP media stream, and subsequently use the certificate fingerprint (as described in IETF RFC 4975 [x1]) to verify the establishment of the TLS session of the corresponding media stream to belong to the served user; 
-
if the verification of the remote certificate fingerprint during the TLS session establishment fails, regard the remote TLS endpoint as not authenticated, terminate the TLS session and report the unsuccessful TLS session setup to the IMS-ALG;
-
negotiate the TLS protocol configurations with the TLS peer based on locally provisioned TLS profile parameters;

-
when the TLS session has been established, convert unprotected media received from the network to protected media to send to the served UE and vice versa;
-
be capable to support both the TLS server and TLS client roles; 
-
when being instructed to start the TLS session setup, act as a TLS client and establish the TLS session as soon as the underlying TCP bearer connection is established;
-
upon instruction of the IMS-ALG to perform state-aware TCP handling, not forward any TCP connection establishment request received on one termination towards the interconnected termination;
-
upon corresponding instructions from the IMS‑ALG, start a TCP connection establishment on the indicated termination by sending a TCP SYN, or use an incoming TCP connection establishment request received at one termination as a trigger to send a TCP connection establishment request at the interconnected termination in the same context;
-
release the underlying TCP bearer connection as soon as the TLS session is released;

-
apply additional specific procedures for MSRP in subclause 5.11.2.x.2 or for BFCP in subclause 5.11.2.x.3.
5.11.2.x.2
e2ae security for session based messaging (MSRP) 
For each MSRP media stream requiring e2ae security, the IMS-ALG shall indicate to the IMS-AGW as transport protocol: 

-
for application-agnostic e2ae security support:

· -
"TCP" at the termination towards the core network, and 

· -
"TCP/TLS" at the termination towards the access network; or
-
for application-aware e2ae security support:

· -
"TCP/MSRP" at the termination towards the core network, and 

· -
"TCP/TLS/MSRP" at the termination towards the access network.
5.11.2.x.3
e2ae security for conferencing (BFCP)

For each BFCP media stream requiring e2ae security, the IMS-ALG shall indicate to the IMS-AGW as transport protocol:
-
"TCP" at the termination towards the core network, and

-
"TCP/TLS" at the termination towards the access network.
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