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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ATCF
Access Transfer Control Function

ATGW
Access Transfer Gateway 
CVO
Coordination of Video Orientation
DTLS
Datagram Transport Layer Security
e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

ECN
Explicit Congestion Notification

ECN-CE
ECN Congestion Experienced

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network
NA(P)T
Network Address and optional Port Translation
NAPT
Network Address Port Translation
NAT
Network Address Translation

NA(P)T-PT
NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF
Proxy-CSCF
SRVCC
Single Radio Voice Call Continuity 
URN
Uniform Resource Name
WebRTC
Web Real Time Communication
WIC
WebRTC IMS Client

* * * Next Change * * * *

5.11.2
End-to-access-edge Security

5.11.2.1
End-to-access-edge security using SDES
Procedures for the IMS-ALG to determine if end-to-access edge security is applicable to a session and to exchange cryptography related SDP parameters with the served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11]. 

For media lines that can be subject to e2ae security, the IMS-ALG will receive "RTP/AVP" or "RTP/AVPF" as transport protocol in SDP from the core network. When the IMS-ALG determines that e2ae security is applicable, it will indicate "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]), respectively, as transport protocol in the corresponding SDP media lines send towards the served UE. When e2ae security is applied, the IMS-ALG will also receive "RTP/SAVP" or "RTP/SAVPF" in SDP from the served UE. The IMS-ALG will then indicate "RTP/AVP" or "RTP/AVPF" respectively, as transport protocol in the corresponding SDP media lines send towards the core network. When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for media to which e2ae security is applicable, the IMS ALG shall configure "RTP/SAVP" or "RTP/SAVPF" as transport protocol at the access side termination. The IMS ALG shall configure "RTP/AVP" or "RTP/AVPF" as transport protocol at the core network side termination for media where e2ae security is applicable.

When the IMS-ALG determines that e2ae security is applicable, it will generate appropriate cryptographic context parameters, in particular key(s), and will transfer them to the served UE within SDES SDP "crypto" attribute(s) according to IETF RFC 4568 [13]. The IMS-ALG will also receive cryptographic context parameters, in particular key(s), from the served UE within SDES SDP "crypto" attribute(s). When the IMS-ALG requests the IMS-AGW to reserve or configure transport addresses/resources for media to which e2ae security is applicable, the IMS-ALG shall  provide cryptography related parameters as SDES SDP "crypto" attributes applicable at the access side termination. 

On the originating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute it selected from the ones received from the IMS UE in the SDP Offer . The IMS-ALG shall provide as "Local cryptographic SDES attribute"  the SDES crypto attribute the IMS-ALG generated and inserted in the SDP Answer sent to IMS UE.

On the terminating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute" the SDES crypto attribute received from the IMS UE in the SDP Answer. The IMS-ALG shall provide as "Local cryptographic SDES attribute" the SDES crypto attribute selected by the UE from the ones the IMS-ALG generated and inserted in the SDP Offer sent to UE.  If the IMS-ALG offers only one SDES crypto attribute to the UE, the IMS-ALG may provide this attribute as "Local cryptographic SDES attribute" within the Reserve AGW Connection Point Procedure before receiving the SDP answer from the UE.In the present release, a modification of an established e2ae crypto session is not supported. Thus, the IMS-ALG shall not modify any previously provided "Local cryptographic SDES attribute" or "Remote cryptographic SDES attribute".

The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as described in RFC 4568 [13] and RFC 3711 [14]) and be prepared to convert RTP packets to SRTP packets and vice versa, using the corresponding SRTP security contexts.

5.11.2.X
End-to-access-edge security using DTLS-SRTP

The eP-CSCF (IMS-ALG) and eIMS-AGW for WebRTC provide end-to-access edge security by using DTLS-SRTP, where DTLS is used to establish keys for SRTP according to IETF RFC 5763 [aa] and IETF RFC 5764 [bb].
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Figure 5.11.2.X.1: Protocol stack model for DTLS-SRTP
To start the session for WebRTC, the IMS-ALG will receive "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as the transport protocol in SDP from the served WebRTC IMS Client (WIC). If the IMS-ALG determines that e2ae security is applicable, it will then indicate "RTP/AVP" or "RTP/AVPF", respectively, as the transport protocol in the corresponding SDP media lines send towards the core network. When an IMS-ALG receives "RTP/AVP" or "RTP/AVPF" in SDP from the core network, it will indicate "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol in SDP send torwards the served WIC. When the IMS-ALG requests the eIMS-AGW to reserve transport addresses/resources for media to which e2ae security is applicable, the IMS ALG shall configure "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol at the access side termination, and "RTP/AVP" or "RTP/AVPF" as transport protocol at the core network side termination.
For each UDP source and destination port pair used to transport a SRTP media stream, a DTLS association shall be established, when e2ae security is applied over the W2 interface. The IMS-ALG shall send the certificate fingerprint received from the WIC via Iq interface to the eIMS-AGW that is then able to correlate the fingerprint with the media stream uniquely. Vice versa, for each SRTP media stream to be established with e2ae security, the eIMS-AGW shall send the fingerprint of its certificate via Iq interface to the IMS-ALG in a way that the eIMS-AGW is able to correlate the fingerprint with a media stream uniquely.
Editor's Note: DTLS terminology: the DTLS RFCs did introduce the notion of a "DTLS association" in addition to the (D)TLS concepts of a "(D)TLS connection" and "(D)TLS session". It looks like that association is redundant. Or is anyone aware of a difference between a DTLS association and DTLS connection?
(Background: this is also related to the data model discussion within H.248.90 (TLS)).
The integrity of the fingerprints sent over the Iq interface shall be supported.

Either the WIC (WIC terminated WebRTC session) or the eIMS-AGW (WIC originated WebRTC session) can be the SDP answerer. As a result, the eIMS-AGW may act as a DTLS server or client.
In DTLS-SRTP case, RTP and RTCP data are encrypted using SRTP rather than the standard (D)TLS record encoding.
The eIMS-AGW shall, upon reception of a certificate fingerprint, use the certificate fingerprint to verify the establishment of the DTLS association belonging to the served WIC. When the DTLS session has been established and SRTP security contexts have been negotiated with the WIC, the eIMS-AGW shall be prepared to send and receive SRTP packets over the DTLS association, and convert SRTP packets to RTP packets and vise versa when the media plane towards to IMS core is not security protected.

* * * Next Change * * * *

6.2.10
IMS end-to-access-edge Media Plane Security
6.2.10.x1
IMS end-to-access-edge Media Plane Security using SDES
This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to provide IMS media plane security in accordance with 3GPP TS 33.328 [12]. 

The IMS-ALG shall provide the following media plane security related parameters to the IMS-AGW:

· The SDES crypto attributes
6.2.10.x2
IMS end-to-access-edge Media Plane Security using DTLS-SRTP
Editor's Note: there are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session (?), or two separate DTLS sessions.
Below establishment procedures are based on the assumption that there wasn't yet any DTLS procedure triggered from WebRTC data channel side (to be confirmed).
Further: the initial outgoing DTLS session establishment might be triggered via an H.248 (tlsbsc) EstBNC signal … ("question of DTLS client/server roles in case of DTLS-SRTP")
This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to provide IMS media plane security. 

The IMS-ALG shall provide the following media plane security related parameters to the eIMS-AGW:

· The fingerprint attributes received from WIC; and
The eIMS-AGW shall provide the following media plane security related parameters to the IMS-ALG:
· The fingerprint attributes of eIMS-AGW,
Figure 6.2.10.x2.1 shows the message sequence chart example of WIC originated procedure for e2ae security using DTLS-SRTP.
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Figure 6.2.10.x2.1: WIC originated procedure for e2ae security using DTLS-SRTP
Figure 6.2.10.x2.2 shows the message sequence chart example of WIC terminated procedure for e2ae security using DTLS-SRTP.

[image: image3.emf]IMS-

ALG

eIMS-

AGW

H.248:ADD.req[C=?, T= ?, Laddr = ?, Lport = ?, m=UDP/

RTP/AVPF]

H.248:ADD.resp[C=C1, T=T1]

H.248:MOD req[C=C1, T= T2,

m=UDP/TLS/RTP/SAVPF,a=fingerprint:WIC-a,

Remote Resources ()]

H.248:ADD.resp[C=C1, T= T2]

ReserveAGW 

outgoingPoint

ReserveAGW 

incomingPoint

WIC

SDP offer 

[m=UDP/RTP/AVPF]

H.248:ADD.req[C=C1, T= ?,

m=UDP/TLS/RTP/SAVPF,

Local Resources(Laddr = ?, Lport = ?),

Remote Resources ()]

H.248:ADD.resp[C=C1, T= T2, 

Local Resources (Laddr = l1, Lport = p1),

a=fingerprint:eIMS-AGW-a]

SDP offer 

[m=audio 49203UDP/TLS/RTP/SAVPF 109, 

a=setup:actpass,

a=fingerprint:eIMS-AGW-a]

SDP anwser

[m=audio 54609 UDP/TLS/RTP/SAVPF 109, 

a=setup:active,

a=fingerprint:WIC-a]

DTLS handshake messages

DTLS ClientHello + use_srtp

Configure AGW 

outgoingPoint

SDP answer

[m=UDP/RTP/AVPF]


Figure 6.2.10.x2.2: WIC terminated procedure for e2ae security using DTLS-SRTP
* * * End of Changes * * * *
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