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2. Reason for Change
In GSMA RCS and OMA, updates with respect to the usage of the MSRP sessmatch and CEMA extensions have recently been agreed:

GSMA "joyn" (relevant mainly in the European market) is based on GSMA RCS-e 2.1. and OMA SIMPLE IM 2.0, and continues to use sessmatch.
However, updates to CEMA have been requested by North American operators. One motivation seems to be that only CEMA provides interoperability with MSRP clients without any extensions.

As a consequence, GSMA RCS 5.1 v3.0 (which incorporates RCS-e 2.1 as an option) has been updated to include both sessmatch and CEMA as alternative mechanisms and either uses OMA CPM 2.0 or OMA SIMPLE IM 2.0. OMA device management is used to configure the applicable variant (However, jojn clients only support sessmatch.).
OMA CPM 2.0 has also been updated to use CEMA. Earlier variants of CPM continue to use sessmatch. OMA currently studies interworking solutions between sessmatch and CEMA and intends to document them in OMA CPM 2.0. This study will also determine in which nodes to allocate the required interworking function, with candidates under consideration including the IBCF with TrGW, the IMS-ALG in the P-CSCF with IMS-AGW, and the IM messaging server.
Thus, nodes under the remit of CT4 (IBCF with TrGW, the IMS-ALG with IMS-AGW) could need to provide an interworking function between sessmatch and CEMA. Further, even if not providing a full interworking function, those may need to decide on a dynamic basis if they behave according to CEMA or sessmatch, if both terminals using CEMA and terminals using sessmatch are encountered in the same network due to roaming. The present contribution aims to study related implications.

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828
* * * First Change * * * *
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4.1.2
Assumptions and limitations for MSRP support

IMS session-based messaging is supported as specified in 3GPP TS 24.247 [4] and 3GPP TS 24.229 [5], i.e. using:

-
from Rel-6 onwards:

-
the Message Session Relay Protocol (MSRP) as defined in IETF RFC 4975 [6]; 

-
additionally, from Rel-8 onwards:

-
MSRP as extended by IETF RFC 6135 [8] (mandatory support); 
-
MSRP as extended by IETF RFC 6714 [9] (mandatory support). 

The following MSRP recommendations are not required to be supported per existing 3GPP specifications:

-
IETF RFC 4976 [10] (MSRP relay) defines a MSRP protocol extension

-
draft-ietf-simple-msrp-sessmatch-10 [13] (Session Matching Update for MSRP) – obsolete

However, draft-ietf-simple-msrp-sessmatch-10 [13] is used by some of the GSMA and OMA specifications that extend IMS for MSRP messaging. 

Table 4.1.2-1 summarizes in which 3GPP, GSMA and OMA specifications those MSRP extensions are used.

Table 4.1.2-1: MSRP usage in 3GPP, GSMA and OMA
	
	IETF RFC 4975 [6]

(MSRP)
	IETF RFC 4976 [10]
(MSRP relay)
	IETF RFC 6135 [8]
(Alternative connection model for MSRP)
	IETF draft-ietf-simple-msrp-sessmatch-10 [13]

(Session Matching Update for MSRP)
	IETF RFC 6714 [9]
(CEMA for MSRP)

	3GPP TS 24.247 [4] (Rel-8 onwards)
	x
	-
	x
	-
	x

	OMA-TS-SIMPLE_IM-V2 [19]
	x
	-
	x
	x
	-

	OMA-TS-CPM_Conv_Fnct-V2 [xx]
	v
	-
	x
	NOTE 1
	x

	GSMA RCS-e [zz]
	x
	-
	x
	x
	-

	GSMA RCC 0.7 RCS 5.1 v2 [18]
	x
	-
	x
	x
	-

	GSMA RCC 0.7 RCS 5.1 v3 [yy]
	x
	-
	x
	x

(NOTE 2)
	x

(NOTE 2)

	NOTE 1: 
Interworking with sessmatch is addressed.
NOTE 2: 
Applicable variant in UE is determined via device configuration. Image sharing always uses sessmatch.


IETF RFC 6135 [8] ("COMEDIA for MSRP") enables support of MSRP clients located behind firewalls by enabling the SIP/SDP level negotiation of the TCP connection setup direction (by using the IETF RFC 4145 [12] "a=setup:"SDP attribute). 

IETF RFC 6714 [9] ("CEMA for MSRP") defines a mechanism enabling intermediate nodes (e.g. MGW) to pass MRSP messages without having to modify them, and also enabling MGWs to pass TLS encrypted MSRP messages transparently. The applicability of the related MSRP procedural modifications is negotiated on SIP level via the new SDP attribute "a=msrp-cema". If the negotiation indicates that not both peers support the MSRP procedural modifications, a fallback to IETF RFC 4975 [6] applies and a MGW needs to behave as MSRP B2BUA to pass MSRP; for TLS-encrypted MSRP, the MGW also needs to decrypt and re-encrypt TLS (TLS B2BUA). IETF draft-ietf-simple-msrp-sessmatch-10 [13] provides an alternative mechanism to avoid that a MGW that passes MSRP messages needs to modify them, which was obsoleted in IETF RFC 6714 [9].

There are a number of IETF RFCs and documents, related to the (SIP based) application control of MSRP-(over-TLS-)over-TCP connections. Figure 4.1.2.1 aims to provide an overview over MSRP related IETF standards.
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Figure 4.1.2.1: Overview of IETF document concerning NAT-T supported MSRP-(over-TLS-)over-TCP services, as typically used in SIP-based application control signalling

The present study will investigate e2ae and e2e security for MSRP implementations supporting IETF RFC 4975 [6] in combination with IETF RFC 6135 [8] ("COMEDIA for MSRP") and either IETF RFC 6714 [9] ("CEMA for MSRP")  or draft-ietf-simple-msrp-sessmatch-10 [13].

Scenarios without support of IETF RFC 6135 [8] (e.g. for support of pre-Rel-8 3GPP UEs) should be considered only as an option within the 3GPP H.248 profiles.
* * * Next Change * * * *

4.1.4
MSRP-agnostic vs MSRP-aware mode
Table 4.1.4-1 discusses the eMEDIASEC relevant IETF documents from perspective of end-to-end connectivity aspects (such as NAT-T), independent of media security usage or not.

Table 4.1.4-1: MSRP awareness concerning end-to-end user plane connectivity
	
	Originator of TCP connection  setup
	MSRP client takes destination address for TCP connection setup from
	Session matching at MSRP client between SDP path and To‑Path in MSRP messages includes address information
	MGW needs to insert own address into path in MSRP messages
	Controller needs to modify SDP path attribute
	MSRP relays supported 
	Support of extension is negotiated

	IETF RFC 4975 [6]

(MSRP)
	SDP offerer
	SDP MSRP path attribute
	Yes
	Yes
	Yes
	Yes
	-

	IETF RFC 6135 [8]
(Alternative connection model for MSRP)
	Negotiated via IETF RFC 4145 [12] SDP setup attribute
	Depends on whether other extensions below are used in combination
	Yes (fallback to IETF RFC 4975 [6] if setup attribute is missing)

	draft-ietf-simple-msrp-sessmatch-10 [13]

(Session Matching Update for MSRP)
	Depends on whether IETF RFC 4975 [6] is used in combination
	SDP MSRP path attribute
	No
	No
	Yes
	Yes
	No (no interoperability with IETF RFC 4975 [6] MSRP client)

	IETF RFC 6714
(CEMA for MSRP) [9]
	Negotiated via IETF RFC 4145 [12] SDP setup attribute (Parallel usage of IETF RFC 4975 [6] is mandated )
	SDP c-line and m-line
	Yes
	No

(Yes if fallback to to IETF RFC 4975 [6] occurs and is supported)
	No
	Yes, by fallback to IETF RFC 4975 [6]
	Yes, via new SDP CEMA attribute


Based on the assumptions and limitations identified in subclause 4.1.2 and the Table 4.1.4-1, it is concluded that:
a) the IMS-AGW shall support application-agnostic interworking for TLS-based e2ae scenarios, i.e. transparent forwarding of application (i.e. MSRP) data; 

· this suffices for support of e2ae security of MSRP based media when IETF RFC 6714 [9] or draft-ietf-simple-msrp-sessmatch-10 [13] is supported by both ends (e.g. between Rel-8 onwards IMS UEs); 
b) the IMS-AGW may support application-aware interworking for TLS-based e2ae scenarios, i.e. modifying the Path parameter in application (i.e. MSRP) data: 

-
this enables to support e2ae security of MSRP based media when neither IETF RFC 6714 [9] nor draft-ietf-simple-msrp-sessmatch-10 [13] are supported by both ends (e.g. interoperation with pre-Rel-8 IMS UEs only supporting IETF RFC 4975 [6]. 

Besides, the IMS-AGW and TrGW shall support application-agnostic (i.e. transparent) forwarding of TLS packets for e2e scenarios. 
The MRFP is already MSRP aware prior to eMEDIASEC.
* * * Next Change * * * *

Annex X:
Interworking between sessmatch and CEMA
X.1
Scope
The present Annex describes procedures for the interworking between MSRP with the CEMA extension, IETF RFC 6714 [9], and MSRP with the sessmatch extension, IETF draft-ietf-simple-msrp-sessmatch-10 [13]. Further information on those MSRP extensions is provided in Clauses 4.1.2 and 4.1.4.
Editor´s Note: The applicable network nodes to perform such an interworking are still under discussion in OMA.
X.2
Interworking Function
If any MGW that does not manipulate MSRP is in the user plane between an MSRP client using the sessmatch extension and an MSRP client using the CEMA extension, those clients cannot interoperate. This is explained in the subsequent figures X.2.1 and X.2.2.
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Figure X.2-1:
MSRP Communication Failure between MSRP CEMA client and MSRP sessmatch client if SBC without MSRP user plane manipulation capabilities modifies SDP a=path attribute.
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Figure X.2-2:
MSRP Communication Failure between MSRP CEMA client and MSRP sessmatch client if SBC without MSRP user plane manipulation capabilities does not modify SDP a=path attribute.
As a consequence, an interworking function that manipulates the MSRP protocol layer in the user plane by inserting its own address information into the "To-Path" is required to enable communication between an MSRP CEMA client and MSRP sessmatch client if any SBC without MSRP user plane manipulation capabilities are in the path. This is shown in Figure X.2-3. Alternatively, all SBCs can be enhanced with such MSRP user plane manipulation capabilities (making the MSRP sessmatch or CEMA extensions obsolete). 
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Figure X.2-3:
MSRP Interworking function enables Communication between MSRP CEMA client and MSRP sessmatch client when SBC without MSRP user plane manipulation capabilities are in the path.
In Figure X.2-3. SBC 1 does not manipulate the SDP a=path attribute (as appropriate for the MSRP CEMA extension according to Table 4.1.4-1), but SBC 2 manipulates the SDP a=path attribute (as appropriate for the MSRP sessmatch extension according to Table 4.1.4-1), Clause X.3 discusses how the SBC select the appropriate behaviour.
The MSRP interworking function (MSRP IWF) manipulates the SDP a=path attribute as well as the MSRP To-Path in the user plane. 
The MSRP IWF can either determine in a static manner based on configuration which MSRP variant to use at a call leg (e.g. if located at a network boundary), or it can use the "a=msrp-cema" SDP attribute to determine this in the dynamic manner:
-
When receiving an SDP offer, the MSRP IWF uses the MSRP CEMA extension if the "a=msrp-cema" SDP attribute is within the MSRP offer and otherwise the MSRP sessmatch extension.
-
When sending an SDP offer, the MSRP IWF includes the "a=msrp-cema" SDP attribute; when receiving the corresponding SDP answer, the MSRP IWF uses the MSRP CEMA extension if the "a=msrp-cema" SDP attribute is within the MSRP answer and otherwise the MSRP sessmatch extension. If the "a=msrp-cema" SDP attribute is not contained in the MSRP answer and the SDP c/m-line address information does not match the the "a=path" attribute, the MTC IWF will send a new SDP offer without the "a=msrp-cema" SDP attribute according to IETF RFC 6714 [9] procedures.
X.3
Procedures for SBC without User Plane MSRP B2BUA
As discussed in Clause X.2 and Table 4.1.4-1, SBCs without MSRP user plane manipulation capabilities need to manipulate the SDP a=path attribute for MSRP sessmatch clients, and must not modify the SDP a=path attribute for MSRP CEMA clients.

If only one type of MSRP clients is supported in a network, SBCs can be configured with the appropriate behaviour. Otherwise, MSRP clients need to determine dynamically the appropriate behaviour.
SBCs can use the following algorithm to determine the appropriate behaviour in a dynamic manner:
-
When the "a=msrp-cema" SDP attribute is contained in an SDP offer, the SBC does not modify the "a=path" attribute in the SDP offer. The SBC then also does not modify the in "a=path" SDP attribute in the corresponding SDP answer (even if the "a=msrp-cema" SDP attribute is not contained in the answer).
NOTE:
If the "a=msrp-cema" SDP attribute is not contained in the SDP answer and  "a=path" SDP attribute is not modified, the offerer will discover a mismatch and send a new SDP offer without the "a=msrp-cema" SDP attribute according to IETF RFC 6714 [9] procedures. The situation should only occur if an MSRP IWF according to Clause X.2 is acting as SDP offerer.
-
When the "a=msrp-cema" SDP attribute is not contained in an SDP offer, the SBC modifies the "a=path" attribute in the SDP offer. The SBC then also does modifies the in "a=path" SDP attribute in the corresponding SDP answer.

* * * End of Changes * * * *
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