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1. Introduction
The current version of TR specifies: 
"Support of IETF draft-ietf-simple-msrp-sessmatch-10 "Session Matching Update for the Message Session Relay Protocol (MSRP)" is not required to be supported per existing 3GPP specifications. However, IETF draft-ietf-simple-msrp-sessmatch-10 is used by the GSMA and OMA specifications that extend IMS for MSRP messaging. 
The present study will investigate e2ae and e2e security for MSRP implementations supporting IETF RFC 4975 in combination with IETF RFC 6135 "COMEDIA for MSRP" and either IETF RFC 6714 "CEMA for MSRP" or draft-ietf-simple-msrp-sessmatch-10."
2. Reason for Change
RCS 5.1 MSRP clients supporting IETF draft-ietf-simple-msrp-sessmatch-10 may interwork with MSRP clients supporting IETF RFC 6714 "CEMA for MSRP". However such interworking is not yet included in TR.
3. Conclusions

To support interworking between MSRP clients supporting IETF RFC 6714 (MSRP-CEMA clients) with MSRP clients supporting IETF draft-ietf-simple-msrp-sessmatch-10 or IETF RFC 4975, the IMS-ALG needs to know whether the MSRP client supports IETF RFC 6714 or not. If the MSRP client indicates support of IETF RFC 6714, the IMS-ALG will be made aware of the client’s MSRP-CEMA capability. 
Also, with the proposed change, there is no need for the MSRP-CEMA clients to support fall back to IETF RFC 4975 procedures if the other side does not support IETF RFC 6714 "CEMA for MSRP".

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *

4.1.4
MSRP-agnostic vs MSRP-aware mode
Table 4.1.4-1 discusses the eMEDIASEC relevant IETF documents from perspective of end-to-end connectivity aspects (such as NAT-T), independent of media security usage or not.

Table 4.1.4-1: MSRP awareness concerning end-to-end user plane connectivity
	
	Originator of TCP connection  setup
	MSRP client takes destination address for TCP connection setup from
	Session matching at MSRP client between SDP path and path in MSRP messages includes address information
	MGW needs to insert own address into path in MSRP messages
	Controller needs to modify SDP path attribute
	MSRP relays supported 
	Support of extension is negotiated

	IETF RFC 4975 [6]

(MSRP)
	SDP offerer
	SDP MSRP path attribute
	Yes
	Yes
	Yes
	Yes
	-

	IETF RFC 6135 [8]
(Alternative connection model for MSRP)
	Negotiated via IETF RFC 4145 [12] SDP setup attribute
	Depends on whether other extensions below are used in combination
	Yes (fallback to IETF RFC 4975 [6] if setup attribute is missing)

	draft-ietf-simple-msrp-sessmatch-10 [13]

(Session Matching Update for MSRP)
	Depends on whether IETF RFC 4975 [6] is used in combination
	SDP MSRP path attribute
	No
	No
	Yes
	Yes
	No (no interoperability with IETF RFC 4975 [6] MSRP client)

	IETF RFC 6714
(CEMA for MSRP) [9]
	Negotiated via IETF RFC 4145 [12] SDP setup attribute (Parallel usage of IETF RFC 4975 [6] is mandated )
	SDP c-line and m-line
	Yes
	No

(Yes if fallback to to IETF RFC 4975 [6] occurs and is supported)
	No
	Yes, by fallback to IETF RFC 4975 [6]
	Yes, via new SDP CEMA attribute


Based on the assumptions and limitations identified in subclause 4.1.2 and the Table 4.1.4-1, it is concluded that:
a) the IMS-AGW shall support application-agnostic interworking for TLS-based e2ae scenarios, i.e. transparent forwarding of application (i.e. MSRP) data; 

· this suffices for support of e2ae security of MSRP based media when IETF RFC 6714 [9] or draft-ietf-simple-msrp-sessmatch-10 [13] is supported by both ends (e.g. between Rel-8 onwards IMS UEs); 
b) the IMS-AGW may support application-aware interworking for TLS-based e2ae scenarios, i.e. modifying the Path parameter in application (i.e. MSRP) data: 

-
this enables to support e2ae security of MSRP based media when neither IETF RFC 6714 [9] nor draft-ietf-simple-msrp-sessmatch-10 [13] are supported by both ends (e.g. interoperation with pre-Rel-8 IMS UEs only supporting IETF RFC 4975 [6]. 
c)
the IMS-AGW/IMS-ALG may support interworking between MSRP clients supporting IETF RFC 6714 [9] and MSRP clients supporting IETF draft-ietf-simple-msrp-sessmatch-10 [13] or IETF RFC 4975 [6], and thus the IMS-ALG shall be made aware of an MSRP client’s capability to support IETF RFC 6714 [9].
As well, the IMS-AGW and TrGW shall support application-agnostic (i.e. transparent) forwarding of TLS packets for e2e scenarios. 
The MRFP is already MSRP aware prior to eMEDIASEC.
* * * End of Changes * * * *

