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1. Reason for Change
The TLS setup direction is important information for the MGW, but for MSRP it is unclear how it is determined by the controller in SIP/SDP negotiations. A working assumption to determine it based on the TCP related setup attribute is added because of a lack of other known mechanism to determine it.
RFC 4583 (SDP Format for BFCP) contains an explicit TLS server role assignment for the SDP answerer, although the implications for subsequent SDP offer-answer exchanges when a TLS connection already exists seem unclear. 
RFC 4583              SDP Format for BFCP Streams          November 2006
8.  Authentication
…
   When TLS is used, once the underlaying TCP connection is established,

   the answerer acts as the TLS server regardless of its role (passive

   or active) in the TCP establishment procedure.

Clause 4.1.2 is updated with some clarifications. For instance, it contains statements that give the wrong impression the "a=connection" attribute is used for MSRP. In fact, RFC 6135 forbids that.

The TR lacks any information how TCP server and client role are negotiated by the MGC. This is important to determine which situations can occur at the MGW.
The MGW handling of interconnected TCP terminations needs to be considered. While details can be left to the MGW implementation, it appears desirable to allow for implementations that do not interfere with end-to-end TCP flow control. Further study is required if this can be achieved if the TCP flow direction is reversed.

2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v011
* * * First Change * * * *

4.1.2
Assumptions and limitations for MSRP support

IMS session-based messaging is supported as specified in 3GPP TS 24.247 [4] and 3GPP TS 24.229 [5], i.e. using:

-
from Rel-6 onwards:

-
the Message Session Relay Protocol (MSRP) as defined in IETF RFC 4975 [6]; 

-
additionally, from Rel-8 onwards:

-
MSRP as extended by IETF RFC 6135 [8] (mandatory support); 
-
MSRP as extended by IETF RFC 6714 [9] (mandatory support). 

The following MSRP recommendations are not required to be supported per existing 3GPP specifications:

-
IETF RFC 4976 [10] (MSRP relay) defines a MSRP protocol extension

-
draft-ietf-simple-msrp-sessmatch-10 [13] (Session Matching Update for MSRP) – obsolete

However, draft-ietf-simple-msrp-sessmatch-10 [13] is used by the GSMA [18] and OMA [19] specifications that extend IMS for MSRP messaging. 

Table 4.1.2-1 summarizes in which 3GPP, GSMA and OMA specifications those MSRP extensions are used.

Table 4.1.2-1: MSRP usage in 3GPP, GSMA and OMA
	
	IETF RFC 4975 [6]

(MSRP)
	IETF RFC 4976 [10]
(MSRP relay)
	IETF RFC 6135 [8]
(Alternative connection model for MSRP)
	IETF draft-ietf-simple-msrp-sessmatch-10 [13]

(Session Matching Update for MSRP)
	IETF RFC 6714 [9]
(CEMA for MSRP)

	3GPP TS 24.247 [4] (Rel-8 onwards)
	x
	-
	x
	-
	x

	OMA-TS-SIMPLE_IM-V2 [19]
	x
	-
	x
	x
	-

	GSMA RCC 0.7 [18]
	x
	-
	x
	x
	-


IETF RFC 6135 [8] ("COMEDIA for MSRP") enables support of MSRP clients located behind firewalls by enabling the SIP/SDP level negotiation of the TCP connection setup direction ( by using the IETF RFC 4145 [12] "a=setup:" SDP attribute). 

IETF RFC 6714 [9] ("CEMA for MSRP") defines a mechanism enabling intermediate nodes (e.g. MGW) to pass MRSP messages without having to modify them, and also enabling MGWs to pass TLS encrypted MSRP messages transparently. The applicability of the related MSRP procedural modifications is negotiated on SIP level via the new SDP attribute "a=msrp-cema". If the negotiation indicates that not both peers support the MSRP procedural modifications, a fallback to IETF RFC 4975 [6] applies and a MGW needs to behave as MSRP B2BUA to pass MSRP; for TLS-encrypted MSRP, the MGW also needs to decrypt and re-encrypt TLS (TLS B2BUA). IETF draft-ietf-simple-msrp-sessmatch-10 [13] provides an alternative mechanism to avoid that a MGW that passes MSRP messages needs to modify them, which was obsoleted in IETF RFC 6714 [9].

There are a number of IETF RFCs and documents, related to the (SIP based) application control of MSRP-(over-TLS-)over-TCP connections. Figure 4.1.2.1 aims to provide an overview  over MSRP related IETF standards.
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Figure 4.1.2.1: Overview of IETF document concerning NAT-T supported MSRP-(over-TLS-)over-TCP services, as typically used in SIP-based application control signalling

The present study will investigate e2ae and e2e security for MSRP implementations supporting IETF RFC 4975 [6] in combination with IETF RFC 6135 [8] ("COMEDIA for MSRP") and either IETF RFC 6714 [9] ("CEMA for MSRP") or draft-ietf-simple-msrp-sessmatch-10 [13].

Scenarios without support of IETF RFC 6135 [8] (e.g. for support of pre-Rel-8 3GPP UEs) should be considered only as an option within the 3GPP H.248 profiles.
* * * Next Change * * * *

4.3.2
H.248 bearer type indication "TLS"
The MGW needs to be indicated to apply bearer type "TLS" in order to reserve and prepare TLS resources associated with the H.248 termination or stream endpoint. 

NOTE 1:
This procedure is similar to the Q.1950 defined BNC procedure (at Mc / Mn).
NOTE 2:
This indication can be combined with an indication about the underlying transport protocol and the application protocol (e.g. if the "transport" parameter of the SDP "m="-line is used to encode this indication.)
* * * Next Change * * * *

4.3.3
TLS security session establishment

4.3.3.1
TLS client/server role assignment
4.3.3.1.1
General
TLS is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TLS security session. 

A MGW that terminates the TLS protocol layer (i.e., a TLS endpoint) thus either needs to be indicated to act as TLS client or TLS server.

Furthermore, TLS is designed to be independent from IP transport protocols (IETF RFC 5246 [7]) (e.g., TLS-over-TCP, TLS-over-SCTP). Thus, any (if at all) client/server role usage at IP transport protocol layer is basically independent of the TLS role usage.
4.3.3.1.1
Application agnostic TLS-over-TCP

Status: there is not yet any signalling element at application control protocol level for the indication/negotiation of TLS client/server roles between the two TLS endpoints. The basic RFC for SDP for TLS security session control (IETF RFC 4572 [14]) is silent on the TLS client/server role assignments and TLS security session establishment directions.

In the present study it will be assumed for MSRP that the TCP related SDP "a=setup" attribute is used in SIP/SDP signalling to determine the TLS client and server roles in addition to the TCP client and server roles, see subclause 4.3.3.1.2.

Editor's Note: This working assumption is to be confirmed by CT1.
NOTE:
IETF RFC 5763 [15] (DTLS-SRTP) uses the IETF RFC 4145 [12] SDP "a=setup"  attribute to determine the DTLS client and server roles, has been quoted as additional argument for this solution, although that RFC is not applicable for TLS over TCP.
4.3.3.1.2
Application aware scenario "MSRP-over-TLS-over-TCP"
MSRP itself is a client/server protocol at application protocol level.

Status: the core RFC for MSRP IETF RFC 4975 [6] describes MSRP-over-TLS usage and supports a TLS peer-to-peer authentication model (clause 14.4) besides TLS client/server relationship, but the RFC is lacking information on TLS security session establishment.
In the present study it will be assumed that the TCP related SDP "a=setup" attribute is used in SIP/SDP signaling to determine the TLS client and server roles for MSRP in addition to the TCP client and server roles.
NOTE:
Clients only supporting MSRP according to RFC IETF RFC 4975 [6] will not use the SDP "a=setup" attribute, but will assign the TCP client role to the SDP offerer. However, in 3GPP, OMA and GSMA the support of IETF RFC 6135 [8] ("COMEDIA for MSRP") is mandated, and the "a=setup" attribute will thus be used.

Editor's Note: It was noted that there are multiple different positions how the IETF RFCs could be interpreted. There’s agreement about an existing gap with the RFC situation. SA3 and/or CT1 will be contacted with the request to provide some clarifications at least within the scope of 3GPP specifications, and to confirm the working assumption that TCP related SDP "a=setup" attribute is used in SIP/SDP signaling to determine the TLS client and server roles for MSRP.
4.3.3.1.3
Application aware scenario "BFCP-over-TLS-over-TCP"
BFCP itself is a client/server protocol at application protocol level (with the floor control client and floor control server roles).


IETF RFC 4583 [17] (SDP Format for BFCP Streams) contains an explicit TLS server role assignment for the SDP answerer in Clause 8; "When TLS is used, once the underlaying TCP connection is established, the answerer acts as the TLS server regardless of its role (passive or active) in the TCP establishment procedure."
NOTE:
IETF RFC 4583 [17] uses the TCP related IETF RFC 4145 [12] SDP "a=setup" attribute only to determine the TCP client and server roles.
In recent discussions at the IETF MMUSIC mailing list, it was commented that the implications of this rule for opposite direction offer-answer renegotiations while a TLS session is established are unclear (should a new TLS session with reversed roles be established?).
Editor's Note: SA3 and/or CT1 might be contacted with the request to provide some clarifications at least within the scope of 3GPP specifications.
* * * Next Change * * * *

4.4.1
H.248 bearer type indication "TCP"
The MGW needs to be indicated to apply bearer type "TCP" in order to reserve and prepare TCP resources associated with the H.248 termination or stream endpoint. 

NOTE 1:
This procedure is similar to the Q.1950 defined BNC procedure (at Mc / Mn).

NOTE 2:
This indication can be combined with an indication about the application protocol (e.g. if the "transport" parameter of the SDP "m="-line is used to encode this indication.)

* * * Next Change * * * *

4.4.x
TCP Interworking in the MGW

Editor's Note: following text is for further study 
"The previous subclause focus on aspects of single TCP-enabled stream endpoint, i.e. from perspective of the MGW on the external bearer interface. IMS H.248 profiles support (IP,IP and (IP, IP, IP)  in case of Iq, which relates effectively to (TCP, TCP) and (TCP, TCP, TCP) connection models. There's consequently MGW internal interworking between the TCP enabled stream endpoints.  There are some high level TCP interworking models known, - TCP relay, TCP merge and TCP proxy mode -, which characterizes some TCP functions to be provided by the MGW. Etc" 

Editor's Note: following text is for further study
It is desirable that a MGW interconnecting two TCP terminations forwards TCP flow control related information between the terminations in order to avoid negative impacts on the end-to-end TCP throughput, and to avoid delays caused by buffering of TCP payloads. The details of related procedures can be left to the MGW implementation. 
Editor's Note: It is ffs if an end-to-end TCP flow control is feasible if the TCP setup direction is reversed between interconnected terminations.
Further comment: there are always the two options: a) keeping a single e2e TCP connection or b) a partitioning in two TCP connection segments. The SN/AN number space would be global in case of (a), and segment specific in (b) …
* * * End of Changes * * * *
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