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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document  investigates the IMS H.248 profiles requirements and procedures to support the stage 2 requirements specified in 3GPP TS 33.328 [2] for Extended IMS media plane security features. 

This includes in particular the following aspects: 

1. Provide end-to access edge protection of session based messaging (MSRP) traffic using TLS and certificates fingerprints exchanged over SDP;

2. Provide end-to-end protection of session based messaging (MSRP) traffic using TLS;

3. Provide end-to access edge protection of BFCP based traffic, using TLS and certificates fingerprints exchanged over SDP;

4. Provide optional support of TLS protection of BFCP and MSRP based traffic at the Conference Server. 

NOTE 1: 3GPP TS 33.328 [2] contains a statement that whether the conference server supports TLS for MSRP and/or for BFCP is outside the scope of this specification. It will be investigated in the study whether normative work for the IMS H.248 Mp profile is required.

5. Analyse requirements and procedures for TCP bearer control and related NAT traversal support.

NOTE 2: this aspect is not specific to media security and may result in normative work via another work item.

6. Provide support of TCP-based IP transport connections for TLS security sessions, which includes possible NAT traversal support during the TCP connection establishment phase, possible correlations between the establishment (and release) events of TCP connections with TLS session establishment (and release).

This study will cover:

-
Identification of the key issues and the main design considerations that should drive the definition of stage 2 requirements and procedures for the Iq, Ix and Mp profiles; 

-
Identification of the requirements and procedures for the Iq, Ix and Mp profiles for support of end-to-access edge and end-to-end media security for session-based messaging (MSRP [6]) and conferencing (BFCP [16]); 

-
Identification of the ITU-T H.248 extensions necessary to fulfill the 3GPP requirements and identification of potential missing gaps that should be taken into account by ITU-T Q3/16;
-
Conclusions and Recommendations for the normative work.
The results of this study will be used to identify the changes required in the 3GPP specifications to support Extended IMS media plane security.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.328: "IMS Media Plane Security".

[3]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[4]
3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem - Stage 3".

[5]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[6]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)".
[7]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[8]
IETF RFC 6135: "An Alternative Connection  Model for the Message Session Relay Protocol (MSRP)"

[9]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)"

[10]
IETF RFC 4976: "Relay Extensions for the Message Sessions Relay Protocol (MSRP)"

[11]
IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)".

[12]
IETF RFC 4145: "TCP-Based Media Transport in the Session Description Protocol (SDP)".

[13]
Draft draft-ietf-simple-msrp-sessmatch-10: " Session Matching Update for the Message Session Relay Protocol (MSRP)"
[14]
IETF RFC 4572: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[15]
IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[16]
IETF RFC 4582: "The Binary Floor Control Protocol (BFCP)".
[17]
IETF RFC 4583: "Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams".
[18]
GSM Association RCC 0.7: "Rich Communication Suite 5.1 Advanced Communications Services and Client Specification, Version 1.0, August 2012". 

[19]
OMA-TS-SIMPLE_IM-V2_0-20120731-C: "Instant Messaging using SIMPLE Candidate Version 2.0 – 31 Jul 2012".
[20]
IETF RFC 793: "Transmission Control Protocol".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.

TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [7]). 
TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [7]).  
TLS endpoint: either a TLS-client or a TLS-server.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

BFCP
Binary Floor Control Protocol

e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network

MSRP
Message Session Relay Protocol

4
Key issues and Design considerations for Extended IMS media plane security features
Editor's Note: this clause intends to identify the key issues to address and the main design considerations that should drive the definition of stage 2 requirements and procedures. 
4.1
Media security for Session based messaging (MSRP) 

Editor's Note: will identify the assumptions & limitations in terms of MSRP support, the supported/unsupported MSRP scenarios (e.g. client/server, UE-UE, MSRP relays), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.1.1
General design considerations

IMS messaging concepts and procedures are specified in 3GPP TS 23.228 [3] (see subclause 5.16), 3GPP TS 24.247 [4] and 3GPP TS 24.229 [5]. 

3GPP TS 33.328 [2] specify IMS media plane security mechanisms for session based messaging (MSRP) for both e2ae protection and e2e protection. Integrity and confidentiality protection for MSRP based media is achieved by TLS protection.  

NOTE:
Immediate messaging (i.e. page-mode messaging) is out of the scope of eMEDIASEC.

The salient points of MSRP based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description): 

a) support of e2ae protection or e2e protection of MSRP-based media is optional for UEs and the network; support for IMS media integrity and confidentiality protection is mandatory in an IMS UE and IMS-AGW supporting e2ae protection of MSRP-based media. IMS media confidentially protection should be used when IMS media plane security is used, while the use of IMS media integrity protection is optional.
b) indications of UE and network support for e2ae security for MSRP are exchanged between the UE and the P-CSCF during the IMS registration in the same way as for RTP based media. MSRP media security uses its own indications "e2ae- security for MSRP supported by the UE" and "e2ae-security for MSRP supported by the network". If both the IMS UE and the network indicate support for e2ae security for MSRP during the IMS registration, then the IMS UE (for an IMS originating session set-up) or the P-CSCF (for an IMS terminating session set-up) shall request e2ae security for MSRP media streams to be established, unless e2e security is used.
c) for e2ae protection of MSRP based media: 

· media security is provided between the IMS UE and the IMS-AGW; 

· when the SIP-level MSRP session setup is completed, the TCP transport connection and TLS security seesion shall be established between the IMS UE and the IMS-AGW; 
· key management is based on the ciphersuites and session keys negotiated via the TLS handshake protocol between the UE and the IMS-AGW. Mutual authentication during the TLS handshake protocol is achieved using certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SIP/SDP offer-answer exchange between the UE and the P-CSCF (IMS-ALG);
· the IMS-ALG needs to be enhanced to be able to terminate the key management protocol, as well as handle indications, which are specific to e2ae security and are inserted in SIP messages.
· the IMS-AGW needs to be enhanced to be able to originate or terminate TLS protecting MSRP. The Iq interface between the IMS-ALG and the IMS-AGW needs to be enhanced to be able to transport parameters related to the management of TLS cryptographic contexts.
· media security context update is not used with e2ae security.
d) For e2e protection of MSRP based media: 

· media security is provided between an IMS UE and a remote IMS or non-IMS UE or MRFP (conference server);  

· media security is achieved through the same KMS and ticket concept that is used for RTP traffic. The key management mechanisms are defined by MIKEY-TICKET [11]. The established key is used to setup a TLS-PSK tunnel between the two parties. TLS media packets are then forwarded transparently by any nodes present in the media path (e.g. IMS-AGW, TrGW);

-
e2e protected MSRP sessions are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.

4.1.2
Assumptions and limitations for MSRP support

IMS session-based messaging is supported as specified in 3GPP TS 24.247 [4] and 3GPP TS 24.229 [5], i.e. using:

-
from Rel-6 onwards:

-
the Message Session Relay Protocol (MSRP) as defined in IETF RFC 4975 [6]; 

-
additionally, from Rel-8 onwards:

-
MSRP as extended by IETF RFC 6135 [8] (mandatory support); 
-
MSRP as extended by IETF RFC 6714 [9] (mandatory support). 

The following MSRP recommendations are not required to be supported per existing 3GPP specifications:

-
IETF RFC 4976 [10] (MSRP relay) defines a MSRP protocol extension

-
draft-ietf-simple-msrp-sessmatch-10 [13] (Session Matching Update for MSRP) – obsolete

However, draft-ietf-simple-msrp-sessmatch-10 [13] is used by the GSMA [18] and OMA [19] specifications that extend IMS for MSRP messaging. 

Table 4.1.2-1 summarizes in which 3GPP, GSMA and OMA specifications those MSRP extensions are used.

Table 4.1.2-1: MSRP usage in 3GPP, GSMA and OMA
	
	IETF RFC 4975 [6]

(MSRP)
	IETF RFC 4976 [10]
(MSRP relay)
	IETF RFC 6135 [8]
(Alternative connection model for MSRP)
	IETF draft-ietf-simple-msrp-sessmatch-10 [13]

(Session Matching Update for MSRP)
	IETF RFC 6714 [9]
(CEMA for MSRP)

	3GPP TS 24.247 [4] (Rel-8 onwards)
	x
	-
	x
	-
	x

	OMA-TS-SIMPLE_IM-V2 [19]
	x
	-
	x
	x
	-

	GSMA RCC 0.7 [18]
	x
	-
	x
	x
	-


IETF RFC 6135 [8] ("COMEDIA for MSRP") enables support of MSRP clients located behind firewalls by enabling the SIP level negotiation of the TCP connection setup direction (i.e. the SDP attribute usage of the IETF RFC 4145 [12] "a=setup:" and "a=connection:" elements are profiled by IETF RFC 6135 [8] for SIP signalling). 

IETF RFC 6714 [9] ("CEMA for MSRP") defines a mechanism enabling intermediate nodes (e.g. MGW) to pass MRSP messages without having to modify them, and also enabling MGWs to pass TLS encrypted MSRP messages transparently. The applicability of the related MSRP procedural modifications is negotiated on SIP level via the new SDP attribute "a=msrp-cema". If the negotiation indicates that not both peers support the MSRP procedural modifications, a fallback to IETF RFC 4975 [6] applies and a MGW needs to behave as MSRP B2BUA to pass MSRP; for TLS-encrypted MSRP, the MGW also needs to decrypt and re-encrypt TLS (TLS B2BUA). IETF draft-ietf-simple-msrp-sessmatch-10 [13] provides an alternative mechanism to avoid that a MGW that passes MSRP messages needs to modify them, which was obsoleted in IETF RFC 6714 [9].

There are a number of IETF RFCs and documents, related to the (SIP based) application control of MSRP-(over-TLS-)over-TCP connections under consideration of network scenarios which may require optional NAT traversal support. Figure 4.1.2.1 aims to structure that documents from perspective of areas IP transport connection (1), end-to-end connectivity aspects (such as NAT, NAT-T) (2), media security (3) and application protocol (4).
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Figure 4.1.2.1: Overview of IETF document concerning NAT-T supported MSRP-(over-TLS-)over-TCP services, as typically used in SIP-based application control signalling

The present study will investigate e2ae and e2e security for MSRP implementations supporting IETF RFC 4975 [6] in combination with IETF RFC 6135 [8] ("COMEDIA for MSRP")  and either IETF RFC 6714 [9] ("CEMA for MSRP")  or draft-ietf-simple-msrp-sessmatch-10 [13].

Scenarios without support of IETF RFC 6135 [8] (e.g. for support of pre-Rel-8 3GPP UEs) should be considered only as an option within the 3GPP H.248 profiles.
4.1.3
Scenarios in scope

TLS shall be supported over TCP transport (see IETF RFC 793 [20]). Support of TLS over other reliable transport protocol e.g. SCTP is not required and thus not considered as part of eMEDIASEC. 

The following scenarios shall be supported as part of eMEDIASEC: 

a) TLS to non-TLS interworking for e2ae protection of MSRP-based media:

· e2ae only applies to the IMS-AGW; application of e2ae security is not visible to the TrGW or MRFP.

· this corresponds to an MSRP session between an IMS UE with e2ae security applied, towards another IMS UE without e2ae applied or a non-IMS UE or an MRFP; 

· this can also correspond to a local MSRP session with e2ae applied for both UEs, where the figure only depicts a 'half call model". 
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Figure 4.1.3.1: TLS (IMS Access Network) to non-TLS (IMS Core Network) interworking for e2ae protection of MSRP-based media

NOTE 1:
Whether the IMS-AGW is MSRP-agnostic or MSRP-aware is discussed in a dedicated subclause and thus not depicted in the figure.

NOTE 2:
TLS-based protection can also be used inside the core network. In this case, when e2ae security is used, TLS has to be established also from the IMS-AGW towards the IMS Core Network. Both TLS sessions are independent. This use case is documented in TS 33.328 [2] but not further described in this specification.

Editor's Note: it is FFS whether support of TLS-based protection inside the core network adds any specific requirement beyond those to be defined for TLS-based protection towards the IMS access network, and if so, whether this should be covered or not by the IMS H.248 profiles.

b) Transparent TLS packets forwarding for e2e protection of MSRP-based media:

· this corresponds to an MSRP session between an IMS UE and e.g. another IMS or non-IMS UE or an MRFP with e2e security applied; 

· the MGW can be an IMS-ALG or a TrGW.
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Figure 4.1.3.2: Transparent TLS packets forwarding for e2e protection of MSRP-based media

c) TLS to non-TLS interworking for e2e protection of MSRP-based media:

· the MRFP (conference server) can support TLS for MSRP, i.e. originate/terminate TLS traffic with e2e media security from/to a remote MSRP sender/receiver;

· the MRFP can also communicate with other remote bearer connection endpoints, with or without e2e media security; if TLS is also used towards other remote endpoints, each TLS session is independent from the other (i.e. different keys).  
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Figure 4.1.3.3: TLS to non-TLS interworking for e2e protection of MSRP-based media at the MRFP

In the above scenarios, the IMS UE (with e2ae or e2e security applied) may be located behind a remote firewall/NAT device. i.e. NAT-Traversal should be considered. 

NOTE 3:
Support of NAT traversal (at layers L4/L3) is basically agnostic to any higher layer (i.e., L4+) security sessions, hence not specific to eMEDIASEC. 

4.1.4
MSRP-agnostic vs MSRP-aware mode
Table 4.1.4-1 discusses the eMEDIASEC relevant IETF documents from perspective of end-to-end connectivity aspects (such as NAT-T), independent of media security usage or not.
Table 4.1.4-1: MSRP awareness concerning end-to-end user plane connectivity
	
	Originator of TCP connection  setup
	MSRP client takes destination address for TCP connection setup from
	Session matching at MSRP client between SDP path and path in MSRP messages includes address information
	MG needs to insert own address into path in MSRP messages
	Controller needs to modify SDP path attribute
	MSRP relays supported 
	Support of extension is negotiated

	IETF RFC 4975 [6]

(MSRP)
	SDP offerer
	SDP MSRP path attribute
	Yes
	Yes
	Yes
	Yes
	-

	IETF RFC 6135 [8]
(Alternative connection model for MSRP)
	Negotiated via IETF RFC 4145 [12] SDP setup attribute
	Depends on whether other extensions below are used in combination
	Yes (fallback to IETF RFC 4975 [6] if setup attribute is missing)

	draft-ietf-simple-msrp-sessmatch-10 [13]

(Session Matching Update for MSRP)
	Depends on whether IETF RFC 4975 [6] is used in combination
	SDP MSRP path attribute
	No
	No
	Yes
	Yes
	No (no interoperability with IETF RFC 4975 [6] MSRP client)

	IETF RFC 6714
(CEMA for MSRP) [9]
	Negotiated via IETF RFC 4145 [12] SDP setup attribute (Parallel usage of IETF RFC 4975 [6] is mandated )
	SDP c-line and m-line
	Yes
	No

(Yes if fallback to to IETF RFC 4975 [6] occurs and is supported)
	No
	Yes, by fallback to IETF RFC 4975 [6]
	Yes, via new SDP CEMA attribute


Based on the assumptions and limitations identified in subclause 4.1.2 and the Table 4.1.4-1, it is concluded that:
a) the IMS-AGW shall support application-agnostic interworking for TLS-based e2ae scenarios, i.e. transparent forwarding of application (i.e. MSRP) data; 

· this suffices for support of e2ae security of MSRP based media when IETF RFC 6714 [9] or draft-ietf-simple-msrp-sessmatch-10 [13] is supported by both ends (e.g. between Rel-8 onwards IMS UEs); 
b) the IMS-AGW may support application-aware interworking for TLS-based e2ae scenarios, i.e. modifying the Path parameter in application (i.e. MSRP) data: 

-
this enables to support e2ae security of MSRP based media when neither IETF RFC 6714 [9] nor draft-ietf-simple-msrp-sessmatch-10 [13] are supported by both ends (e.g. interoperation with pre-Rel-8 IMS UEs only supporting IETF RFC 4975 [6]. 

Besides, the IMS-AGW and TrGW shall support application-agnostic (i.e. transparent) forwarding of TLS packets for e2e scenarios. 
The MRFP is already MSRP aware prior to eMEDIASEC.
4.2
Media security for conferencing (BFCP) 

Editor's Note: will identify the assumptions & limitations in terms of BFCP support, the supported/unsupported scenarios (e.g. BFCP transport), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.3
TLS procedures 
Editor's Note: will address general considerations on TLS session control procedures, direction of TLS session establishment, the TLS profile & versions to be supported …

4.3.1
Introduction – Media/transport security sessions at Mb
The (H.248 controlled IP) bearer is generally comprised by an IP security session and an underlying TCP-based IP transport connection in case of media/transport security (at e.g. IMS Mb).

The bearer establishment is divided in the two main phases (Fig. 4.3.1.1) of (I) TCP connection establishment and (II) IP security session establishment, particularly in case of connection-oriented transport protocols (such as TCP) or/and IP bearer path coupled security control protocols (such as key exchange protocols, TLS).
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Figure 4.3.1.1: Successful establishment of IP security sessions (at Mb)
It could be noted:

· Precondition of (II) IP security session establishment (see subclause 4.3.3) is a successfully established IP transport connection.

· Establishment of the (I) TCP connection (see clause 4.4) implies optional NAT traversal (NAT-T) support (see clause 4.4), under the condition of remote NAT devices in the IP bearer path.

Editor's Note: It is FFS whether the first TCP fragment (as TCP/IP packet) with TCP SYN flag set can carry the initial TLS ClientHello message.
4.3.2
H.248 bearer type indication "TLS"
The MGW needs to be indicated for bearer type "TLS" in order to reserve and prepare TLS resources associated with the H.248 termination or stream endpoint. 

NOTE:
This procedure  is similar to the Q.1950 defined BNC procedure (at Mc / Mn).

4.3.3
TLS security session establishment

4.3.3.1
TLS client/server role assignment

TLS is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TLS security session. 

The MGW needs to be indicated as TLS client or TLS server.

Furthermore, TLS is designed to be independent from IP transport protocols (IETF RFC 5246 [7]) (e.g., TLS-over-TCP, TLS-over-SCTP). Thus, any (if at all) client/server role usage at IP transport protocol layer is basically independent of the TLS role usage.

4.3.3.1.1
Application agnostic TLS-over-TCP

Status: there is not yet any signalling element at application control protocol level for the indication/negotiation of TLS client/server roles between the two TLS endpoints. The basic RFC for SDP for TLS security session control (IETF RFC 4572 [14]) is silent on the TLS client/server role assignments and TLS security session establishment directions.

NOTE:
Sometimes (IETF RFC 5763 [15]) is referred as a possible solution, however, the DTLS role assignment in case of DTLS-SRTP seems to be not reusable due to a) connectionless IP transport (UDP; i.e., there is not any client/server role concept with this IP transport) and b) the semantical change of SDP "a=setup:" in comparison to IETF RFC 4145 [12].

4.3.3.1.2
Application aware scenario "MSRP-over-TLS-over-TCP"
MSRP itself is a client/server protocol at application protocol level.

Status: the core RFC for MSRP IETF RFC 4975 [6] describes MSRP-over-TLS usage and supports a TLS peer-to-peer authentication model (clause 14.4) besides TLS client/server relationship, but the RFC is lacking information on TLS security session establishment.

Editor's Note: it was noted that there are multiple different positions how the IETF RFCs could be interpreted. There’s agreement about an existing gap with the RFC situation. SA3 and/or CT1 might be contacted.
4.3.3.1.3
Application aware scenario "BFCP-over-TLS-over-TCP"
BFCP itself is a client/server protocol at application protocol level (with the floor control client and floor control server roles).

Status: the RFC for SDP for BFCP (IETF RFC 4583 [17]) provides some information about BFCP-over-TLS, but the RFC is lacking definitive information on TLS security session establishment.

4.3.3.2
Start of TLS security session establishment

There are two fundamental options:

1.
The start of TLS security session establishment is immediately initiated by the TLS client side as soon as the underlying IP transport connection is successfully established (i.e., when the local TCP connection endpoint is transitioned to TCP state "ESTAB").
There are two variants in case of Iq, Ix and Mp:

-
The MGW notifies firstly the MGC, which then triggers the MGW for TLS security session establishment (if TLS client side);

-
The MGW autonomously starts TLS security session establishment (if TLS client side), and optionally notifies additionally the MGC (if requested);

2.
The start of TLS security session establishment is decoupled from the underlying TCP connection establishment (e.g., TLS establishment might be principally delayed (by the MGC) versus TCP connection establishment, or TLS usage could be principally enabled during active communication, i.e. a later point in time).

See clause 5.1.1.1 concerning the required variant for Rel-12. 

4.3.4
TLS security session release

Editor's Note: will address options of TLS session release, e.g., a TLS session release without any release of the underlying TCP transport connection, coupled release of TLS/TCP together, ….
4.4
TCP procedures
Editor's Note: will address general considerations on TCP procedures e.g. to which extent TCP bearer control procedures or the type of TCP protocol handling for TCP endpoints need to be specified, direction(s) of bearer establishment / setup attribute, NAT and NAT-T considerations, …
Editor's Note: It is FFS if the TCP and TLS setup directions are determined independently.
4.4.1
H.248 bearer type indication "TCP"
The MGW needs to be indicated for bearer type "TCP" in order to reserve and prepare TCP resources associated with the H.248 termination or stream endpoint. 

NOTE:
This procedure is similar to the Q.1950 defined BNC procedure (at Mc / Mn).

4.4.2
TCP connection establishment

4.4.2.1
TCP client/server role assignment

TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TCP transport connection. 

The MGW needs to be indicated as TCP client or TCP server.

Editor's Note: the TCP endpoint in a MGW is either TCP client or TCP server. Whether the MGC is always able to indicate the TCP role to the MG is subject of discussion (E.g., a default role such as TCP server (in order to be prepared for TCP Passive Open; or based on a MGC local policy if information could not be derived from call control signalling, etc.).
4.4.2.2
Start of TCP connection establishment

There are inherent different establishment scenarios for each TCP endpoint, primarily due to its properties of connection-orientation and client/server asymmetry. The different TCP establishment steps follow different state transitioning scenarios (TCP passive open, active open, simultaneous), see IETF RFC 793 [20].

Editor's Note: conditions of TCP connection establishment procedures should be described..
See clause 5.1.1.1 concerning the required variant for Rel-12.
4.4.3
TCP connection release

Editor's Note: will address options of TCP connection release, e.g., the question whether a TLS session release should implicitly release the TCP connection (or vice versa), ….the 3GPP Rel-12 requirements are subject of clause 5.
5
IMS-ALG/ IMS-AGW interface (Iq)
5.1
Requirements 
Editor's Note: this clause intends to capture stage 2 requirements for the Iq profile. Contents of this clause are expected to be moved to 3GPP TS 23.334 once stable. 
5.1.1
End-to-access edge security for TCP-based media using TLS

5.1.1.1
General requirements
5.1.1.2
Specific requirements for session based messaging (MSRP)

5.1.1.3
Specific requirements for conferencing (BFCP)

5.1.2
End-to-end security for TCP-based media using TLS

5.1.2.1
General requirements

5.1.2.2
Specific requirements for session based messaging (MSRP)

5.1.2.3
Specific requirements for conferencing (BFCP)

5.2
Procedures 

Editor's Note: this clause intends to capture stage 2 procedures for the Iq profile. The procedures will show the H.248 interactions for the main call flows. Contents of this clause are expected to be moved to 3GPP TS 23.334 once stable.

5.2.1
End-to-access edge security for TCP-based media using TLS

5.2.1.1
Generic procedures 

5.2.1.2
Specific procedures for session based messaging (MSRP)

5.2.1.3
Specific procedures for conferencing (BFCP)

5.2.2
End-to-end security for TCP-based media using TLS

5.2.2.1
Generic procedures 

5.2.2.2
Specific procedures for session based messaging (MSRP)

5.2.2.3
Specific procedures for conferencing (BFCP)

6
IBCF/ TrGW interface (Ix)

Editor's Note: References to the Iq clause should be made wherever requirements & procedures are common across profiles, rather than duplicating text.
6.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Ix profile. Contents of this clause are expected to be moved to 3GPP TS 29.162 once stable. 
6.1.1
End-to-end security for TCP-based media using TLS

6.1.1.1
General requirements

6.1.1.2
Specific requirements for session based messaging (MSRP)

6.1.1.3
Specific requirements for conferencing (BFCP)

6.2
Procedures 

Editor's Note: this clause intends to capture stage 2 procedures for the Ix profile. The procedures will show the H.248 interactions for the main call flows. Contents of this clause are expected to be moved to 3GPP TS 29.162 once stable.

6.2.1
End-to-end security for TCP-based media using TLS

6.2.1.1
Generic procedures 

6.2.1.2
Specific procedures for session based messaging (MSRP)

6.2.1.3
Specific procedures for conferencing (BFCP)

7
MRFC/ MRFP interface (Mp)

Editor's Note: References to the Iq clause should be made wherever requirements & procedures are common across profiles, rather than duplicating text.
7.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Mp profile. Contents of this clause are expected to be moved to 3GPP TS 23.333 once stable.
7.1.1
End-to-end security for TCP-based media using TLS

7.1.1.1
General requirements

7.1.1.2
Specific requirements for session based messaging (MSRP)

7.1.1.3
Specific requirements for conferencing (BFCP)

7.2
Procedures 

Editor's Note: this clause intends to capture stage 2 procedures for the Mp profile. The procedures will show the H.248 interactions for the main call flows. Contents of this clause are expected to be moved to 3GPP TS 23.333 once stable.

7.2.1
End-to-end security for TCP-based media using TLS

7.2.1.1
Generic procedures 

7.2.1.2
Specific procedures for session based messaging (MSRP)

7.2.1.3
Specific procedures for conferencing (BFCP)

8
3GPP- ITU-T H.248 requirements gap analysis

Editor's Note: this clause will review the work in progress in ITU-T related to support of TLS for media security, identify the ITU-T extensions necessary to fulfill the 3GPP requirements, and  identify any potential missing gaps that should be taken into account by ITU-T Q3/16.
9
Conclusions and Recommendations
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