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1. Introduction
The proposed new TR on media security contains an empty clause for MSRP specific considerations. Such considerations were already provided at CT#60 within C4-130229.
2. Reason for Change
Different specifications are relevant in the MSRP ecosystem. It is important to agree which specifications will be considered within the present work and which specific H.248 related requirements result from those specifications.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.cde v.0.1.0 (Study on Extended IMS media plane security features; IMS H.248 profiles aspects)
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

 

[a]
IETF RFC 4145: "TCP-Based Media Transport in the Session Description Protocol (SDP)"

[b]
IETF RFC 4975: "The Message Session Relay Protocol (MSRP)"

[c]
IETF RFC 4976: "Relay Extensions for the Message Sessions Relay Protocol (MSRP)"

[d]
IETF RFC 6135: "An Alternative Connection  Model for the Message Session Relay Protocol (MSRP)"

[e]
IETF draft-ietf-simple-msrp-sessmatch-10: " Session Matching Update for the Message Session Relay Protocol (MSRP)"

[f]
IETF RFC 6714: "Connection Establishment for Media Anchoring (CEMA) for the Message Session Relay Protocol (MSRP)"

[g]
OMA-TS-SIMPLE_IM-V2_0-20120731-C: "Instant Messaging using SIMPLE Candidate Version 2.0 – 31 Jul 2012"

[h]
GSMA RCC 0.7: "Rich Communication Suite 5.1 Advanced Communications Services and Client SpecificationVers. 1.0"

[i]
3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3"



* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>
MSRP
Message Sessions Relay Protocol
* * * Next Change * * * *

4.1
Media security for Session based messaging (MSRP) 

Editor's Note: will identify the assumptions & limitations in terms of MSRP support, the supported/unsupported MSRP scenarios (e.g. client/server, UE-UE, MSRP relays), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …
MSRP was originally specified in IETF RFC 4975 [b]. Triggered by discussion in 3GPP CT1 and OMA, this RFC subsequently amended in two areas:
-
IETF RFC 6135 [d] enables that MSRP clients can be located between firewalls (e.g. customer premise equipment).
-
IETF draft-ietf-simple-msrp-sessmatch-10 [e] and RFC 6714 [f] are alternative mechanisms to avoid that a MGW that passes MSRP messages needs to modify them.
Table 4.1.x summarizes in which 3GPP, GSMA and OMA specifications those MSRP extensions are used, and Table 4.1.y summarizes technical differences between them:
Table 4.1.x MSRP usage in 3GPP, GSMA and OMA
	
	IETF RFC 4975 [b]
(MSRP)
	IETF RFC 4976 [c]
(MSRP relay)
	IETF RFC 6135 [d]
(Alternative connection model for MSRP)
	IETF draft-ietf-simple-msrp-sessmatch-10 [e]
(Session Matching Update for MSRP)
	IETF RFC 6714 [f]
(CEMA for MSRP)

	3GPP TS 24.247 [i] (Rel-8 onwards)
	x
	-
	x
	-
	x

	OMA-TS-SIMPLE_IM-V2 [g]
	x
	-
	x
	x
	-

	GSMA RCC 0.7 [h]
	x
	-
	x
	x
	-


Table 4.1.y Technical differences between MSRP extensions:
	
	Originator of TCP connection  setup
	MSRP client takes destination address for TCP connection setup from
	Session matching at MSRP client between SDP path and path in MSRP messages includes address information
	MG needs to insert own address into path in MSRP messages
	Controller needs to modify SDP path attribute
	MSRP relays supported 
	Support of extension is negotiated

	RFC 4975 [b]
(MSRP)
	SDP offerer
	SDP MSRP path attribute
	Yes
	Yes
	Yes
	Yes
	-

	RFC 6135 [d]
(Alternative connection model for MSRP)
	Negotiated via IETF RFC 4145 [a] SDP setup attribute
	Depends on whether other extensions below are used in combination
	Yes (fallback to IETF RFC 4975 [b] if setup attribute is missing)

	draft-ietf-simple-msrp-sessmatch-10 [e]
(Session Matching Update for MSRP)
	Depends on whether IETF RFC 4975 [b] is used in combination
	SDP MSRP path attribute
	No
	No
	Yes
	Yes
	No (no interoperability with IETF RFC 4975 [b] MSRP client)

	RFC 6714
(CEMA for MSRP) [f]
	Negotiated via IETF RFC 4145 [a] SDP setup attribute (Parallel usage of IETF RFC 4975 [b] is mandated )
	SDP c-line and m-line
	Yes
	No

(Yes if fallback to to IETF RFC 4975 [b] occurs and is supported)
	No
	Yes, by fallback to IETF RFC 4975 [b]
	Yes, via new SDP CEMA attribute


Conclusions:
-
In commercial deployments, IETF RFC 4975 [b] is used in combination with IETF RFC 6135 [d] and either IETF draft-ietf-simple-msrp-sessmatch-10 [e] or IETF RFC 6714[f]. Those scenarios need to be considered within the 3GPP work on media security.
-
Both IETF draft-ietf-simple-msrp-sessmatch-10 [e] and IETF RFC 6714[f] aim to avoid that a MGW that passes MSRP messages needs to modify them. A basic MSRP support can thus be achieved in a media agnostic manner within 3GPP H.248 profiles.
-
However, IETF RFC 4975 [b] used without those extensions requires that a MGW modifies MSRP messages, and IETF RFC 6714 [f] also suggests that a MG should support an MSRP aware mode for interoperability with basic MSRP clients and MSRP relays.  As the commercial importance of related scenarios is debatable, this should be considered only as option within 3GPP H.248 profiles.
-
In 3GPP specification work, it can be assumed for MSRP that the TCP setup direction is negotiated via IETF RFC 6135 [d].
* * * End of Changes * * * *

