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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This clause shall start on a new page.

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Key issues and Design considerations for Extended IMS media plane security features
The main text of the document should start here, after the above clauses have been added.

The following styles and editing techniques are aimed to help in the formatting of the document using the 3GPP Template: 3GPP_70.dot, available from the 3GPP FTP site (ftp://ftp.3gpp.org/Information).

Editor's Note: this clause intends to identify the key issues to address and the main design considerations that should drive the definition of stage 2 requirements and procedures. 
4.1
Media security for Session based messaging (MSRP) 

Editor's Note: will identify the assumptions & limitations in terms of MSRP support, the supported/unsupported MSRP scenarios (e.g. client/server, UE-UE, MSRP relays), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …
4.2
Media security for conferencing (BFCP) 

Editor's Note: will identify the assumptions & limitations in terms of BFCP support, the supported/unsupported scenarios (e.g. BFCP transport), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.3
TLS procedures 
Editor's Note: will address general considerations on TLS session control procedures, direction of TLS session establishment, the TLS profile & versions to be supported …
4.4
TCP procedures
Editor's Note: will address general considerations on TCP procedures e.g. to which extent TCP bearer control procedures or the type of TCP protocol handling for TCP endpoints need to be specified, direction(s) of bearer establishment / setup attribute, NAT and NAT-T considerations, …
5
IMS-ALG/ IMS-AGW interface (Iq)
5.1
Requirements 
Editor's Note: this clause intends to capture stage 2 requirements for the Iq profile. Contents of this clause are expected to be moved to 3GPP TS 23.334 once stable. 
5.1.1
End-to-access edge security for TCP-based media using TLS

5.1.1.1
General requirements
5.1.1.2
Specific requirements for session based messaging (MSRP)

5.1.1.3
Specific requirements for conferencing (BFCP)

5.1.2
End-to-end security for TCP-based media using TLS

5.1.2.1
General requirements

5.1.2.2
Specific requirements for session based messaging (MSRP)

5.1.2.3
Specific requirements for conferencing (BFCP)

5.2
Procedures 

Editor's Note: this clause intends to capture stage 2 procedures for the Iq profile. The procedures will show the H.248 interactions for the main call flows. Contents of this clause are expected to be moved to 3GPP TS 23.334 once stable.

5.2.1
End-to-access edge security for TCP-based media using TLS

5.2.1.1
Procedures for session based messaging (MSRP)

5.2.1.2
Procedures for conferencing (BFCP)

5.2.2
End-to-end security for TCP-based media using TLS

5.2.2.1
Procedures for session based messaging (MSRP)

5.2.2.2
Procedures for conferencing (BFCP)

6
IBCF/ TrGW interface (Ix)

Editor's Note: References to the Iq clause should be made wherever requiremenys & procedures are common across profiles, rather than duplicating text.
6.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Ix profile. Contents of this clause are expected to be moved to 3GPP TS 29.162 once stable. 
6.1.1
End-to-access edge security for TCP-based media using TLS

6.1.1.1
General requirements

6.1.1.2
Specific requirements for session based messaging (MSRP)

6.1.1.3
Specific requirements for conferencing (BFCP)

6.1.2
End-to-end security for TCP-based media using TLS

6.1.2.1
General requirements

6.1.2.2
Specific requirements for session based messaging (MSRP)

6.1.2.3
Specific requirements for conferencing (BFCP)

6.2
Procedures 

Editor's Note: this clause intends to capture stage 2 procedures for the Ix profile. The procedures will show the H.248 interactions for the main call flows. Contents of this clause are expected to be moved to 3GPP TS 29.162 once stable.

6.2.1
End-to-access edge security for TCP-based media using TLS

6.2.1.1
Procedures for session based messaging (MSRP)

6.2.1.2
Procedures for conferencing (BFCP)

6.2.2
End-to-end security for TCP-based media using TLS

6.2.2.1
Procedures for session based messaging (MSRP)

6.2.2.2
Procedures for conferencing (BFCP)

7
MRFC/ MRFP interface (Mp)

Editor's Note: References to the Iq clause should be made wherever requirements & procedures are common across profiles, rather than duplicating text.
7.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Mp profile. Contents of this clause are expected to be moved to 3GPP TS 23.333 once stable.
7.1.1
End-to-access edge security for TCP-based media using TLS

7.1.1.1
General requirements

7.1.1.2
Specific requirements for session based messaging (MSRP)

7.1.1.3
Specific requirements for conferencing (BFCP)

7.1.2
End-to-end security for TCP-based media using TLS

7.1.2.1
General requirements

7.1.2.2
Specific requirements for session based messaging (MSRP)

7.1.2.3
Specific requirements for conferencing (BFCP)

7.2
Procedures 

Editor's Note: this clause intends to capture stage 2 procedures for the Mp profile. The procedures will show the H.248 interactions for the main call flows. Contents of this clause are expected to be moved to 3GPP TS 23.333 once stable.

7.2.1
End-to-access edge security for TCP-based media using TLS

7.2.1.1
Procedures for session based messaging (MSRP)

7.2.1.2
Procedures for conferencing (BFCP)

7.2.2
End-to-end security for TCP-based media using TLS

7.2.2.1
Procedures for session based messaging (MSRP)

7.2.2.2
Procedures for conferencing (BFCP)

8
3GPP- ITU-T H.248 requirements gap analysis

Editor's Note: this clause will review the work in progress in ITU-T related to support of TLS for media security, identify the ITU-T extensions necessary to fulfil the 3GPP requirements, and  identify any potential missing gaps that should be taken into account by ITU-T Q3/16.
9
Conclusions and Recommendations
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