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* * * Next Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [2].

NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [2].
Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy rules to a near-end NAT in the media flow. 
Remote (far-end) NAT traversal: the operation of adapting the IP addresses so that the packets in the media flow can pass through a far-end (remote) NAT.


NAPT control and NAT traversal: controls network address translation for both near-end NA(P)T and far-end NA(P)T
TLS-client: the entity that initiates a TLS session establishment to a server (see RFC 5246 [x6]). 
TLS-server: the entity that responds to requests for TLS session establishment from clients (see RFC 5246 [x6]).  
TLS endpoint: either a TLS-client or a TLS-server.
Convention:

Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:

Access Leg

Access Transfer Control Function (ATCF)

Access Transfer Gateway (ATGW)

Remote Leg
Target Access Leg

Source Access Leg
* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ATCF
Access Transfer Control Function

ATGW
Access Transfer Gateway
BFCP
Binary Floor Control Protocol
e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

ECN
Explicit Congestion Notification
ECN-CE
ECN Congestion Experienced
IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network
MSRP
Message Relay Protocol
NA(P)T
Network Address and optional Port Translation
NAPT
Network Address Port Translation
NAT
Network Address Translation

NA(P)T-PT
NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF
Proxy-CSCF
SRVCC
Single Radio Voice Call Continuity

* * * Next Change * * * *

5.11
IMS Media Plane Security
5.11.1
General
The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [12]. They may support end-to-access edge security, or end-to-end security, or both for 
1. -
RTP-based media (such as e.g. audio, video information) using SRTP security, and/or
2. -
TCP-based media (such as MSRP and BFCP) using TLS security 
{Comment#02 (CT4#60 meeting): it was discussed whether TCP bearer connection handling should be considered  application protocol specific or application independent. Application specific would result in MSRPoTCP, BFCPoTCP (possible others in future) sections, which looks odd.
TCP stage 2 should be rather application protocol independent specified}
NOTE 1:
Other IP application protocols (such as T.38-over-UDPTL/UDP) are out of scope of IMS media plane security. 

If supported the IMS-ALG and the IMS-AGW shall use the procedures in the following two subclauses.

NOTE 2:
For the support of end-to-end security, the presence of an IMS-ALG is not required. 

5.11.2
End-to-access-edge Security

5.11.2.1
End-to-access-edge security for RTP based media using SDES

* * * Next Change * * * *

5.11.2.x
End-to-access-edge security for TCP-based media using TLS
5.11.2.x.1
General
End-to-access edge protection of MSRP (see IETF RFC 4975 [x1]) and BFCP (see IETF RFC 4582 [x2]) traffic is based on TLS (see IETF RFC 4346 [x5] and IETF RFC 5246 [x6]). 
Procedures for the IMS-ALG to determine if end-to-access edge security for MSRP or BFCP is applicable to a session and to exchange the cryptographic information (i.e. certificate fingerprints) over SDP with the served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11]. 
{Comment#03 (CT4#60 meeting): there might be the need for a dedicated clause on “IMS-ALG level information for media plane security control”. At this stage there are many assumptions what could be available or not. There might be principally following kind of information:
1) explicit SDP attributes in SIP signalling (such as SDP attributes a=fingerprint, a=connection, a=setup, …);
2) implicit, direction of SDP O/A procedures at SIP level;
3) local information concerning AN type (e.g., remote NAT device or not; i.e. similar assumption as with H.248.37);
4) local policies; or/and
5) others?}
5.11.2.x.2
TLS transport mode

TLS shall be supported over TCP transport (see IETF RFC 793 [x3]).
NOTE:
Support of TLS over other reliable transport protocol e.g. SCTP is not required. 
{Comment#04 (CT4#60 meeting): BFCP supports principally two transport modes, TCP and UDP (IETF RFC 4582bis). [eMEDIASEC] covers BFCPoTCP but not BFCPoUDP. However, such a use case needs firstly work in SAx.
Transport security for BFCPoUDP would lead to BFCPoDTLS/UDP, i.e. additional support of DTLS besides TLS.}
5.11.2.x.3
IMS-AGW mode of operation
The IMS-ALG and IMS-AGW shall support the following TLS interworking scenarios: 
1) TLS to non-TLS interworking 
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Figure 5.11.2.x.3.1: TLS (IMS Access Network) to non-TLS (IMS Core Network) interworking
2)
TLS to TLS interworking 
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Figure 5.11.2.x.3.2: TLS (IMS Access Network) to TLS (IMS Access Network) interworking

NOTE:
This scenario corresponds to a local call with e2ae applied for both UEs. TLS to TLS interworking can also apply between the IMS Access Network and the IMS Core Network if TLS-based cryptographic protection is also used inside the core network. In this case, when e2ae security is used, TLS has to be established also from the IMS-AGW towards the IMS Core Network. This use case is permitted but not further described in this specification. 
{Comment#05 (CT4#60 meeting): the use case as such wasn’t objected. It was noted that there might be application-specific variations such as
a) BFCP: always pure client/server communication between IMS UE and MRFP
b) MSRP: also IMS UE to IMS UE communication possible (besides client/server)}
{Comment#06 (CT4#60 meeting): it was noted that there’s a significant difference between “e2e (TLS-to-TLS)”  and “2 ( e2ae (TLS-to-TLS)”), because there’s a single encryption key in the first scenario, but two (different) keys in the 2nd scenario (TBC). This implies IMS-AGW internal TLS-to-non-TLS interworking at each H.248 termination. This is related to the question whether Iq is only focusing on “half call models” or whether also MG-internal “interworking behaviour” (IWF) should be covered?}
{Comment#07 (CT4#60 meeting): to “2 ( e2ae (TLS-to-TLS)” and IMS-AGW internal behaviour. Following possible use cases were mentioned for the scenario when the IMS-AGW receives a TLS closure alert (i.e., TLS session release indication) at one H.248 termination (say Ta)):
Option I: the IMS-AGW releases the TLS session at Ta, but keeps the TLS session unchanged at Tb. The communication could theoretically still continued; unencrypted at Ta and encrypted at Tb.
Option II: the IMS-AGW releases the TLS session at Ta and starts also TLS session release at Tb ..
Option III: the IMS-AGW releases the TLS session at Ta and notifies firstly the IMS-ALG. The IMS-ALG decides then the further proceeding (e.g. keep bearer path, start release of TLS (and possibly also TCP).
Option IV: the IMS-AGW is even not allowed to release the TLS session at Ta, must firstly notify the IMS-ALG …}
{Comment#08 (CT4#60 meeting): it was mentioned that such scenarios may be better discussed firstly by DISC docs …)}
{Comment#09 (CT4#60 meeting): it was noted that the local call scenario for SRTP-based media security was not documented, i.e, “2 ( e2ae (SRTP-to-SRTP)”. This might be just a gap in clause 5.11.2.1, or there’s just no need? For discussion …}
Editor's Note: potential requirements for support of TLS interworking between two TLS domains with different TLS profiles are FFS. 

The IMS-ALG shall control the TLS and TCP specific characteristics of each Iq termination: 

· the IMS-ALG shall create a TCP bearer endpoint on both terminations and indicate for each TCP endpoint whether it shall act as a TCP client or TCP server;
· the IMS-ALG shall instruct the IMS-AGW to provide for each TCP endpoint a stateful TCP connection state machine to deliver the TCP-byte stream in a reliable and ordered manner to the above TLS layer within the IMS-AGW. I.e. the end-to-end TCP connection is partitioned in two TCP connection legs by the IMS-AGW;
{Comment#10 (CT4#60 meeting): the type of “protocol handling” for TCP endpoints was discussed with respect to a “full protocol termination” versus a “lightweight TCP-to-TCP interworking. This topic is related to the “assured transport service” property of TCP, i.e., SN/AN number handling, retransmissions, etc.
This aspect would be important if the TLS decryption process (TLS to non-TLS) would be dependent on TCP packet loss. I.e., shall the IMS-AGW be able to detect missing incoming TLS/TCP packets (and request retransmission), or could be the IMS-AGW “TCP packet sequence number agnostic”, and delegate the retransmission just to the remote TCP endpoint?
It may be noted that this topic is not implementation specific, rather TLS service related.}
{Comment#11 (CT4#60 meeting): further background
The TLS service related aspects are known as “loss-insensitive messaging” in TLS/DTLS.
=> In TLS's traffic encryption layer (called the TLS Record Layer),  records are not independent.  There are two kinds of inter-record    dependency: …
The TLS handshake protocol and the TLS record protocol did both (originally) expect a loss-less underlying transport (as given by TCP).
This implies basically a “full TCP protocol termination” by the IMS-AGW (for H.248 TLS (or DTLS) terminations).
However, the TLS evoluation and DTLS alignment (note: DTLS is UDP-based) did lead to TLS protocol updates in order to relax “packet inter-dependencies”.
In short, - the IMS-AGW could behave as so-called
1. Lightweight TCP proxy for 
a. TLS-to-TLS (= e2e security) or 
b. non-TLS-to-non-TLS  (= no transport security) or
c. TLS-to-non-TLS (in case of e.g., TLSv1.2 (?))
2. Statefull TCP proxy for
a. TLS-to-non-TLS (e.g. TLSv1.0)
Conclusion: the appropriate TCP mode is not really implementation specific to IMS-AGWs, rather dependent on service (& protocol) specific conditions.  …}
the IMS-ALG shall create a TLS endpoint on Iq termination(s) supporting a TLS session and shall indicate for each TLS endpoint whether it shall act as a TLS server or TLS client.
The IMS-AGW shall support application-agnostic interworking for TLS-based e2ae scenarios, i.e. transparent forwarding of application data (e.g. MSRP or BFCP).
Editor's Note: potential requirements for application-aware interworking for TLS-based e2ae scenarios are FFS; this may be required e.g. in MSRP scenarios with NAT-T or local NAT support – although this is not specific to TLS-based media security. 
5.11.2.x.4
Requirements on TLS procedures
5.11.2.x.4.1
TLS profile
An IMS-AGW which supports e2ae security for MSRP and/or BFCP shall support media integrity protection and media confidentiality protection. When IMS media plane security is used for MSRP or BFCP, media confidentiality protection should be used and media integrity protection may be used.

The IMS-AGW shall support and use TLS (TLS versions, ciphersuites, optional TLS compression …) as specified by the 3GPP TLS profile in Annex E of 3GPP TS 33.310 [x9], with the following additions or modifications.  

TLS 1.0 [x] (RFC 2246 [x7]) may also be supported. 
Editor's note: It is FFS whether support of TLS 1.0 should be mandated.
Editor's note: Compression methods can affect the processing resources required by the IMS-AGW for the TLS session. It is FFS whether the use of compression should be discouraged.
{Comment#12 (CT4#60 meeting): it was quested whether specific TLS domain profile elements of 33.310 should be explicitly mentioned (such as TLS protocol versions), or whether just a reference to 33.310 would be sufficient.)}
Pre-shared keys shall not be used for e2ae media security. E2ae protection of MSRP or BFCP based media shall be based on the cipher suites and session keys negotiated via the TLS handshake between the UE and the IMS-AGW. The TLS endpoints shall mutually authenticate during the TLS handshake using certificates, with the certificate fingerprints being transmitted using SDP in the SIP level SDP offer-answer exchange between the UE and the IMS-ALG, as specified in 3GPP TS 33.328 [12]. 

The IMS-AGW shall be provisioned with the set of TLS parameters applicable in the TLS domain (TLS versions, cipher suites, compression methods, certificates… ). The IMS-AGW shall autonomously negotiate the TLS protocol configurations with the peer TLS node based on the locally provisioned parameters.  
NOTE:
The IMS-ALG does not need to know or audit the detailed TLS capabilities of the IMS-AGW (supported TLS versions, ciphersuites…). 

Editor's note: It is FFS whether an IMS-AGW may be connected to different TLS domains (with different TLS parameters) e.g. for different IMS access networks, and thus whether the Iq profile should allow an IMS-ALG to provide a TLS domain identifier to the IMS-AGW upon creation of a TLS endpoint. 
5.11.2.x.4.2
TLS session establishment
The IMS-AGW shall support both the TLS server and TLS client mode. 
The IMS-ALG shall create a TLS endpoint on Iq termination(s) supporting a TLS session and indicate to the IMS-AGW the TLS server/client role in which the IMS-AGW shall operate. 
Editor's note: how the IMS-ALG instantiates a TLS endpoint is FFS (e.g. via the "TCP/TLS" proto in the SDP m line – see IETF RFC 4572 [x8],  or a "TCP/TLS" generic bearer property).

Editor's Note: it is FFS whether the TLS endpoint role should always be coupled to the role of the TCP layer.
For each MSRP or BFCP media stream to be set-up with e2ae security, the IMS-ALG shall send the certificate fingerprint received from the IMS UE to the IMS-AGW via the SDP fingerprint attribute (see IETF 4572 [x8]), and vice versa, the IMS-AGW shall send the fingerprint of its certificate to the IMS-ALG in the response of the TLS endpoint creation using the same SDP attribute.
The IMS-AGW shall, upon reception of a certificate fingerprint, use the certificate fingerprint to verify the establishment of the TLS session to belong to the served user, i.e. the IMS-AGW shall compute the fingerprints of the certificate received from the remote TLS endpoint during the TLS handshake and verify that it corresponds to the fingerprint received from the IMS-ALG. If the verification fails or if no fingerprint is received from the IMS-ALG, the IMS-AGW shall regard the remote TLS endpoint as not authenticated, terminate the TLS session and report the unsuccessful TLS session setup to the IMS-ALG.
{Comment#13 (CT4#60 meeting): it was mentioned that there might be race conditions between control plane (SIP & H.248 signalling) and media plane. There might be principally “early media” (unencrypted or encrypted)) at bearer path level. Such a condition could lead to a delayed bearer establishment …
Note: see also comment#14}
When acting as a TLS-client, the IMS-AGW shall include the highest TLS versions into the initial TLS handshake message (ClientHello). When acting as a TLS-server, the IMS-AGW shall select the highest TLS-version present in the list of TLS versions offered by the TLS-client and provisioned locally for the TLS domain.
When the TLS session has been established, the IMS-AGW may notify the successful TLS session establishment towards the IMS-ALG (if the IMS-ALG needs this information, such as for other control plane procedures).
Editor's note: if above requirement wouldn’t be agreed, then it should be replaced by:

When the TLS session has been established, the IMS-AGW should not notify the successful TLS session establishment towards the IMS-ALG …
When the TLS session has been established, the IMS-AGW shall be prepared to convert unprotected MSRP or BFCP packets to protected MSRP or BFCP packets and vice versa and send the packets to the UE or receive them from the UE.
{Comment#14 (CT4#60 meeting): it was noted that explicit stage 2 text is yet missing concerning the expected IMS-AGW behaviour concerning the handling of already incoming TCP packets, - either at the H.248 TLS/TCP termination or/and the H.248 TCP termination -, when the TLS session establishment is not yet finalized … (e.g., due to race conditions between network control plane and media plane)}
5.11.2.x.4.3
TLS session termination
The IMS-AGW shall terminate the TLS session as specified in IETF 5246 [x6] (or IETF RFC 4346 [x5]) upon any of the following events:
· reception of a close notify Alert (normal termination) or a fatal alert (abnormal termination) message from the remote TLS endpoint; 
· termination of the underlying TCP connection e.g. due to a received TCP-FIN or TCP-RST; 
· detection of a non-recoverable TLS error condition, e.g. authentication failure during the initial TLS handshake;
· reception of a request from the IMS-ALG to release a TLS media stream endpoint.
After terminating the TLS session, the IMS-AGW shall autonomously initiate the release of the underlying TCP connection (if not already done), notify the IMS-ALG (if requested by the latter) about the TLS session termination with the reason for the session termination, and autonomously trigger the termination of the TLS session (for a TLS endpoint) and the TCP connection on the peer stream endpoint (in the same context).
Editor's note: it is FFS whether the IMS-AGW needs to notify the IMS-ALG upon a normal TLS session termination. 
5.11.2.x.4.4
TLS session error alert handling
The TLS alert protocol is terminated by the IMS-AGW in the e2ae scenario. The IMS-AGW shall autonomously generate and process TLS error alerts as specified in IETF 5246 [x6] (or IETF RFC 4346 [x5]). The IMS-ALG is not required to be aware of any TLS error alerts. 
Editor's Note: above information represents the present understanding, but requires further checking. There are a number of TLS error alert types which still needs to be checked. If there are any call dependent impact by received TLS error alerts, then it is expected that the IMS-AGW would map them on existing and already supported H.248.8 error codes. 

5.11.2.x.4.5
Other TLS procedures
Editor's note: it is FFS whether the IMS-AGW needs to support renegotiation of the security parameters for an existing TLS session. i.e. be able to initiate or respond to a renegotiation request.
Editor's note: it is FFS whether the IMS-AGW needs to support the session resume as specified by the TLS RFCs.
5.11.2.x.5
Requirements on TCP procedures
5.11.2.x.5.1
TCP connection establishment
The IMS-AGW shall support TCP (see IETF RFC 793 [x]) and support both the TCP-server and TCP-client mode. 
The IMS-ALG shall instruct the IMS-AGW to instantiate a TCP endpoint and to provide for each TCP endpoint a stateful TCP connection state machine to deliver the TCP-byte stream in a reliable and ordered manner to the above TLS layer within the IMS-AGW. I.e. the end-to-end TCP connection is partitioned in two TCP connection legs by the IMS-AGW.

Editor's note: how the IMS-ALG instantiates a TCP endpoint is FFS (e.g. via the "TCP" or "TCP/TLS" proto in the SDP m line  – see IETF RFC 4145 [x4] and IETF RFC 4572 [x8], or a "TCP" or "TCP/TLS" generic bearer property).
The IMS-ALG shall indicate to the IMS-AGW the TCP server/client role in which the IMS-AGW shall operate according to the TCP-connection mode negotiated with the peer endpoint via call control signaling (SDP Offer/Answer).
The IMS-ALG shall request the IMS-AGW, when acting as a TCP-client, to setup the TCP connection towards the peer TCP endpoint. Once so instructed, the IMS-AGW shall initiate the TCP connection setup handshake without any further involvement of the IMS-ALG.
5.11.2.x.5.2
TCP connection release

The IMS-AGW shall close the TCP connection as specified in IETF 793 [x3] upon any of the following events:

· reception of TCP connection release request from the remote TCP endpoint; 

· detection of a non-recoverable TCP error condition;

· reception of a request from the IMS-ALG to release a TCP media stream endpoint. 

Upon receipt of a TCP-FIN from the remote TCP endpoint for an established TCP connection, the IMS-AGW shall return a TCP-FIN autonomously (i.e. duplex closure of the TCP connection).
NOTE:
Receipt of a TCP-FIN indicates a half-closure indication. 
After releasing a TCP connection, the IMS-AGW shall autonomously initiate the release of any TLS session carried by this TCP connection if not already done (see subclause 5.11.2.x.3.3), notify the IMS-ALG (if requested by the latter) about the TCP connection termination with the reason for the session termination, and autonomously trigger the termination of the TCP connection and/or TLS session on the peer stream endpoint.
5.11.2.x.6
Requirements on performance and fault monitoring
Reporting of statistics related to TLS sessions and underlying IP transport connections (here TCP) from the IMS-AGW towards the IMS-ALG is not required.
* * * End of Changes * * * *
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