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1. Introduction
As discussed in last CT4 meeting, the NAT remapping can be an issue for H(e)NB use case
2. Reason for Change
2.1
NAT remapping

The NAT mapping may be changed if the NAT is rebooted, or the UDP port number is reallocated. In either case, the node behind a NAT may have a new IP address and UDP port number assigned. NAT remapping is very common with residence RG. And it can be happened very often. To avoid service interruption, dynamic IKEv2 update shall be supported.  
For H(e)NB case, NAT remapping means the S1 session may have to be re-established. To avoid S1 session reestablishment, it was agreed in last CT4 meeting at TR 29.839, MOBIKE may be supported by H(e)NB and SeGW if the NAT mappings changes as defined in IETF RFC 5996.

2.2
Updating SeGW
As specified in RFC5996 section 2.23:

       “There are cases where a NAT box decides to remove mappings that are still alive (for example, the keepalive interval is too long, or the NAT box is rebooted).  This will be apparent to a host if it receives a packet whose integrity protection validates, but has a different port, address, or both from the one that was associated with the SA in the validated packet.”

At NAT remapping, the SeGW may receive a packet with integrity protection validates, but has a different port, address, or both from the H(e)NB that was associated with the SA in the validated packet. According to the RFC5996, if the SeGW does not support MOBIKE, SHOULD use the new IP address and port number received in the validated packet for any downlink traffic sent to the H(e)NB. The SeGW SHOULD store this new address and port combination for the SA. 
Note, the RFC is using the word “SHOULD” for this dynamic update procedure. And “SHOULD” is only a recommendation for implementation in IETF terminology. 

In the same section of the RFC, it also indicates that this dynamic address update is only recommended if other secure update method, such as MOBIKE, is not supported. The security concern of this dynamic address update procedure is that it opens a possible Denial-of-service attach. When IKEv2 over NAT, UDP encapsulation is used which means the outer IP header is not protected. Any unfriendly user can copy the validated packet sent by the H(e)NB and change the outer IP header before forwarding to the peer IKEv2 node which is the SeGW. This modified packet will trigger the dynamic address update procedure in the SeGW. For the same security reason, MOBIKE is recommended by the RFC as a security way for IKEv2 SA recovery at NAT mapping change case. 
Although the NAT remapping problem can be solved by creating new IKE and IPsec SAs when the addresses need to be changed, this may not be optimal.  Creating a new IKE_SA may require additional H(e)NB verification including AAA authentication. Creating new SAs often involves expensive calculations and possibly a large number of round-trips.  For these reasons, MOBIKE protocol specified in RFC4555 is recommended by the RFC5996. 

The main scenario for MOBIKE is enabling an IKEv2 node to update its outer IP address using established IPSec SA without re-establishing all SAs with other IKEv2 peer node. The MOBIKE update address message are encrypted, integrity protected, and replay protected using the existing IKE_SA. This assures that no one except the two IKEv2 peer nodes can, for instance, give a control message to change the addresses.

For the H(e)NB case, the MOBIKE allows the H(e)NB to update its local IP address to the SeGW without disconnect the S1 AP and S1-U session. MOBIKE updates only the outer (tunnel header) addresses of IPsec SAs. The inner addresses used for the S1 AP and S1-U session will stay unchanged.  Thus, the updates due to the NAT remapping can be invisible to EPC, including H(e)NB GW/MME/SGW/SGSN.

In section 3.8 of the RFC4555, the detail procedure of NAT mapping change detection and updating. It is recommended to use MOBIKE to security update the IKEv2 peer node at NAT mapping change case.  
Note:
MOBIKE is mandatory supported by ePDG and it is optional supported by a UE over WLAN. Both H(e)NB and SeGW shall support at least the same security level.  

2.3
Updating MME
Once the NAT mapping is changed, the MME shall be updated as well. Currently in 23.139, it is unclear how the MME is updated. 

· How the MME receives the updated H(e)NB address?

· When the updated H(e)NB address is received, shall the MME trigger the update procedure towards SGW/PGW?  
3. Conclusions

As discussed above, the followings are recommended:

· To avoid service interruption due to NAT remapping, dynamic IKEv2 update shall be supported.  

· Both H(e)NB and SeGW shall support MOBIKE as mandatory function to avoid any security issue at NAT mapping change case. 
· Once the NAT mapping is changed, the updating MME procedure shall be clearly defined by SA2.
