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0
Brief Summary
Media encryption for RTP bearer traffic is supported in IMS since Rel-9, e.g. by the IMS-AGW (Iq). In the meanwhile, SA3 has prepared media encryption for non-RTP bearer traffic, which is effectively so far TCP for MSRP (application “instant messageing”) and BFCP (application “floor control signalling”). The TCP traffic of both applications would be typically routed via an IMS-AGW. Media encryption technology for TCP would be TLS, however, the IMS is not yet supporting TLS, which would affect a number of reference points in the control plane (such as Gm, Iq) and bearer plane (typically Mb).
1
Request
The purpose of this discussion paper is to query 
1. any interest in getting IMS ready for media encryption for TCP traffic?

2. willingness to extend H.248 interface(s) such as Iq (which is in scope of CT3)?

2
Comparison
Figure 1 provides a high-level comparison between IMS media plane security for SRTP (Rel-9) and TLS (Rel-11?). Support of media encryption was started by 33.828, but with a limited scope on RTP traffic only. TCP bearer traffic was out of scope of this TR. Thus, extended IMS media security is subject of 33.829 which covers now also TCP bearer traffic.
We’d like to note, - from pure TLS point of view -, that

· IMS signalling security is already supported for SIP-over-TLS/TCP, but not

· IMS media security for bearer traffic X-over-TLS/TCP (with X equal to MSRP, BFCP).

The relevant security model (from CT3 perspective) would be 33.829 “e2m”, -

[…] As for media security for RTP based traffic (specified in TS 33.328), protection may be offered for the access only, i.e. via a TLS connection between the IMS UE and an intermediate node within the core network. This is called e2m security in the following.

- which is effectively similar to the 33.828 “e2ea” model (e.g., from Iq point of view).

The other security model “e2e” is supported by 33.828 and 33.829, which implies the forwarding of encrypted media packets by the IMS-AGW.

3
Summary
Extend IMS media plane security is defined by 33.829 and requests TLS support for TCP bearer traffic. 33.829 status seems to be still draft (?) due to version V0.0.10 (2012-02), however, the TLS material appears to be already fairly detailed and stable, at least sufficient enough for starting the extensions of relevant IMS H.248 interfaces for support of e2m and e2e security support.
Purpose of this paper is to get feedback whether that media security capability should be introduced to IMS (Rel-11?, Rel-11+?) or not?
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Figure 1: IMS media plane security – SRTP (Rel-9) and TLS (Rel-11)
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