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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document  defines the Diameter-based interfaces specific to SMS when they are used in conjunction with the "SMS in MME" architecture specified in 3GPP TS 23.272 [2]. It comprises:

-
the Diameter application for the interface between the HSS and the SMS-GMSC or the SMS Router and between the SMS-GMSC and the SMS Router;

-
the Diameter application for the interface between the MME and the SMS-IWMSC or the SMS-GMSC or the SMS Router and between the SMS-GMSC and the SMS Router.

Editor’s note: the name of the interfaces will be included if names are allocated for these interfaces.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.272: "Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".

[3]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[4]
3GPP TS 29.272: "Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".

[5]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; Protocol details".

[6]
IETF RFC 2234: "Augmented BNF for Syntax Specifications: ABNF".
[7]
IETF RFC 3588: "Diameter Base Protocol".
[8]
IETF RFC 5516: "Diameter Command Code Registration for the Third Generation Partnership Project (3GPP) Evolved Packet System (EPS)".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
General
4.1
Introduction


This clause will indicate the interfaces used in SMS in MME architecture covered with Diameter based protocols in the TS .It may describe architecture aspects related to these interfaces
4.2
Use of Diameter Base protocol
This section shall contain general information on the usage of the diameter protocol
4.3
Securing Diameter messages

This subclause shall contain information on the security aspects of the diameter protocol
4.4
Accounting functionality
This section shall contain information on the accounting aspects of the diameter protocol, if applicable
4.5
Use of sessions
This subclause shall contain information on how diameter sessions are managed in the diameter application(s) described in this TS
4.6
Transport protocol

This subclause shall contain information the transport protocol to be used by the diameter application(s) described in this TS
4.7
Advertising application support

This subclause shall contain information on how the different entities involved in the diameter application(s) described in this TS will advertise their support of such applications.
4.8
Diameter Application Identifier

This subclause shall contain the application identifier, to be allocated by IANA, for the diameter applications(s) described in this TS
5
Diameter based interface between HSS and central SMS functions
Editor’s note: the name of the interface will be included when a name is allocated to the Diameter based interface between HSS and central SMS functions. 
5.1
Introduction

5.2
Procedures description

This clause will describe the procedures and the information elements used for the interface between HSS, SMS-GMSC and SMS Router.
5.3
Protocol specification
.
5.3.1
Routing considerations

This section shall contain information on the routing aspects of the diameter application(s) described in this TS
5.3.2
Commands

This clause will describe the Command codes and the Command ABNF. 

5.3.4
AVPs
This clause will give the list of AVPs with their codes, the use of M, V bits and a description of the AVPs . 

5.3.4.1
General

5.3.5
Result Codes and Experimental-Result values
6
Diameter based interface between MME and central SMS functions
Editor’s note: the name of the interface will be included when a name is allocated to the Diameter based interface between MME and central SMS functions.
6.1
Introduction

6.2
Procedures description

This clause will describe the procedures and the information elements used for the interface between MME, SMS-GMSC and SMS Router.
6.2.1
MO Forward Short Message procedure

6.2.1.1
General
This procedure shall be used between the serving MME and the SMS-IWMSC to forward mobile originated short messages from a mobile user to a Service Centre.
This procedure is used according to the call flows described in 3GPP TS 23.040 [3] clause 10.

Table 6.2.1.1/1 specifies the involved information elements for the request.

Table 6.2.1.1/2 specifies the involved information elements for the answer.

Table 6.2.1.1/1: MO Forward Short Message Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	 Description

	SM RP DA


	User-Name (See IETF RFC 3588 [7])
	M
	This information element shall contain the Service Centre address received from the mobile station.  

	SM RP OA


	MSISDN
	M
	This information element shall contain the MSISDN of the user



	SM RP UI
	SM-RP-UI
	M
	This information element shall contain the short message transfer protocol data unit

	Supported Features
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Editors’ note: AVP names to be further investigated, in particular about MSISDN to be future safe, if new identifiers are introduced.

Table 6.2.1.1/2: MO-Forward Short Message Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	 Description

	Result


	Result-Code / Experimental-Result
	M
	This information element shall contain the result of the operation with an indication of the success / errors.

The following errors are applicable in this case:

· Facility Not Supported;

· System Failure;

· SM Delivery Failure;

· Unexpected Data Value.

	SM Delivery Failure Cause 
	SM-Delivery- Failure-Cause
	C
	If the Result information element indicates " SM Delivery Failure ", this information element shall be present and indicate one of the following 
· unknown Service Centre address;

· Service Centre congestion;

· invalid Short Message Entity address;

· subscriber not Service Centre subscriber;

· protocol error

To be completed.

	SM RP UI
	SM-RP-UI
	O
	This information element may contain a short message transfer protocol data unit in the message delivery acknowledgement from the SMS-IWMSC to the MME

	Supported Features
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Editor’s note: Descriptions of information elements and of the errors specified in the Result and Error Diagnostic information element are currently based on of those specified in MAP-MT-FORWARD-SHORT-MESSAGE and should be confirmed.

Editor’s note: To review the possible duplications with stage 2 text from 3GPP TS 23.040 and 3GPP TS 23.272 in the detailed behaviour descriptions.

6.2.1.2
Detailed behaviour of the MME
The MME shall make use of this procedure to forward mobile originated short messages received from the UE to the SMS-IWMSC associated to the SMS-SC indicated by the UE. The MME shall check if the SMS related subscription data (e.g. ODB data and Call Barring) allows forwarding the short message.
6.2.1.3
Detailed behaviour of the SMS-IWMSC
When receiving the MO Forward Short Message Request, the SMS-IWMSC shall check if the SMS-SC is known, if it is not, a DIAMETER_ERROR_SM_DELIVERY_FAILURE Result and a SM Delivery Failure Cause indicating "unknown Service Centre address" shall be returned to the MME.
The SMS IWMSC shall then pass the short message to the addressed SMS-SC.

If the SMS-SC returns a negative acknowledgement, a DIAMETER_ERROR_SM_DELIVERY_FAILURE Result and a SM Delivery Failure Cause indicating the cause given by the SMC-SC shall be returned.
If the SMS-SC returns a positive acknowledgement to the SMS IWMSC, a DIAMETER_SUCCESS Result shall be returned to the MME.

6.2.2
MT Forward Short Message procedure

6.2.2.1
General
This procedure shall be used between the G-MSC and the serving MME (transiting an SMS Router, if present) to forward mobile terminated short messages.
This procedure is used according to the call flows described in 3GPP TS 23.040 [3] clause 10.

Table 6.2.2.1/1 specifies the involved information elements for the request.

Table 6.2.2.1/2 specifies the involved information elements for the answer.

Table 6.2.2.1/1: MT Forward Short Message Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	 Description

	SM RP DA


	User-Name (See IETF RFC 3588 [6])
	M
	This information element shall contain an IMSI 

	SM RP OA


	SC-Address
	M
	This information element shall contain the Service Centre address.


	SM RP UI
	SM-RP-UI
	M
	This information element shall contain the short message transfer protocol data unit. 

	TFR-Flags
	TFR-Flags
	C
	This Information Element shall contain a bit mask. Bit 0 indicates  when set if  the Service Centre has more messages to send 

	Supported Features
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Editors’ note: SC-Address AVP creation to be further investigated.

Editors’ note: To confirm there is no use of LMSI for a MME.

Editor’s note: SM Delivery Timer and SM Delivery Start Time defined in the MAP-MT-FORWARD-SHORT-MESSAGE were introduced for IP-SM-GW, it should be considered if they have to be introduced in this procedure.

Editor’s note: The case of More Messages To Send (cf TS 29.002 MAP) to be analysed.

Table 6.2.2.1/2: MT Forward Short Message Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	 Description

	Result


	Result-Code / Experimental-Result
	M
	This information element shall contain the result of the operation with an indication of the success / errors.

The following errors are applicable in this case:

· Unidentified subscriber;

· Absent Subscriber;

· Subscriber busy for MT SMS;

· Facility Not Supported;

· Illegal Subscriber indicates that delivery of the mobile terminated short message failed because the mobile station failed authentication;

· Illegal equipment indicates that delivery of the mobile terminated short message failed because an IMEI check failed, i.e. the IMEI was blacklisted or not white-listed;

· System Failure;

· SM Delivery Failure:

	SM Delivery Failure Cause 
	SM-Delivery- Failure-Cause
	C
	If the Result information element indicates "SM Delivery Failure", this information element shall be present and indicate one of the following:

· memory capacity exceeded in the mobile equipment;

· protocol error;

· mobile equipment does not support the mobile terminated short message service;

To be completed

	SM RP UI
	SM-RP-UI
	O
	This information element may contain a short message transfer protocol data unit in the message delivery acknowledgement from the MME to the Service Center

	Supported Features
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Editor’s note: Descriptions of information elements and of the errors specified in the Result and Error Diagnostic information element are currently based on of those specified in MAP-MT-FORWARD-SHORT-MESSAGE and should be further investigated.

Editor’s note: Content of SM Delivery Failure Cause to be completed in accordance with TS 29.002.
Editor’s note: To review the possible duplication with stage 2 text from 3GPP TS 23.040 and 3GPP TS 23.272 in the detailed  behaviour descriptions.

6.2.1.2
Detailed behaviour of the MME
When receiving a MT Forward Short Message Request, the MME shall check if the IMSI is known,

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.

The MME shall attempt to deliver the short message to the UE.

If the delivery of the short message to the UE is successful, the MME returns a DIAMETER_SUCCESS Result.

If the UE is not reachable, the MME shall set the MNRF flag and shall return a DIAMETER_ERROR_ ABSENT_USER Result.

If the delivery failure to the UE is due to another cause, the MME shall return a Result with the corresponding error listed in table 6.2.2-2.

6.2.1.3
Detailed behaviour of the SMS-GMSC
The SMS-GMSC shall make use of this procedure when it has selected the delivery of a mobile terminated short message to this serving node through the Diameter based interface.

Editor’s note: the interface name will be included when the reference point name is allocated.

NOTE: the SMS-GMSC is not aware that the MT Forward Short Message Request may be routed to a SMS router.

When receiving a successful delivery in the MT Forward Short Message Answer, the SMS-GMSC shall inform the SMS-SC and may inform the HSS of this success according to the Message Waiting Data status it may have received from the HSS.

When receiving a delivery failure in the MT Forward Short Message Answer, the SMS-GMSC may try to attempt a delivery of the short message through another serving node, other wise it shall inform the SMS-SC and the HSS of this delivery failure.

6.2.1.4
Detailed behaviour of the SMS-Router
When a MT Forward Short Message Request is received from the SMS-GMSC, the SMS Router shall forward it to the selected serving node (i.e. MME).

When a MT Forward Short Message Answer is received from the MME, the SMS Router shall forward it to the SMS-GMSC.

Editor’s note: additional description of the MME, SMS-GMSC and SMS-Router behaviours to be brought in particular according to routing considerations.

6.3
Protocol specification

6.3.1
Routing considerations

This clause will contain information on the routing aspects of the diameter application(s) described in this T>
6.3.2
Commands

This clause will describe the Command codes and the Command ABNF. 

6.3.2.1
Introduction

This section defines the Command code values and related ABNF for each command described for the interface.
6.3.2.2
Command-Code values

This section defines Command-Code values for this Diameter application as allocated by IANA in the IETF RFC 5516 [8].
Editor’s note: the interface name will be included when the reference point name is allocated.
Every command is defined by means of the ABNF syntax IETF RFC 2234 [6], according to the rules in IETF RFC 3588 [7]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [7] shall apply.
NOTE:
For this release, the Vendor-Specific-Application-ID is included as an optional AVP in all commands in order to ensure interoperability with diameter agents following a strict implementation of IETF RFC 3588 [7], by which messages not including this AVP will be rejected. IETF RFC 3588 [7] indicates that the AVP shall be present in all proxiable commands, such as those specified here, despite that the contents of this AVP are redundant since the Application ID is already present in the command header. This AVP may be removed in subsequent revisions of this specification, once the diameter base protocol is updated accordingly.
The following Command Codes are defined in this specification:

Table 6.3.2.2/1: Command-Code values for E interface for SMS
	Command-Name
	Abbreviation
	Code
	Section

	MO-Forward-Short-Message Request
	OFR
	xxa
	6.3.2.3

	MO-Forward-Short-Message Answer
	OFA
	xxa
	6.3.2.4

	MT-Forward-Short-Message Request
	TFR
	xxb
	6.3.2.5

	MT-Forward-Short-Message Answer
	TFA
	xxb
	6.3.2.6


For these commands, the Application-ID field shall be set to zzzzzz  (application identifier of the E  interface for SMS application, allocated by IANA).
6.3.2.3
MO-Forward-Short-Message-Request (OFR) Command

The MO-Forward-Short-Message-Request (OFR) command, indicated by the Command-Code field set to xxa and the "R" bit set in the Command Flags field, is sent from MME to SMS-IWMSC.

Message Format

< MO-Forward-Short-Message-Request > ::=
< Diameter Header: xxa, REQ, PXY, zzzzzz >

< Session-Id >
[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ SC-Address }

*[ Supported-Features ]

{ MSISDN }
{ SM-RP-UI }

*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

6.3.2.4
MO-Forward-Short-Message-Answer (OFA) Command
The MO-Forward-Short-Message-Answer Command (OFA) command, indicated by the Command-Code field set to xxb and the 'R' bit cleared in the Command Flags field, is sent from SMS-IWMSC to MME.

Message Format

< MO-Forward-Short-Message-Answer > ::=
< Diameter Header: xxa, PXY, zzzzzz >


< Session-Id >

[ Vendor-Specific-Application-Id ]

[ Result-Code ]

[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
*[ Supported-Features ]
[ SM-Delivery- Failure-Cause ]

[ SM-RP-UI ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

6.3.2.5
MT-Forward-Short-Message-Request (TFR) Command

The MT-Forward-Short-Message-Request (TFR) command, indicated by the Command-Code field set to xxa and the "R" bit set in the Command Flags field, is sent from SMS-GMSC to MME  (transiting an SMS Router, if present).

Message Format

< MT-Forward-Short-Message-Request > ::=
< Diameter Header: xxb, REQ, PXY, zzzzzz  >

< Session-Id >
[ Vendor-Specific-Application-Id ]

{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ User-Name }

*[ Supported-Features ]

{ SC-Address }
{ SM-RP-UI }

*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

6.3.2.6
MT-Forward-Short-Message-Answer (TFA) Command
The MO-Forward-Short-Message-Answer Command (OFA) command, indicated by the Command-Code field set to xxb and the 'R' bit cleared in the Command Flags field, is sent from SMS-IWMSC to MME.

Message Format

< MO-Forward-Short-Message-Answer > ::=
< Diameter Header: xxb, PXY, zzzzzz >


< Session-Id >

[ Vendor-Specific-Application-Id ]

[ Result-Code ]

[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
*[ Supported-Features ]
[ SM-Delivery- Failure-Cause ]

[ SM-RP-UI ]

*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]
6.3.4
AVPs
This clause will give the list of AVPs with their codes, the use of M, V bits and a description of the AVPs. 

6.3.4.1
General

The following table specifies the Diameter AVPs defined for the E interface for  SMS  interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
For all AVPs which contain bit masks and are of the type Unsigned32, e.g., TFR-Flags, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 should be used.
Table 6.3.4.1/1: Interface E for SMS specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	SC-Address
	uuu1
	TBC
	OctetString
	M, V
	
	
	
	No

	SM-RP-UI
	uuu2
	TBC
	OctetString
	M, V
	
	
	
	No

	TFR-Flags
	uuu3
	TBC
	Unsigned32
	M, V
	
	
	
	No

	SM-Delivery- Failure-Cause
	uuu4
	TBC
	TBC
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].
NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table specifies the Diameter AVPs re-used from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within this interface.

Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.4.1/2, but they may be re-used for this interface.
Table 6.3.4.1/2: Interface E for SMS re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	User-Name
	IETF RFC 3588 [pp]
	See section TBC
	Must

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


Editor‘s note: description of AVPs to be added.
6.3.5
Result Codes and Experimental-Result values
6.3.5.1
General
This section defines result code values that shall be supported by all Diameter implementations that conform to this specification.
6.3.5.2
Success

Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully completed. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [7] shall be applied.
6.3.5.3
Permanent Failures
6.3.5.3.1
General
Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [7] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
Editors’ note: the current proposal translates the causes described in table 6.2.2-2 from the ones defined in MAP for MO and MT SM delivery into Diameter Error values of the Experimental-Result AVP or Result-Code AVP. It may be investigated a smaller number of values with the addition of another AVP (e.g. a Diagnostic AVP), but keeping an easy mapping with causes used in MAP.

6.3.5.3.2
DIAMETER_ERROR_USER_UNKNOWN (5001)

This result code shall be sent by the HSS to indicate that the user identified by the IMSI is unknown (see 3GPP TS 29.229 [5]).

6.3.5.3.3
DIAMETER_ERROR_ ABSENT_USER (aaaa)

This result code shall be sent by the MME to indicate that the UE is not reachable.
6.3.5.3.4
DIAMETER_ERROR_USER_BUSY_FOR_MT_SMS (bbbb)

TBC
6.3.5.3.5
DIAMETER_ERROR_FACILITY_NOT_SUPPORTED (cccc)
TBC

6.3.5.3.6
DIAMETER_ILLEGAL_USER (dddd)

TBC

6.3.5.3.7
DIAMETER_ILLEGAL_EQUIPMENT (eeee)
TBC
6.3.5.4
Transient Failures
6.3.5.4.1
General
Result codes that fall within the transient failures category shall be used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [7] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
6.3.5.4.2
DIAMETER_SYSTEM_FAILURE (ffff)
TBC
Annexes are only to be used where appropriate:

Annex <A> (normative):
<Normative annex title>

Annex <B> (informative):
<Informative annex title>

Annex <X> (informative):
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