SA WG2 Temporary Document

Page 3

3GPP TSG CT WG4 Meeting #56bis
C4-120685
Taipei, TW; 16th – 20th April             
Source:
Ericsson
Title:
Discussion Paper on Tunnel management
Document for:
Discussion 

Agenda Item:
11.14.2
Work Item / Release:
BBAI_BBI-CT
1. Introduction

This is a discussion of the tunnel management function at H(e)NB – SeGW interface
2. SA2 Requirements
The follows are the SA2 requirement for the interface H(e)NB – SeGW:
· Interface protocol is IKEv2
· H(e)NB may behind a NATed RG
· If the H(e)NB is behind a NATed RG, the SeGW shall provide the NAT public IP address and port number to the H(e)NB. Then the H(e)NB shall forward it to MME.
3. Stage 3 details
IKEv2 protocol is specified in RFC 5996. There are many functions specified in the RFC as an optional function. For instance, NAT-T function is optional supported by the IKEv2 peer nodes according to the RFC. However, NAT-T function functions is not supported by the H(e)NB and SeGW, the H(e)NB – MME communication cannot be guaranteed if the H(e)NB is behind a NAT.

To guarantee the communication between H(e)NB – MME, the followings IKEv2 functions shall be supported by both the H(e)NB and SeGW:

· IP address allocation using IKEv2 

· NAT-T related functions shall be supported:

· NAT detection, optional function in RFC5996

· If NAT is detected,

· ESP with UDP-Encapsulated-Tunnel mode shall be used, optional function in RFC5996

· Defining the IKEv2 configuration payload for NAT public address discovery, not specified by IETF yet, requested by SA2

· Keepalive procedure shall be supported by H(e)NB, optional function in RFC5996

· Local IP address updating shall be supported by H(e)NB for the case of NAT remapping, optional function in RFC4555.
· Creates Child-SA per dedicated bearer if anti-replay is supported, requested by SA2, already agreed in last CT4 meeting.

4. Proposal
The following stage 3 level details of tunnel management procedures are expected in TR 29.839, section 6.

4.1
IP address allocation
Both static and dynamic IP address allocation shall be allowed. For dynamic IP address allocation, 

· The H(e)NB shall send an IKE_SA_INIT request message to the SeGW in order to setup an IKEv2 security association. Upon receipt of an IKE_SA_INIT response, the H(e)NB shall send an IKE_AUTH request message to the SeGW, including the requested IP address type (IPv4 address or IPv6 prefix) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload as defined in IETF RFC 5996. 

· Upon receipt of an IKE_AUTH request message from the H(e)NB requesting the establishment of a tunnel, the SeGW shall proceed with authentication and authorization as described in 3GPP TS 33.402 [x]. The SeGW shall proceed with IPsec tunnel setup completion and shall relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address information to the H(e)NB. The SeGW shall assign either an IPv4 or IPv6 address to the H(e)NB via a single CFG_REPLY Configuration Payload. The remote IP address shall be used by the H(e)NB for the communication with the MME. 

4.2
NAT-T

NAT Traversal function specified in IETF RFC 5996 shall be supported by H(e)NB and SeGW. Both the H(e)NB and SeGW shall include in the IKE_SA_INIT packets Notify payloads of type NAT_DETECTION_SOURCE_IP and NAT_DETECTION_DESTINATION_IP. 
If NAT is detected, ESP UDP encapsulation with tunnel mode shall be used for IPSec tunnel setup.
If NAT is detected, the H(e)NB shall start sending keepalive packets as defined in IETF RFC 3948. The H(e)NB shall send a NAT-keepalive packet if no other packet to the SeGW has been sent in M seconds.  M is a locally configurable parameter with a default value of 20 seconds.
4.3 NAT remapping

At NAT remapping, the UDP port number may be reassigned by the NAT, and/or local IP address may be reallocated due to NAT restart. In order to provide service continuity, the H(e)NB shall support MOBIKE procedure in the case of NAT remapping as specified in IETF RFC 4555. 
To support MOBIKE, the following procedures are applied:
· The IKE_AUTH request message shall contain in a notify payload an indication that MOBIKE is supported by the H(e)NB.

· IKEv2 performs Dead Peer Detection (DPD) shall be supported to detect if there any NAT remapping as specified in IETF RFC 4555.

· If NAT remapping is detected, the H(e)NB shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The H(e)NB shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the SeGW.

· When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the SeGW shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The SeGW shall reply with an INFORMATIONAL response.

· The SeGW may initiate a return routability check for the new address provided by the H(e)NB, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the H(e)NB. 

· When the H(e)NB receives an INFORMATIONAL request with a COOKIE2 notification present, the H(e)NB shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the SeGW.

· When the SeGW receives the INFORMATIONAL response from the H(e)NB, it shall check that the COOKIE2 notification payload is the same as the one it sent to the H(e)NB. If it is different, the SeGW shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

· If no return routability check is initiated by the SeGW, or if a return routability check is initiated and is successfully completed, the SeGW shall update the IPsec security associations associated with the IKE security association with the new address.

4.4
NAT address discovery

The IKE_AUTH request message shall contain in a notify payload an indication that NAT address discovery is supported by the H(e)NB.

If NAT is detected, the SeGW shall response to the H(e)NB with the NAT address and UDP port number. 

New IKEv2 attribute shall be specified by either IETF or 3GPP.

In case of NAT remapping, the H(e)NB shall update the network with the new assigned IP address and UDP port number. 
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