Page 1



3GPP TSG CT WG4 Meeting #56bis
C4-120615
Taipei, Taiwan; 16th – 20th April 2012

	CR-Form-v10

	CHANGE REQUEST

	

	(

	23.007
	CR
	0203
	(

rev
	-
	(

Current version:
	10.7.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Restarted peer with 2 IP addresses

	
	

	Source to WG:
(

	Nokia Siemens Networks

	Source to TSG:
(

	CT4

	
	

	Work item code:
(

	TEI10
	
	Date: (

	2012-04-16

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
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	Previously CT4#56 Rel-10 CR0200, TS23.007 (C4-120564) was agreed. However, it does not cover other possible use cases.
For example:

1. SGW's restart counter value is set to e.g. 0, which is communicated to an MME.

2. MME sends e.g. a Create Session Request, or even worse, Modify Bearer Request to an IP=A of the SGW.

3. SGW has restarted right before receiving this message and increments the restart counter value to 1.

4. When sending the Create/Modify response, the SGW will include an incremented restart counter in the Recovery IE and:

a. According to subclause 4.2.2.2 in GTPv2 spec, SGW shall copy IP=A into the source address field of the IP header.

b. SGW may put IP=B into "Sender F-TEID for Control Plane" IE.

5. MME receives an incremented restart counter in the Recovery IE (value=1, while the previously stores value=0) and also the above explained two IP addresses. According to the CR0200:

a. MME deletes contexts related to IP=B.

b. MME keeps contexts related to IP=A. Especially in Modify case MME will not delete the dangling contexts.

In practice however the SGW will send an incremented restart counter (value=1) to MME also from IP=A later on, either with Echo Request, or Echo Response. So, MME will delete also all contexts related to IP=A. This however is not apparent from the new text.

It is also important to highlight that GTPv2 has a different from GTPv1-C source IP address handling in an IP header of a response (triggered) message.
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18
GTP-C based restart procedures

Across GTP-C based interfaces an SGSN, GGSN, MME, SGW, PGW and ePDG utilize either GTPv1-C or GTPv2-C Echo Request and Echo Response messages or GTP-C messages containing the Recovery Information Element to detect and handle a restart.

A GTP-C entity shall maintain two Restart counters:

- 
in volatile memory a remote Restart counter of a peer with which the entity is in contact;

-
in non-volatile memory own, or local Restart counter that was sent to a peer.
After a GTP-C entity has restarted, it shall immediately increment all local Restart counters and shall clear all remote Restart counters. 

A GTP-C entity may have a common local Restart counter for all peers, or it may have a separate local Restart counter for each peer.

A GTP-C entity may probe the liveliness of each peer with which it is in contact by sending an Echo Request message (see clause 20 "Path management procedures") . The presence of the Restart counter in Echo Request or in a GTP-C message depends on the GTP-C version and therefore is specified in 3GPP TS 29.060 [8] and 3GPP TS 29.274 [13], respectively. 
If the incremented restart counter is not received with an Echo Request/Response message (i.e. is received with e.g. a tunnel management message), the IP address value in of the IP header may be different from the value in the "IP Address" field(s) of the "Sender F-TEID for Control Plane" IE (GTPv2), or "GSN Address" field of the "GSN Address for signalling" IE (GTPv1-C). In such case, the restarted peer should be identified based on the value in GTP IE.
NOTE 1: 
The source address field of the IP header identifies the restarted peer if the incremented restart counter is received with an Echo Request or Echo Response.

NOTE 2:
If the receiver of the incremented restart counter deletes context based only on the IP address value in GTP IE, then contexts related to the other IP address in the IP header may become dangling. In such case however the subsequent Echo Request or Echo Response will clean up these dangling contexts.
The GTP-C entity that receives a Recovery Information Element in an Echo Response or in another GTP-C message from a peer, shall compare the received remote Restart counter value with the previous Restart counter value stored for that peer entity. 

· If no previous value was stored the Restart counter value received in the Echo Response or in the GTP-C message shall be stored for the peer.

· If the value of a Restart counter previously stored for a peer is smaller than the Restart counter value received in the Echo Response message or the GTP-C message, taking the integer roll-over into account, this indicates that the entity that sent the Echo Response or the GTP-C message has restarted. The received, new Restart counter value shall be stored by the receiving entity, replacing the value previously stored for the peer.

· If the value of a Restart counter previously stored for a peer is larger than the Restart counter value received in the Echo Response message or the GTP-C message, taking the integer roll-over into account, this indicates a possible race condition (newer message arriving before the older one). The received new Restart counter value shall be discarded and an error may be logged.

* * * End of Changes * * * *
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