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4.2
PMIPv6 protocol stacks

Protocol stacks for PMIPv6 are depicted in Figure 4.2-1. The MAG functions are defined in 3GPP TS 23.402 [3], e. g., relaying DHCPv4/DHCPv6 packets between the UE and the DHCP server, forwarding the payload packets between the UE and the LMA.
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Figure 4.2-1: Protocols stacks for PMIP

The Control Plane A is for PMIPv6 signals transported over IPv4, and the Control Plane B is for PMIPv6 signals transported over IPv6. When IPv4 transport is used, UDP encapsulation may be used as described in  IETF RFC 5844 [5].
Possible interworking procedures between PMIPv6 network elements supporting Control Plane C and/or Control Plane A are described in Annex X together with the corresponding migration solutions.
* * * Next Change * * * *

Annex X (Normative): 
Possible migration procedures for PMIPv6 over IPv4 

X.1
General

PMIPv6 signalling messages can be transported over IPv4 by using Control Plane A or Control Plane C as described in subclause 4.2. Control Plane C was added based on draft-ietf-netlmm-pmip6-ipv4-support [yy] in a previous release and it is not supported in future releases of this specification. 
This Informative Annex describes possible optional interworking procedures and migration solutions when the PMIPv6 network elements MAG and LMA are upgraded to support Control Plane A.
X.2
Migration solution based on configuration settings
The MAGs in the PMIPv6 network may as an implementation option be configured to know which PMIPv6 protocol stack is supported by the LMAs in their own network. All MAGs can also be configured to know which PMIPv6 protocol stack is supported by the LMAs of the roaming partners. MAG therefore is able to send PMIPv6 messages using the correct protocol stack per LMA. This migration solution is not further detailed in this Annex.
X.3  
ICMP based interworking and migration solution 
If a MAG supports transport of PMIPv6 over IPv4 over both Control Plane A and Control Plane C protocol stacks, it sends the first PBU to a peer LMA node either to UDP port 4191 (see IETF RFC 5555 [xx]) for Control Plane C protocol stack, or to UDP port 5436 (see IETF RFC 5844) for Control Plane A protocol stack. The choice of which UDP port to send the first PBU may be configurable.

If the LMA does not support the protocol stack according to the received port indication, it returns an ICMP Destination Unreachable message (Type =3) with "port unreachable" (Code=3), see IETF RFC 792 [rr] and RFC IETF RFC 1122 [ss]. The MAG then resends the first PBU and sends subsequent PBUs to the UDP port corresponding to the other protocol stack.

NOTE:
In principle, another way of interworking is for a MAG to send the first PBU to an LMA over Control Plane C, but without UDP encapsulation. The LMA may return an ICMP Destination Unreachable message (Type =3) with "protocol unreachable" (Code=2), see IETF RFC 792 [rr] and RFC IETF RFC 1122 [ss]. In such case, the MAG should resend the PBU over Control Plane A.
x.4
Migration solution with double protocal stack support in the LMA
One alternative migration solution is based on double stack support in the LMA wich causes minimum disruptions to user traffic:
· The LMAs are first upgraded to support both Control Plane A and Control Plane C. The LMA sends PBAs using Control Plane C as long as the MAG sends PBUs using Control Plane C.

· The MAGs are then upgraded to Control Plane A and starts sending PBUs using Control Plane A. The dual mode capable LMA replies by sending PBAs using Control Plane A.
An example procedure how to upgrade the PMIPv6 network to become RFC complient using this method is the following:

Initial migration from Rel-8 (stack "C" only) to Rel-9 (stack "C+A")

1) Begin migration of all LMAs to Rel-9 (supporting both stack "C" and stack "A").

a. Rel-8 MAGs will continue sending PBUs using stack "C" to the LMAs.

b. During the LMA migration procedure Rel-8 & Rel-9 LMAs will return PBAs using stack "C".

2) After all LMAs have been migrated to Rel-9, begin migration of all MAGs to Rel-9. 

c. During the MAG migration procedure Rel-8 MAGs will continue sending PBUs using stack "C" to the LMAs, and Rel-9 MAGs will send PBUs using stack "A" or stack "C" to the LMAs.

d. Rel-9 LMAs will return PBAs using stack "C" to Rel-8 MAGs, and will return PBAs using stack "A" (if stack "A" PBU received) or stack "C" (if stack "C" PBU received) to Rel-9 MAGs.

Migration from Rel-9 (stack "C+A") to Rel-10 (stack "A" only)

The assumption here is that the network has been upgraded previously from Rel-8 to Rel-9 as described above.

3) Begin migration of all MAGs to Rel-10 (stack "A" only). 

e. Rel-10 MAGs will send PBUs using stack "A" to LMAs.

f. During the MAG migration procedure Rel-9 LMAs will return PBAs using stack "A" (if stack "A" PBU received) or stack "C" (if stack "C" PBU received) to Rel-9 MAGs.

4) After all MAGs have been migrated to Rel-10, begin migration all LMAs to Rel-10 (stack "A" only).

g. Rel-10 MAGs will continue sending PBUs using stack "A" to LMAs.

h. During the LMA migration procedure, Rel-9 & Rel-10 LMAs will return PBAs using stack "A".

X.5
Self-detection procedures based on duplicated Hearbeat signalling
X.5.1 General
The Heartbeat messaging based mechanism can optionally be used for interworking between network entities supporting different variants of PMIPv6 protocol stack. According to this solution before initiating any PMIPv6 procedure with a peer PMIPv6 node (LMA), if the peer node (LMA) PMIPv6 version is unknown, the MAG sends two Heartbeat Request messages to the peer node, one using Control plane A and another one using Control plane C. 

However, it is to be noted that according to RFC 5847 Section 3 [17], the MAG can only send a Heartbeat Request message if there is at least one proxy Binding Cache entry at the LMA. According to RFC 5847 [17] the MAG SHOULD NOT send the Heartbeat Request message before there is one PMIP connection established between MAG and LMA. 

The SHOULD NOT requirement in RFC 5847 [17] will be contradicted if this optional inteworking solution based on duplicated Heartbeat messages is adopted.

X.5.2
Self-Detection procedures in the MAG
Before initiating any PMIPv6 procedure with a peer PMIPv6 node (LMA), if the peer node (LMA) PMIPv6 version is unknown, a PMIPv6 node (MAG) shall send two Heartbeat Request messages to the peer node, one using Control plane A and another one using Control plane C. 
If only one Heartbeat Response message is received from the peer PMIPv6 node (LMA), the MAG shall store the PMIPv6 control plane used by the Heartbeat Response message as the supported PMIPv6 version by the peer PMIPv6 node (LMA).

If two Heartbeat Response messages are received with PMIPv6 control plane A and C from the same peer PMIPv6 node (LMA), the MAG shall store the PMIPv6 control plane A as the supported PMIPv6 version by the peer PMIPv6 node (LMA).

The MAG shall use the stored PMIPv6 control plane version when sending any subsequent PMIPv6 messages with the same peer PMIPv6 node (LMA).

X.5.3
Path failure detection

At failure of sending a PMIPv6 message, the PMIPv6 node (MAG) shall initiate the self-detection procedure as specified in subclause X.5.1. 

If the  retransmission of the Heartbeat Request message over both control plane A and C failed, a path failure is detected. The restoration procedures specified in 3GPP TS 23.007 [13] shall be applied.

X.5.4
Self-Detection related procedures in the LMA

If the LMA supports both PMIPv6 control plane A and C, the LMA shall use the same PMIPv6 control plane version used by the peer PMIPv6 node (MAG) at the MAG initiated PMIPv6 procedure when sending any subsequent PMIPv6 messages with the same peer PMIPv6 node (MAG). 
If the supported PMIPv6 version of a PMIPv6 node (LMA) has been changed without node restart, the LMA should send one PMIPv6 Heartbeat Request message using supported PMIPv6 control plane to all PMIPv6 peer nodes (MAG) which had previously established PMIPv6 sessions.

* * * End of Changes * * * *
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