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	TS 23.402 has supported for access to external private networks via S2b. In this case, the ePDG needs to set the user credentials which is received from the UE during the multiple authentication exchanges in the IKEv2 protocol as specified in 3GPP TS 23.402 in a container in the PBU. Upon receipt of the PBU message including the user credentials the PDN GW can perform the authentication and authorization with the external AAA server.

In addition, SA3 and CT4 exchanged the LSs and make agreement that remove the EAP descriptions from the 33.402 CRs. PAP authentication should be added to S2b in order to keep S2b functionality aligned with S2a and 3GPP accesses in this respect.
Here PCO is proposed to be constructed by the ePDG locally to contain the user credentials in the PBU. No other impact to the PDN GW.

	
	

	Summary of change:
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	If the MAG supports the "multiple authentication and authorization" as specified in 3GPP TS 33.402

-During the PMIPv6 PDN Connection Creation procedure, the MAG shall be able to exchange the  authentication and authorization data between the UE and the LMA.
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* * * First Change * * * *

5.1.2 
MAG procedures
A MAG initiating the PMIPv6 PDN Connection Creation procedure shall follow the "Mobile Node Attachment and Initial Binding Registration" procedure described in the PMIPv6 [4] and IPv4 support for PMIPv6 [5] specifications with the following additional requirements:

1. Generate a downlink GRE key that is not already in use locally for the PDN connection's downlink traffic to that UE, as specified in the GRE Key Option for PMIPv6 specification [7]. 
2. For IP address allocation, the IPv6 Home Network Prefix option and/or the IPv4 Home Address Request option shall be present according to the UE request and the user subscription for non-3GPP access, or according to the PDN Type received from the MME/SGSN for 3GPP access.
3. If the static IPv4 Home Address and/or IPv6 Home Network Prefix are available at the MAG, set them in the IPv4 home address Request option and/or the IPv6 home prefix option in the PBU.
4. Optionally, assign a Fully Qualified PDN Connection Set Identifier that identifies a set of PDN connections belonging to an arbitrary number of UEs.

5. Provide a PDN connection ID, if multiple PDN connections to the same APN function is supported by the MAG.

6. If the MAG supports "multiple authentication and authorization" as specified in 3GPP TS 33.402 [19], 
· the MAG shall be able to construct a PCO IE and set the user credentials which is received from the UE for the additional authentication and authorization with an external AAA server as specified in 3GPP TS 33.402 [19] in the PCO IE conveyed by the PBU; and
· the MAG shall be able to interpret the authentication and authorization data in the PCO received from the LMA and forward the authentication and authorization data to the UE as specified in 3GPP TS 33.402 [19].
7. Set other parameters in the PBU as specified by the PBU parameters section for this procedure.
* * * End of Change * * * *
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